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The Chairman, Department Procurement Committge (DPC)s“on behalf of Sri Lanka CERT (Pvt.)
Ltd, now invites sealed Bids from eligibleaandyqualified Bidders for Procurement of supply,
installation, implementation, configuration/of, cyber threat intelligence and attack surface
management solution for Malware Analysis/and Threat Hunting Lab. This cyber threat
intelligence and attack surface management solution purchased under this tender will be used for
establishing the Malware Analysis and Threat Hunting Lab at Sri Lanka CERT. The proposed
solution should be a multitenant solution for providing service for more than 250 government
organizations. Detailed description/ of schedule of requirements is given in the Bidding
Document.

2. Bidding will be conducted‘through the International Competitive Bidding (ICB — Single Stage
Two Envelope Bidding Procedure) specified in the National Procurement Guidelines 2024 of
Democratic Socidlist Republic of Sri Lanka and are opened to all eligible bidders as defined in
the Guidelines;,

To be eligible*for contract award, the successful bidder shall not have been blacklisted. The
qualification griteria for the eligible bidders shall include the following. (Additional qualification
requirements are given in the Bidding Documents):

a)y General Experience.

The Bidder must have successfully supplied, installed, implemented, and configured
Cyber Threat Intelligence (CTI) and Attack Surface Management (ASM) solutions within
the five (05) years immediately preceding the Bid Submission Deadline.

b)  Specific Experience in contract of similar nature:

Bidder should have delivered at least Five (5) similar multitenant solution shown by valid
reference letters.

¢)  Quality and Security Requirements:
OEM shall be certified with ISO 27001 or Similar.



Proposed Solution to manage 250 government organizations as a multitenant environment for one
(1) year.

Interested Bidders may obtain further information from Manager — Information Security
(Research, Policies and Projects), Sri Lanka CERT (Pvt) Ltd, Room No. 4-112, BMICH, Colombo
07, Sri Lanka or through Telephone: +94112691692, Email: procurement@cert.gov.lk and inspect
the Bidding Document free of charge during 9.00 a.m. to 3.00 p.m.(Sri Lankan Time) on working
days commencing from 02" July 2026 at the below address (Para 7). Bidding document is
published on Sri Lanka CERT (Pvt) Ltd website (www.cert.gov.lk) web site only for referenge

purpose.

A complete set of Bidding Documents in English may be purchased from Sri Lanka.CERT (Pvt)
Ltd, office (address below para 7) by interested bidders on the submission of a written tequest on a
business letterhead, and upon payment of a non-refundable fee of LKR 30,000.00, The method of
payment will be by cash.

Bids must be delivered to the address above para (4) on or before2100%.m. (Sri Lankan Time) on
13™ August 2026. Late bids will be rejected. Technical propdsal will be opened soon after the bid
closing in the presence of the bidders’ representatives, who choose to attend at 2.00 p.m.(Sri
Lankan Time) on 13™ August 2026. All bids must be accomipanied by a Bid Security in the form of
bank guarantee of not less than Sri Lankan Rupees Two Millien and Five Hundred Thousand
(LKR 2.5 million), and Bid Security should be submitted in(the technical proposal.

A Pre-Bid Meeting will be held at 11.00 4. (SriLankan Time) on 16™ July 2026 in the Board
Room of Sri Lanka CERT (Pvt) Ltd, Room No.4-112, BMICH, Colombo 07, Sri Lanka. Online
participants may join via the link publishedson the Sri Lanka CERT website
(https://www.cert.gov.lk/procuréments), which will be made available one day prior to the Pre-Bid
Meeting. All interested bidders mdy participate to the Pre-Bid meeting.

Chairman,

Department Procurément Committee (DPC)
Sri Lanka CERT (Rvt) Ltd

Room No.4-112

BMICH

Colombo 07

Sri Jsankar

02% July 2026


http://www.cert.gov.lk/

Table of Content

Section I — Instruction to the Bidders 05
Section II — Bid Data Sheet 37
Section III — Evaluation and Qualification Criteria 43
Section IV — Bidding Forms 58
Section V — Eligible Countries 81
Section VI — Schedule of Requirements 82
Section VII — General Conditions 133
Section VIII — Particular Conditions 213
Section IX — Contract Forms 217




Section I - Instructions to the Bidders

O
| Q%Q
S

Q')x
. @‘7’0

>

N



SECTION I - INSTRUCTIONS TO THE BIDDERS

This section specifies the procedures to be followed by Bidders in the preparation and
submission of their Bids. Information is also provided on the submission, opening, and
evaluation of Bids and on the award of Contract.

A. General

1. Scope of Bid 1.1 In connection with the Invitation for Bids indicated in the-Bid
Data Sheet (BDS), the Employer, as indicated in the BDS, issues
these Bidding Documents for the procurement of Information
Technology (IT) Products and Services as specified in'Section VI
(Schedule of Requirements). The name, identification, and
number of lots (Contracts)of the International ' Competitive
Bidding (ICB) are provided in the BDS:

1.2 Unless otherwise stated, throughout this’Bidding Document
definitions and interpretations shall be as prescribed in Section
VII (General Conditions) (GC):

2. Source of 2.1  Government of Sri Llanka (GoSL) shall provide the financing
Funds required to meet eligible payments under the Contract for which
these Bidding Documents are issued.

3. Corrupt 3.1 Ttis thepolicy of GoSL that the officials of the procuring entity as

Practices well as Bidders, Suppliers, Service Providers and Contractors and
their'sub-Contractors under GoSL financed Contracts observe the
highest standard of ethics during the procurement and execution
ofssuch Contracts, in pursuance of this policy, the GoSL.

(a) defines, for the purposes of this provision, the terms set forth
below as follows:

1. “Corrupt practice” means the offering, giving receiving, or
soliciting, directly or indirectly, of anything of value to
influence the action of any party in the procurement
process or the execution of a Contract.

ii. “Fraudulent practice” means a misrepresentation or
omission of facts in order to influence a procurement
process or the execution of a Contract.

i1. “Collusive practices” means a scheme or arrangement
between two or more Bidders, with or without the
knowledge of the employer, designed to influence the
action of any party in a procurement process or the
execution of a Contract.



4. Eligible
Bidders

3.2

4.1

4.2

4.3

iv. “Coercive practices” means harming or threatening to
harm, directly or indirectly, persons, or their property to
influence their participation in a procurement process or
affect the execution of a Contract.

(b) will reject a proposal for award if it determines that the Bidder
recommended for award has, directly or through an agent,
engaged in corrupt, fraudulent, collusive, or coercive practices
in competing for the Contract; and

(c) will sanction a party or its successor, including declaring
ineligible, either indefinitely or for a stated period of time, o
participate in GoSL financed activities if it at any time
determines that the firm has, directly or through an agent;
engaged in corrupt, fraudulent, collusive, or coercivepractices
in competing for, or in executing, GoSL financed Centract.

Furthermore, Bidders shall be aware of the provision stated in the
General Conditions (GC47.1, Termination fog, Contractor’s
Default).

A Bidder may be a private entity or a'gevernment-owned entity or
any combination of such entitiesywith the intent to enter into an
agreement supported by a letterofintent or under an existing
agreement in the formeof &)joint veénture, consortium or
association (JV). In‘the’case’of a Joint Venture (JV):

(a) all partness shall'be jointly and severally liable for the
execution ofithe Contract in accordance with the Contract
texms;‘and

(b)” the’'JV shall nominate one of the partners who shall have
thejauthority to conduct all business for and on behalf of
any and all the partners of the JV during the Bidding
process and, in the event the JV is awarded the Contract,
during Contract execution. This shall be evidence by
submitting a Power of Attorney signed by legally
authorized signatories of all the partners.

A Bidder, and all partners constituting the Bidder, shall have a
nationality of an eligible country and shall have legal rights to
supply Products and Services under the Contract resulting from
these Bidding Documents. A Bidder shall be deemed to have then
nationality of a country if the Bidder is a national or is
constituted, incorporated, or registered and operates inconformity
with the provisions of the laws of that country.

This criterion shall also apply to the determination of the
nationality of proposed sub-Contractors or Contractors for any
part of the Contract including related services.

(i) GoSL considers a conflict of interest to be a
situation in which a party has interests that could



4.4

4.5

4.6

improperly influence that party’s performance of
official duties or responsibilities, Contractual
obligations, or compliance with applicable laws
and regulations. Bidders and Contractors under
GoSL financed Contracts, shall observe the
highest standard of ethics. GoSL will take
appropriate actions, which include not financing
of the Contract, if it determines that a conflict of
interest that’s flawed the integrity of any
procurement process. Consequently, all Bidders
found to have a conflict of interest shall be
disqualified. A Bidder may be considered to being
a conflict to interest with one or more pafties in
this Bidding process if, including butmotimited
to:

(a) they have controlling partners in common; of

(b) they receive or have received any diréet or indirect
subsidy from any of them; or

(c) they have the same legal representative for purposes of
this Bid; or

(d) they have a relationghip*with each other, directly or
through common thirdparties, that puts them in a position
to have access tovinformation about or influence on the
Bid of another Bidder, or influence the decisions of the
Employer tegatrding this Bidding process; or

(e) A-Bidder participates in more than one Bid in this Bidding
process. Participation by a Bidder in more than one Bid
willresult in the disqualification of all Bids in which it is
involved. However, this does not limit the inclusion of the
same sub-Contractor, not otherwise participating as a
Bidder, in more than one Bid: or

(f) A Bidder or any of its affiliates participated as a consultant
in the preparation of the design and/or technical
specifications of the products and services and/or other
documents that are the subject of the procurement under
these Bidding documents.

A firm that is under a declaration of ineligibility by GoSL or any
other Country in accordance with ITB 3 at the date of the
deadline for Bid submission or thereafter, shall be disqualified.

Bidders shall provide such evidence of their continued eligibility
satisfactory to the Employer, as the Employer shall reasonably
request.

In case a pre-qualification process has been conducted prior to the
Bidding process, this Bidding is open only to pre-qualified



4.7
4.8
5. Eligible 5.1
Products and
Services
5.2
53

Bidders.

Firms shall be excluded if by an act of compliance with a decision
of the United Nations Security Council taken under Chapter VII
of the Charter of the United Nations, the employer’s country
prohibits any import of goods or contracting of works or services
from that country or any payments to persons or entities in that
country.

Local Companies bidding for these tender or Local partners of’
Foreign Companies bidding for this tender shall be registered
under the Public Contracts Act, No 3 of 1987

For the purposes of these Bidding-Pecuments, the Products

and Services means all:

(a)

(®)

the required informationdechnologies, including all
information processing*and communications-related
hardware, softwareysupplies and consumable items that
the Bidder isfequired to supply and install under the
Contract,plus,all associated documentation, and all other
mat€rials,and products to be supplied, installed,
mtegrated, and made operational (collectively called the
ptoducts in some clauses of the ITB); and

the related software development, transportation,
insurance, installation, customization, integration,
commissioning, training, technical support, maintenance,
repair, and other Services necessary for proper operation
of the products to be provided by the selected Bidder and
as specified in the Contract.

The Products and Services to be supplied under the Contract

shall have their origin ineligible source countries as defined in

ITB 4.2 above and all expenditures under the Contract will be

limited to such Products and Services.

For the purposes of ITB 5.2 above-origin means the place

where through software development, manufacturing, or

substantial and major assembly or integration of components,

a commercially recognized Product results that is

substantially different in basic characteristics or in purpose or



6. Intellectual
Property

7. Status of Sub -
Contractors

6.1

7.1

7.2

7.3

7.4

utility from its components.

By signing the Bid Submission Form, the Bidder represents
that it either is the owner of the Intellectual Property Rights in
the Products and Services offered, or that it has proper
authorization and/or license to offer them from the owner of
such rights. Wilful misrepresentation of these facts shall be
considered fraudulent practice subject to the provisions of
ITB 3.1 through 3.2 above, without prejudice of other
remedies that the Employer may take.

If it is allowed in the BDS for Sub-Contractors to be
nominated for certain components to be taken into account in
assessing the Bidder’s overall qualifications, any_Sub-
Contractors or nominated by any Bidder is automatically
disqualified from being a Bidder itself or a partner in a Joint
Venture. Non-compliance may result in their ejection of all
Bids in which the affected firm participates as Bidder or as
partner in a Joint Venture.

Any firm not participating as.Bidder or as partner in a Joint
Venture may be proposed as-a*Sub-Contractor in any number
of Bids.

A firm which i$ya‘Bidder, whether as a single Bidder or as a
partner in a Joiat' Venture, cannot be a Sub-Contractor in
other Bidsy except for the supply of commercially available
Hardware/or Software by the firm, as well as purely indicated
sénvices such as installation/configuration, routing training
and on-going maintenance support.

If a Bidder intends to Sub-Contract major items of Products
and Services, it shall include in the Bid details of the name
and nationality of the proposed Sub-Contractor, including
vendors for each of those items and shall be responsible for
ensuring that any Sub-Contractor proposed complies with the
requirements of ITB 3.

Bidders are free to list more than one Sub-Contractor against
each item. Quoted rates and prices will be deemed to apply,
which ever Sub-Contractor is appointed, and no adjustment of
the rates or prices will be permitted. The Employer reserves
their right to delete any proposed Sub- Contractor from the

10



7.5

8. Contacting the 8.1
Employer

8.2

list. This shall bed one prior to Contract signature, by deleting
such unacceptable Sub-Contractors in Appendix 3 of Section
IX (Contract Forms), which shall list the approved Sub-
Contractors for each item prior to Contract signature.
Subsequent additions and deletions from the list of approved
Sub-Contractors shall be performed in accordance with GC
Clause 20.

The Employer, where applicable, may select only some of th¢
listed Sub-Contractors in evaluating a Bid. The criteria for
selection will be set out in the BDS.

From the time of Bid advertisement to the time of,Contract
award, if any Bidder wishes to contact the Employer on any
matter related to the Bid, it should do so_in ‘wzifing.

If a Bidder tries to directly influgnce the Employer or
otherwise interfere in the Bid submission and evaluation
process and the Contract award decision, its Bid may be
rejected.

B. Contents of Bidding Document

9. Sections of 9.1
Bidding
Document
9.2

The BiddingPocument consists of all the Sections indicated
below;iand should be read in conjunction with any Addenda
issued in accordance with ITB 11.

Section I Instructions to Bidders (ITB)

Section II Bid Data Sheet (BDS)

Section IIT Evaluation and Qualification Criteria
Section IV Bidding Forms

Section V Eligible Countries

Section VI Schedule of Requirements

Section VII General Conditions (GC)

Section VIII Particular Conditions (PC)

Section IX Contract Forms

The Invitation for Bids issued m by the Employer is not part
of the Bidding Document and is intended for references only.
In case of inconsistencies, the actual Bidding Documents shall
prevail.

11



93

94

10.Clarification 10.1
of Bidding
Document,

Site Visit,
Pre-Bid
Meeting

10.2

10.3

The Employer is not responsible for the completeness of the
Bidding Document, and its addenda, if they were not obtained
directly from the source stated by the Employer in the
Invitation for Bids.

The Bidder is expected to examine all instructions, forms,
terms, and specifications in the Bidding Document. Failure to
furnish all information or documentation required by the
Bidding Documents may result in the rejection of the Bid.

A prospective Bidder requiring any clarificationef “the
Bidding Document shall contact the Employer in writing at
the Employer’s address indicated in the BDS “er raise his
enquiries during the pre-Bid meeting if provided for in
accordance with ITB 10.4. The Employer*will respond to
any request for clarification, preVidedsthat such request is
received not later than fourtcen (14) days prior to the
deadline for submission of Bids. The Employer’s response
shall be in writing with ‘copies to all Bidders who have
acquired the Bidding Document in accordance with ITB 9.3,
including a deseription of the inquiry but without
identifying Ats ‘source. Should the Employer deem it
necessary tolamend the Bidding Document as a result of a
requestyforyclarification, it shall do so following the
procedure under ITB 11 and ITB 26.2.

The,Bidder may notify the Employer in writing within the
time stated in the BDS, visit and examine the site/s where the
Products and Services are to be installed and its surroundings
and obtain for itself on its own responsibility all information
that may be necessary for preparing the Bid and entering into
a Contract for the provision of Products and Services. The
costs of visiting site(s) shall be at the Bidder’s own expense.

The Bidder and any of its personnel or agents will be granted
permission by the Employer to enter up on its premises and
lands for the purpose of such visit, but only upon the express
condition that the Bidder, its personnel, and agents will
release and indemnify the Employer and its personnel and
agents from and against all liability in respect thereof, and
will be responsible for death or personal injury, loss of or
damage to property ,and any other loss, damage, costs, and

12



11. Amendment
of Bidding
Document

10.4

10.5

10.6

10.7

11.2

11.3

expenses incurred as result of the inspection. No site visits
shall be arranged or scheduled after the deadline for
submission of the Bids and prior to the award of the Contract.

The Bidder’s designated representative is invited to attend a
pre-Bid meeting, if provided for in the BDS. The purpose of
the meeting will be to clarify issues and to answer questions
on any matter that may be raised at that stage.

The Bidder is requested, as far as possible, to submit.any
questions in writing, to reach the Employer not later than, one
week before the meeting.

Minutes of the pre-Bid meeting, including“the text of the
questions raised without identifying the, source, and the
responses given, together with any re§ponses prepared after
the meeting, will be transmitted/promptly to all Bidders who
have acquired the Bidding Document’in accordance with ITB
9.3. Any modification to the Bidding Document that may
become necessary as a pesultiof the pre-Bid meeting shall be
made by the Employériexclusively through the issue of an
addendum pursuantito ITB 11 and not through the minutes of
the pre-Bid meetings

Non-attendanee at the pre-Bid meeting will not be a cause for
disqualification of a Bidder.

At any time prior to the deadline for submission of Bids, the
Employer may amend the Bidding Document by issuing
addenda.

Any addendum issued shall be part of the Bidding Document
and shall be communicated in writing to all who have
obtained the Bidding Document from the Employer in
accordance with ITB 9.3.

To give prospective Bidders reasonable time in which to take
an addendum in to account in preparing their Bids, the
Employer may, at its discretion, extend the deadline for the
submission of Bids, pursuant to ITB 26.2.

13



C. Preparation of Bids

12.Cost of 12.1
Bidding

13.Language of 13.1
Bid

14.Documents 14.1
Comprising
the Bid

14.2

14.3

15. Letter of Bid 15.1
and
Schedules

16. Alternative 16.1
Bids

The Bidder shall bear all costs associated with the preparation
and submission of its Bid, and the Employer shall not be
responsible or liable for those costs, regardless of the
conductor outcome of the Bidding process.

The Bid, as well as all correspondence and documerits
relating to the Bid exchanged by the Bidder andthe
Employer, shall be written in the English Jlanguage.
Supporting documents and printed literature that“are part of
the Bid may be in another language prowided they are
accompanied by an accurate translation of the relevant
passages in the English language, in whichi case, for purposes
of interpretation of the Bid, such/translation shall govern.

The documents compriging the Bid are listed in Section IV
(Bidding Forms), in, the Bidder Response Format (BRF).
Bidders must use“the BRF provided to structure and submit
their Bids.

The /Bid_“shall comprise two envelopes submitted
simultaneously, one called the Technical Bid containing the
decuments listed in Table 1 (Bidder’s Response Format) —
Technical Bid of Section IV (Bidding Forms), and the other
the Price Bid containing the documents listed in Table 2
(Bidder’s Response Format — Price Bid  of Section IV
(Bidding Forms), both envelopes enclosed together in an
outer single envelope.

Any other documents required as listed in the BDS

The Bidder shall complete the Letter of Bid, including the
appropriate Price Schedules, using the relevant forms
furnished in Section IV (Bidding Forms). The forms must be
completed as instructed in each form.

Unless otherwise specified in the BDS, alternative Bids shall
not be considered.

14



17.

18.

19.

Documents
Establishing
the Eligibility
of the
Products and
Services

Documents
Establishing
the
Eligibility
and
Qualification
s of the
Bidder

Documents
Establishing
Conformity
of the
Products and
Services

17.1

18.1

18.2

19.1

19.2

19.3

To establish the eligibility of the Products and Services in

accordance with ITB 5, Bidders shall complete the country-of-

origin declarations in the Price Schedule Forms, included in

Section IV (Bidding Forms).

To establish its eligibility and qualifications to perform the
Contract in accordance with Section III (Evaluation and
Qualification Criteria), the Bidder shall provide the
information requested in the corresponding Bidder Respense
Format included in Section IV (Bidding Forms).

Domestic Bidders, individuallygori in joint ventures,
applying for eligibility for domestic preference shall supply
all information required to satisfyjthe criteria for eligibility
as described in ITB 38.

The Bidder shall (furnish the information stipulated in Section
IV (Bidding’ Ferms), insufficient detail to demonstrate
substantial responsiveness of its Bid to the work requirements
and‘the Completion time.

For major items of Products and Services which the Bidder
intends to purchase or subcontract, the Bidder shall give
details of the name and nationality of the proposed Sub-
Contractors, including manufacturers, for each of those items.
In addition, the Bidder shall include in its Bid information
establishing compliance with the requirements specified by
the Employer for these items. Quoted rates and prices will be
deemed to apply to whichever Sub-Contractor is appointed,
and no adjustment of the rates and prices will be permitted.

The written evidence of conform it of the Products and
Services shall be inserted into the tables that comprise the
Bidder’s response to items in Section VI (Schedule of
Requirements) in the form of written descriptions, literature,
diagrams, certifications, and client references.

15



20.Bid Prices

19.4

19.5

19.6

19.7

20.1

The Bidder will provide an item-by-item response to the
Employer’s Schedule of Requirements, demonstrating what
the Bidder will provide, and how from a technical,
functional, business or Service perspective, as appropriate,
its Products and Services respond to the requirements. In
demonstrating responsiveness, the commentary may include
explicit cross references to the relevant pages in the
supporting materials included in the Bid. Whenever a
discrepancy arises between the item-by-item commentary and
any catalogues, technical specifications, or other pre-ptihted
materials submitted with the Bid, the item-bysitem
commentary shall prevail.

A Preliminary Project Plan is required, the dgtails of which
are described in Section VI (Schedule of Requirements).

A written confirmation that the Bidder accepts responsibility
for the successful integration and inter-operability of all
Products and Services as requited by the Bidding Documents.

For purposes of the Semmentary to be furnished pursuant to
ITB 19.4, the Biddetyshall note that any references to brand
names or model numbers or national or proprietary
standards “designated by the Employer in Section VI
(Schedule’ of Requirements) are intended to be descriptive
and notjrestrictive (except where explicitly prohibited in the
BDS for specific items or standards). The Bidder may
substitute alternative brand/model names or standards in its
Bid, provided that it demonstrates to the Employer’s
satisfaction that the use of the substitute(s) will result in the
Products and Services being able to perform substantially
equivalent to or better than that specified in Section VI
(Schedule of Requirements).

Unless otherwise specified in the BDS, Bidders shall quote
for the entire Products and Services on a single responsibility
basis such that the total Bid price covers all the Contractor’s
obligations mentioned in or to be reasonably inferred from the
Bidding Document in respect of the design, manufacture,
including procurement and sub-Contracting (if any), delivery,
construction, installation, completion, acceptance,
commissioning and support of the Products and Services as

16



20.2

20.3

20.4

20.5

specified in Section VI (Schedule of Requirements). This
includes all requirements under the Contractor’s
responsibilities for testing, pre-commissioning and
commissioning of the Products and Services and, where so
required by the Bidding Document, the acquisition of all
permits, approvals and licenses, etc.; the operation,
maintenance and training services and such other items and
services as may be specified in the Bidding Document, all in
accordance with the requirements of the General Conditionss
Items against which no price is entered by the Bidder will not
be paid for by the Employer when executed and shall/be
deemed to be covered by the prices for other itemst

Bidders shall give a breakdown of the prices in'the manner
and detail called for in the Price Sehedules included in
Section IV (Bidding Forms).

The price of items that the Bidderjhas left blank in the cost
tables provided in the BRF §hall be assumed to be included in
the price of other itemg.Mtems/omitted altogether from the
price tables shallbe assumed to be omitted from the Bid and,
provided that the%Bid 1is substantially responsive, an
adjustment to'the Bid price will be made during evaluation in
accordancéwith’ITB 42.

Unit prices must be quoting data level of detail appropriate
for, calculation of any partial deliveries or partial payments
under the Contract, in accordance with the Implementation
Schedule in Section VI (Schedule of Requirements), and with
GC and Appendix 7 (Terms and Procedures for Payment).
Bidders may be required to provide breakdown of any
composite or lump-sum items included in the price tables.

The prices for Products and Services are to be expressed and
shall be defined and governed in accordance with the rules
prescribed in the edition of Incoterms specified in the BDS,
and quoted in the appropriate columns of the cost tables in the
BRF as follows:

(a) Products supplied from outside the Employer’s country:

Unless otherwise specified in the BDS, the prices shall be
quoted on a CIP (named place of destination) basis,
exclusive of all taxes, stamps, duties, levies, and fees

17



20.6

20.7

imposed in the Employer’s country. The named place of
destination and special instructions for the Contract of
carriage areas specified in the BDS. In quoting the price,
the Bidder shall be free to use transportation through
carriers registered in any eligible countries. Similarly, the
Bidder may obtain insurance Services from any eligible
source country.

(b)Locally supplied Products:

Unit prices of Products offered from withinsthe
Employer’s Country, shall be quoted on an EXW “(ex-
factory, ex-works, ex warehouse or off-thé-shelf, as
applicable) basis.

(¢) Inland transportation:

Unless states otherwise in the BDS, inland transportation,
insurance and related local €@sts incidental to the delivery
of the Products to the designated Project Sites must be
quoted separately as a/Seérvice item in accordance with
ITB 20.6, whether th&wProducts are to be supplied locally
or from outsideAatheyEmployer’s country, except when
these costs arewalready included in the price of the
Products, as\s, €.g., the case, when ITB 20.5 (a) specifies
CIP, and the’named places of destination are the Project
Sites.

The price of Services shall be quoted in total for each service
(where appropriate, broken down into unit prices), separated
into their local and foreign currency components. Unless
otherwise specified in the BDS, the prices must include all
costs incidental to the performance of the Services, as
incurred by the Contractor, such as transportation, travel,
subsistence, office support, communications, translation,
printing of materials, etc. costs incidental to the delivery of
the services but incurred by the Employer or its staff, or by
third parties, must be included in the price only to the extent
such obligations are made explicit in these Bidding
Documents (as, e. g., a requirement for the Bidder to include
the travel and subsistence costs of trainees).

Prices for Recurrent Costs beyond the scope of warranty
services to be incurred during the Warranty Period, defined in
GCC Clause 1.1 and prices for Recurrent Costs to be incurred
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20.8

20.9

20.10

20.11

20.12

during the Post-Warranty Services Period, defined in PC
Clause 1 shall be quoted as Service prices in accordance with
ITB 20.6 on the Recurrent Costs Form in detail, and on the
Recurrent Costs Summary Form in currency total. Recurrent
costs are all-inclusive of the cost’s necessary items such as
spare parts, software license renewals, labour, etc., needed for
the continued and proper operation of the Products and
Services and, if appropriate, of the Bidder’s own allowance
for price increases.

The prices shall be either fixed or adjustable as speeified*in
the BDS.

In the case of Fixed Price, prices quoted by, the Bidder shall
be fixed during the Bidder’s performance of the Contract and
not subject to variation on any accounty, A Bid submitted with
an adjustable price quotatiofi, will be treated as non-
responsive and rejected.

In the case of Adjustable, Pri€e, prices quoted by the Bidder
shall be subject ,to ,adjustment during performance of the
Contract to reflectychanges in the cost elements such as
labour, material, “transport, and Contractor’s equipment in
accordance,with.the procedures specified in the corresponding
Appendixsto the Contract Agreement. A Bid submitted with a
fixed ‘price quotation will not be rejected, but the price
adjustment will be treated as zero. Bidders are required to
indicate the source of labour and material indices in the
corresponding Form in Section IV (Bidding Forms).

If so, indicated in the BDS, Bids are being invited for
individual lots (Contracts) or for any combination of lots
(packages). Bidders wishing to offer any price reduction
(discount) for the award of more than one Contract shall
specify in their Letter of Bid the price reductions applicable to
each package, or alternatively, to individual Contracts within
the package, and the manner in which the price reductions
will apply.

The methodology to determine the lowest evaluated
responsive price of the Contract, including any discounts
offered in the Letter of Bid, is specified in Section III
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21. Currencies of
Bid and
Payment

22. Period of
Validity of
Bids

23. Bid Security

21.2

22.1

222

23.1

23.2

(Evaluation and Qualification Criteria).

The currency(ies) of the Bid shall be, as specified in the BDS.

Bidders may be required by the Employer to justify, to the
Employer’s satisfaction, their local and foreign currency
requirements.

Bids shall remain valid for the period specified in the/BDS
after the Bid submission deadline date prescribed by the
Employer. A Bid valid for a shorter period, less than the
period specified, shall be rejected by the Employer as non-
responsive.

In exceptional circumstances, prioratosthe expiration of the
Bid validity period, the Employer may request Bidders to
extend the period of validity of their'Bids. The request and the
responses shall be made in writing. If a Bid Security is
requested in accordance with IFB 23, the Bidder granting the
request shall alsoyextend the Bid Security for twenty-eight
(28) days beyend therdeadline of the extended validity period.
A Bidder, mdy refuse the request without forfeiting its Bid
securitys A ‘Bidder granting the request shall not be required
or petmitted to modify its Bid.

The, Bidder shall furnish as part of its Bid, either a Bid-
Securing Declaration or a Bid Security as specified in the
BDS, in original form and in the amount and currency
specified in the BDS.

The Bid Security shall be a demand guarantee in any of the
following forms at the Bidder’s option:

(a) an un conditional bank guarantee.

(b) an irrevocable letter of credit; or

(c) acashier’s or certified check.

from a reputable source from an eligible country. The Bid
security shall be submitted either using the Bid Security
Form included in Section IV (Bidding Forms) or in another
substantially similar format approved by the Employer prior
to Bid submission. In either case, the form must include the
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23.3

23.4

23.5

23.6

237

23.8

complete name of the Bidder. The Bid security shall be valid
for twenty-eight days (28) beyond the original validity
period of the Bid, or beyond any period of extension if
requested under ITB 22.2.

Any Bid not accompanied by an enforceable and compliant
Bid security shall be rejected by the Employer as non-
responsive.

The Bid security of unsuccessful Bidders shall be returned
as promptly as possible upon the successful Bidder’s
furnishing of the performance security pursuant to/FEB 49.

The Bid security of the successful Bidder shall beé returned
as promptly as possible once the successful Bidder has
signed the Contract and furnished the(required performance
security.

The Bid security may be forfeited:

(a) if a Bidder withdrawssits/Bid during the period of Bid
validity specified by the Bidder on the Letter of Bid.

or
(b) if the successful Bidder fails to:

@ Signythe Contract in accordance with ITB 48.
or

(i1) Furnish a performance security in accordance with
ITB 49.

The Bid Security of a JV shall be in the name of the JV that
submits the Bid. If the JV has not been legally constituted at
the time of Bidding, the Bid Security shall be in the names
of all future partners as named in the letter of intent referred
to in ITB 4.1.

If a Bid security is not required in the BDS, and

(a) a Bidder withdraws its Bid during the period of Bid
validity specified by the Bidder on the Letter of Bid,
except as provided in ITB 22.2; or

(b) the successful Bidder fails to:

(1) sign the Contract in accordance with ITB 48.
or
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24. Format and
Signing of
Bid

24.1

24.2

243

244

(i1) furnish a performance security in accordance with
ITB 49; the Employer may, if provided for in the
BDS, declare the Bidder disqualified to be
awarded a contract by the Employer for a period
of time as stated in the BDS.

The Bidder shall prepare one original of the documents
comprising the Bid as described in ITB 14 and clearly mark
it —ORIGINAL. In addition, the Bidder shall submit copies
of the Bid, in the number specified in the BDS and clearly
mark them —COPY. In the event of any disc¢repancy
between the original and the copies, the original” shall
prevail.

The original and all copies of the Bidyshall be typed or
written in indelible ink and shall‘be%igned by a person duly
authorized to sign on behalf of the Bidder. This
authorization shall consist .of a/written confirmation as
specified in the BDS and shali*be attached to the Bid. The
name and positien Aeldy by each person signing the
authorization must,bestyped or printed below the signature.
All pages of’theloriginal Bid where entries or amendments
have been madejpshall be signed or initialled by the person
signingthe Bid.

A Bid submitted by a JV shall be signed so as to be legally
binding on all partners.

Any interlineations, erasures, or overwriting shall be valid
only if they are signed or initialled by the person signing the
Bid.

D. Submission and Opening of Bids

25.Submission,
Sealing and
Marking of
Bids

25.1

Bidders may always submit their Bids by mail or by hand.
When so specified in the BDS, Bidders shall have the option
of submitting their Bids electronically. Procedures for
submission, sealing and marking are as follows:

(a) Bidders submitting Bids by mail or by hand shall enclose
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26. Deadline for
Submission
of Bids

27. Late Bids

25.2

253

26.1

26.2

27.1

the original and each copy of the Bid, including
alternative Bids, if permitted in accordance with ITB 16,
in separate sealed envelopes, duly marking the
envelopes as “ORIGINAL”, “ALTERNATIVE” and
“COPY”. These envelopes containing the original and
the copies shall then be enclosed in one single envelope.
The rest of the procedure shall be in accordance with
ITB 25.2 and 25.3.

(b) Bidders submitting the Bids electronically shall follow
the electronic Bid submission procedures specified in the
BDS.

The inner and outer envelopes shall:
(a) Bear the name and address of the Bidder.

(b) Be addressed to the Employes, in,accordance with ITB
25.1.

(c) Bear the specific identification of this Bidding process
indicated in accordance,with ITB 1.1; and

(d) Bear a warning notyto’open before the time and date for
Bid opening;,

If all envelopes are not sealed and marked as required, the
Empleyer will assume no responsibility for the misplacement
or premature opening of the Bid.

Bids must be received by the Employer at the address and no
later than the date and time indicated in the BDS.

The Employer may, at its discretion, extend the deadline for
the submission of Bids by amending the Bidding Document
in accordance with ITB 11, in which case all rights and
obligations of the Employer and Bidders previously subject
to the deadline shall thereafter be subject to the deadline as
extended.

The Employer shall not consider any Bid that arrives after
the deadline for submission of Bids, in accordance with ITB
26. Any Bid received by the Employer after the deadline for
submission of Bids shall be declared late, rejected, and
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28. Withdrawal, 28.1
Substitution,
and
Modification
of Bids

28.2

28.3

29. Bid opening  29.1

29.2

returned unopened to the Bidder.

A Bidder may withdraw, substitute, or modify its Bid after it
has been submitted by sending a written notice, duly signed
by an authorized representative, and shall include a copy of
the authorization in accordance with ITB 24.2, (except that
withdrawal notices do not require copies). The corresponding
substitution or modification of the Bid must accompany the
respective written notice. All notices must be:

(a) Prepared and submitted in accordance with ITB 24 andITB
25 (except that withdrawal notices do not requir¢ copies),
and in addition, the respective envelopes shall,berclearly
marked “WITHDRAWAL,” “SUBSTITUTION,”
“MODIFICATION”; and

(b) Received by the Employer, ptior) to the deadline
prescribed for submission of,Bids, in accordance with ITB
26.

Bids requested to be withdrawn/ in accordance with ITB 28
shall be returned ungpened to the Bidders.

No Bid may ‘be ‘withdrawn, substituted, or modified in the
interval between the deadline for submission of Bids and the
expiration_of-the period of Bid validity specified by the
Biddet/on the Letter of Bid or any extension thereof.

TheyEmployer shall conduct the opening of Technical Bids in
the presence of Bidders’ designated representatives who
choose to attend, and at the address, date and time specified in
the BDS. Any specific electronic Bid opening procedures
required if electronic Bidding is permitted in accordance with
ITB Sub-clause 25.1 shall be as specified in the BDS. The
Price Bids will remain unopened and will be held in custody
of the Employer until the specified time of their opening. If
the Technical Bid and the Price Bid are submitted together in
one envelope, the Employer may reject the entire Bid.
Alternatively, the Price Proposal may be immediately
resealed by the bid opening committee for evaluation.

First, envelopes marked “WITHDRAWAL” shall be opened
and read out and the envelope with the corresponding Bid
shall not be opened but returned to the Bidder. No Bid
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29.3

294

withdrawal shall be permitted unless the corresponding
withdrawal notice contains a valid authorization to request the
withdrawal and is read out at Bid opening. Next, envelopes
marked “SUBSTITUTION” shall be opened. The inner
envelopes containing the Substitution Technical Bid and/or
Substitution Price Bid shall be exchanged for the
corresponding envelopes being substituted, which are to be
returned to the Bidder unopened. Only the Substitution
Technical Bid, if any, shall be opened, read out, and recorded.
Substitution Price Bid will remain unopened in accordance
with ITB Sub-Clause 29.1. No envelope shall be substituted
unless the corresponding Substitution Notice containsja valid
authorization to request the substitution and .4s read out and
recorded at  Bid  opening.  Enyelopes  marked
“MODIFICATION” shall be opened” Wo Technical Bid
and/or Price Bid shall be modifi€d unless the corresponding
Modification Notice contains a valid authorization to request
the modification and is read.out and recorded at the opening
of Technical Bids. Only _the~TeChnical Bids, both Original as
well as Modification afe, tobe"opened, read out, and recorded
at the opening. “Price- Bids, both Original as well as
Modification, ‘will, remain unopened in accordance with ITB
Sub-Clause 29.1.

All”other Jenvelopes holding the Technical Bids shall be
opened one at a time, reading out: the name of the Bidder, and
indigating whether there is a modification or substitution; the
presence or absence of a Bid security and any other details as
the Employer may consider appropriate. Only Technical Bids
and alternative Technical Bids read out and recorded at Bid
opening shall be considered for evaluation. No Bid shall be
rejected at Bid opening except for late Bids, in accordance
with ITB 27.1.

The Employer shall prepare a record of the opening of
Technical Bids that shall include, as a minimum: the name of
the Bidder and whether there is a withdrawal, substitution, or
modification and the presence or absence of a Bid security or
a Bid securing declaration, if one was required. The Bidders’
representatives who are present shall be requested to sign the
record. The omission of a Bidder’s signature on the record
shall not invalidate the contents and effect of the record. A
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29.5

29.6

29.7

29.8

29.9

copy of the record shall be distributed to all Bidders who
submitted Bids in time.

At the end of the evaluation of the Technical Bids, the
Employer will invite Bidders who have submitted
substantially responsive Technical Bids and who have been
determined as being qualified for award to attend the opening
of the Price Bids. The date, time, and location of the opening
of Price Bids will be advised in writing by the Employer:
Bidders shall be given reasonable notice of the openingrof:
Price Bids.

The Employer will notify Bidders in writing who have been
rejected on the grounds of their Technical, Bids being
substantially non-responsive to the requitements of the
Bidding Document and return theirPri¢e Bids unopened.

The Employer shall conduct the opening of Price Bids of all
Bidders who submitted substantially responsive Technical
Bids, in the presence of Biddets’ representatives who choose
to attend at the, address, ‘date and time specified by the
Employer. The Bidder’s representatives who are present shall
be requested to'signsa register evidencing their attendance

All other envelopes holding Price Bids shall be opened one at
a timeg reading out: the name of the Bidder, and indicating
whetherthere is a modification or substitution; the Bid Prices,
mcluding any discounts and alternative offers, and any other
details as the Employer may consider appropriate. Only Price
Bids, discounts, and alternative offers read out and recorded
during the opening of Price Bids shall be considered for
evaluation. No Bid shall be rejected at Bid opening.

The Employer shall prepare a record of the opening of Price
Bids that shall include, as a minimum: the name of the
Bidder, the Bid Price (per lot if applicable), any discounts,
and alternative offers. The Bidders’ representatives who are
present shall be requested to sign the record. The omission of
a Bidder’s signature on the record shall not invalidate the
contents and effect of the record. A copy of the record shall
be distributed to all Bidders who submitted Bids in time.
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E. Evaluation and Comparison of Bids

30.Confidentiality 30.1

31.

32,

30.2

30.3

Clarification 31.1
of Bids

3h2

Deviations, 32.1
Reseérvations

,.and

Omissions

Information relating to the evaluation of Bids and
recommendation of Contract award shall not be disclosed to
Bidders or any other persons not officially concerned with
such process until the publication of Contract award.

Any attempt by a Bidder to influence the Employer in the
evaluation of the Bids or Contract award decisions may tesult
in the rejection of its Bid.

Notwithstanding ITB 30.2, from the time of.Bidyepening to
the time of Contract award, if any Bidder wishes to contact
the Employer on any matter related to the\Bidding process, it
should do so in writing.

To assist in the examination, evaluation, and comparison of
the Technical and Price Bids, and qualification of the Bidders,
the Employer may, at/its\disefetion, ask any Bidder for a
clarification of its, Bid. " Any clarification submitted by a
Bidder that i not inesponse to a request by the Employer
shall not bé censidered. The Employer’s request for
clarifieationvand the response shall be in writing. No change
in theyFechnical Bid or prices in the Price Bid shall be sought,
offered,"or permitted, except to confirm the correction of
arithmetic errors discovered by the Employer in the
gvaluation of the Bids, in accordance with ITB 39.

If a Bidder does not provide clarifications of its Bid by the
date and time set in the Employer’s request for clarification,
its Bid may be rejected.

During the evaluation of Bids, the following definitions
apply:
(a) Deviation: is a departure from the requirements specified

in the Bidding Document.

(b) Reservation: is the setting of limiting conditions or
withholding from complete acceptance of the
requirements specified in the Bidding Document; and

(c) Omission: is the failure to submit part or all of the
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33.Preliminary
Examination
of Technical
Bids

34.Responsiveness of 34.1

Technical Bid

information or documentation required in the Bidding
Document.

33.1 The Employer shall examine the Technical Bid to confirm

that all documents and technical documentation referenced in
ITB Sub-Clause 14.2 have been provided, and to determine
the completeness of each document submitted. If any of these
documents or information is missing, the Bid may be rejected.

33.2  The Employer shall confirm that the following documents, and
information have been provided in the Technical Bid. JAf any
of these documents or information is missing/the offer shall
be rejected.

(a) Letter of Technical Bid.

(b) written confirmation of authorization to commit the
Bidder.

(c) Bid Security, if applicableyand

(d) Technical Proposakinsaccordance with ITB 19.

The Employer’sydetermination of a Bid’s responsiveness is
to be based, on"the contents of the Bid itself, as defined in
ITB 14.

342 A substantially responsive Technical Bid is one that meets the
requirements of the Bidding Document without material
deviation, reservation, or omission. A material deviation,
reservation, or omission is one that:

(a) Ifaccepted, would:

1. affect in any substantial way the scope, quality, or
performance of the Products and Services specified in
the Contract; or

i1. limit in any substantial way, in consistent with the
Bidding Document, the Employer’s rights or the
Bidder’s obligations under the proposed Contract; or

(b) if rectified, would unfairly affect the competitive
position of other Bidders presenting substantially
responsive Bids

34.3  The Employer shall examine the technical aspects of the Bid
submitted in accordance with ITB 19, Documents
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34 .4
35.Nonmaterial
Nonconformities
36. Evaluation 36.1

of Bids

Establishing Conformity of the Products and Services, in

particular, to confirm that all requirements of Section VI

(Schedule of Requirements) have been met without any

material deviation, reservation, or omission.

If a Bid is not substantially responsive to the requirements of

the Bidding Document, it shall be rejected by the Employer

and may not subsequently be made responsive by correction

of the material deviation, reservation, or omission.

35.1

35.2

353

Provided that a Bid is substantially responsive, the¢Employer
may waive any nonconformity in the Bid*that”does not
constitute a material deviation, reservation,er omission.

Provided that a Bid is substantially responsive, the
Employer may request that the Bidder submit the necessary
information or documentation, within a reasonable period of
time, to rectify nonmaterial fnonconformities in the Bid
related to documefitation requirements. Requesting
information or decumeéntation on such nonconformities
shall not be related to any aspect of the price of the Bid.
Failure of the'\Bidder to comply with the request may result
in the rejection’ of its Bid.

Provided that a Bid is substantially responsive, the Employer
shall/rectify quantifiable nonmaterial nonconformities related
to‘the Bid Price. To this effect, the Bid Price shall be adjusted,
for comparison purposes only, to reflect the price of a missing
or non-conforming item or component.

The Employer will evaluate and compare the Bids that have

been determined to be substantially responsive, pursuant to
ITB 32, 33, 34 and 35. The evaluation will be performed
assuming either that:

(@)

the Contract will be awarded to the lowest evaluated
responsive Bidder for the entire Products and Services
required by the Employer; or

if specified in the Section III (Evaluation and
Qualification Criteria), Contracts will be awarded to the
Bidders for each individual lot, or slice defined in
Section VI (Schedule of Requirements) whose Bids
result in the lowest combined evaluated price for the

29



37.Detailed
Evaluation of
Technical Bids

38. Eligibility
and
Qualification
of the Bidder

36.2

36.3

37.1

38.1

38.2

38.3

38.4

entire Products and Services required by the Employer.

The Employer shall use the criteria and methodologies
indicated in ITB 36 to ITB 43. No other evaluation criteria or
methodologies shall be permitted.

The Employer’s evaluation of a Bid will be made on the basis
of prices quoted in accordance with ITB 20.

The Employer will carry out a detailed technical evaludtion of
the Bids not previously rejected as being substamtially non-
responsive, in order to determine whether the technical
aspects are in compliance with the Bidding Document. In
order to reach such a determinationj, the Employer will
examine and compare the technical aspects of the Bids on the

basis of the information supplied by the Bidders.

The Employer shalljdetermine to its satisfaction during the
evaluatiop of Technical Bids whether a Bidder meets the
eligibility “and “qualifying criteria specified in Section III
(Evaluation and Qualification Criteria).

The determination shall be based upon an examination of the
documentary evidence of the Bidder’s qualifications
submitted by the Bidder, pursuant to ITB 18.

An affirmative determination shall be a prerequisite for the
opening and evaluation of a Bidder’s Price Bid. A negative
determination shall result into the disqualification of the Bid,
in which event the Employer shall return the unopened Price
Bid to the Bidder.

The capabilities of the manufacturers and Subcontractors
proposed in its Bid to be used by the Bidder will also be
evaluated for acceptability in accordance with Section III
(Evaluation and Qualification Criteria). Their participation
should be confirmed with a letter of intent between the parties,
as needed. Should a manufacturer or Subcontractor be
determined to be unacceptable, the Bid will not be rejected, but

30



39. Correction of 39.1
Arithmetical
Errors

39.2

40. Conversion 40.1
to Single
Curreney

41. Margin of 41.1
Preference

42. Evaluation of 42.1
Price Bids

42.2

the Bidder will be required to substitute an acceptable
manufacturer or Subcontractor without any change to the Bid
price. Prior to signing the Contract, the corresponding Appendix
to the Contract Agreement shall be completed, listing the
approved manufacturers or Subcontractors for each item
concerned.

During the evaluation of Price Bids, the Employer shall
correct arithmetical errors on the following basis:

(a) if there is a discrepancy between the unit ptice jand the
total price, which is obtained by multiplying the unit price
and quantity, or between added or_subtracted subtotals
and totals, the unit or subtotal pricesshall prevail and the
total price shall be correctedsunless in the opinion of the
Employer there is an<gbvious misplacement of the
decimal point in the unit or Subtotal prices, in which case
the line item total &s quoted shall govern and the unit
price or subtotal shall be eorrected.

(b) if there is”a,diserepancy between words and figures, the
amount, in_ words shall prevail, unless the amount
expressed jin words is related to an arithmetic error, in
whichycase the amount in figures shall prevail subject to
(a) above.

If the Bidder that submitted the lowest evaluated substantially
responsive Bid does not accept the correction of errors, its

Bid shall be declared non-responsive.

For evaluation and comparison purposes, the currency(ies) of
the Bid shall be converted into a single currency as specified
in the BDS.

Unless otherwise specified in the BDS, no margin of
preference shall apply.

The Purchaser shall use the criteria and methodologies listed
in this Clause. No other evaluation criteria or methodologies
shall be permitted.

To evaluate a Bid, the Purchaser shall consider the following:



42.3

42.4

42.5

(a) evaluation will be done for Items (contracts), as
specified in the BDS; and the Bid Price as quoted
in accordance with clause ITB 20;

(b) price adjustment for correction of arithmetic
errors in accordance with ITB 39;

(c) price adjustment due to discounts offered in
accordance with ITB 20.12;

(d) converting the amount resulting from applying (a)
to (c) above, if relevant, to a single currency. in
accordance with ITB 40;

(e) price adjustment due to quantifiable nonmaterial
nonconformities in accordance with4TBy35.3;

(f) the additional evaluation factofs aré”specified in
Section III, Evaluation and Qualification Criteria;

The estimated effect of the price adyastment provisions of the
Conditions of Contract, appliéd over the period of execution of
the Contract, shall not be takeminto account in bid evaluation.

If these Bidding Documents allows Bidders to quote separate
prices for diffetent lots (contracts), the methodology to
determine “the “lTowest evaluated price of the lot (contract)
combinations, including any discounts offered in the Letter of
Bid Ferm, 1is specified in Section III, Evaluation and
Qualification Criteria.

The Purchaser’s evaluation of a bid will exclude and not take
nto account:

(@) in the case of Goods manufactured in the
Purchaser’s Country, sales and other similar
taxes, which will be payable on the goods if a
contract is awarded to the Bidder;

(b) in the case of Goods manufactured outside the
Purchaser’s Country, already imported or to be
imported, customs duties and other import taxes
levied on the imported Good, sales and other
similar taxes, which will be payable on the Goods
if the contract is awarded to the Bidder;

(c) any allowance for price adjustment during the
period of execution of the contract, if provided in
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the bid.

42.6  The Purchaser’s evaluation of a bid may require the
consideration of other factors, in addition to the Bid Price
quoted in accordance with ITB 20. These factors may be
related to the characteristics, performance, and terms and
conditions of purchase of the Goods and Related Services.
The effect of the factors selected, if any, shall be expressed in
monetary terms to facilitate comparison of bids, unless
otherwise specified in the BDS from amongst those set out'in
Section III, Evaluation and Qualification Criteria. (The
criteria and methodologies to be used shall be as specified in
ITB 42.2 (f).

43.Comparison of  43.1 The Employer shall compare all substantially responsive Bids
Bids in accordance with ITB 42.2 (o “determine the lowest
evaluated substantially respefisiveBid.

44. Employer’s 44.1  The Employer reserves the tight to accept or reject any Bid,

Right to and to annul the Bidding process and reject all Bids at any
Accept Any time prior to Contract award, without thereby incurring any
Bid, and to liability to Biddeérs“and without specifying any reason. In
Reject Any or

case of anpulment, all Bids submitted and, specifically, bid

All Bids securitiesgpshall be promptly returned to the Bidders.

F. Award of Contraect

45. Employer’s 45.1 The Employer reserves the right at the time of
Right to/Vary Contract award to increase or decrease, by the
Quantities“at percentage(s) indicated in the BDS, any of the
Time of’/Award following;

(a) The quantity of substantially identical Products
and Services; or

(b) the quantity of individual Hardware, Software,
related equipment, Materials, products, and other
Goods that are components of the Project to
which this procurement applies; or

(c) the quantity of Installation or other Services to be
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46. Award Criteria

46.1

47. Notification of 47.1

Award

47.2

47.3

performed,

From that originally specified in Section VI
(Schedule of Requirements) (as amended by any
Addenda issued pursuant to ITB Clause 11), without
any change in unit prices or other items and
conditions.

The Employer shall award the Contract to the Bidder
whose offer has been determined to be the lowest
evaluated responsive Bid and is substantially
responsive to the Bidding Document, provided
further that the Bidder is determined to be (eligible
and qualified to perform the Contract satisfactorily.

Prior to the expiration of the period ¢f Bid validity, the
Employer shall notify the successful,Bidder, in writing,
that its Bid has been acceptedy The notification letter
(hereinafter and in the Genditions of Contract and
Contract Forms called the”“Letter of Acceptance”)
shall specify the sum-that the Employer will pay the
Contractor in /onsideration of the execution and
completiontef the Products and Services (hereinafter
and i the'Conditions of Contract and Contract Forms
called the €ontract Price).

At the same time, the Employer shall also notify all
other Bidders of the results of the Bidding and shall
publish the results, identifying the Bid and lot numbers
and the following information:

(1) name of each Bidder who submitted a Bid.
(i1) Bid prices as read out at Bid Opening.

(i11)) name and evaluated prices (and Bid score if a
weighted scoring system was used) of each Bid that
was evaluated.

(iv) name of Bidders whose Bids were rejected and the
reasons for their rejection; and

(v) name of the winning Bidder, and the Price it
offered, as well as the duration and summary scope of
the Contract awarded.

Until a formal Contract is prepared and executed, the
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48. Signing of
Contract

49.Performance
Security

50. Adjudicator

47.4

48.1

48.2

49.1

49.2

50.1

notification of award shall constitute a binding
Contract.

The Employer shall promptly respond in writing to
any unsuccessful Bidder who, after notification of
award in accordance with ITB 47.2, requests in
writing the grounds on which its Bid was not
selected.

Promptly upon notification, the Employer shall send
the successful Bidder the Contract Agreement.

Within twenty-eight (28) days of receipt/ of the
Contract Agreement, the successful Biddef'shall sign,
date, and return the Contract Agreement to the
Employer.

Within twenty-eight (28)=days_of the receipt of
notification of award“from the Employer, the
successful Bidder shall fufnish the performance
security in accordance with the General
Conditions,_subjeet to/ITB 23.4, using for that
purpose the Performance Security Form included in
Section IX “(Contract Forms), or another form
acceptable to the Employer.

Failure-of the successful Bidder to submit the above-
mentioned Performance Security or sign the Contract
shall constitute sufficient grounds for the annulment of
the award and forfeiture of the Bid security or
execution of the Bid Securing Declaration. In that
event, the Employer may award the Contract to the
next lowest evaluated substantially responsive Bidder
whose offer is substantially responsive and is
determined by the Employer to be qualified to perform
the Contract satisfactorily.

Unless the BDS states otherwise, the Employer
proposes that the person named in the BDS be
appointed as Adjudicator under the Contract to assume
the role of informal Contract dispute mediator, as
described in GC Clause 52. In this case, a resume of
the named person is attached to the BDS. The
proposed hourly fee of the Adjudicator is specified in
the BDS. The expenses that would be considered
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reimbursable to the Adjudicator are also specified in
the BDS. If a Bidder does not accept the Adjudicator
proposed by the Employer, it should state its non-
acceptance in its Bid Submission Form and make a
counterproposal of an Adjudicator and an hourly fee,
attaching a resume of the alternative. If the successful
Bidder and the Adjudicator nominated in the BDS
happen to be from the same country, and this is not the
country of the Employer too, the Employer reserves
the right to cancel the Adjudicator nominated i the
BDS and propose a new one. If by the day the
Contract is signed, the Employer and theNsuceessful
Bidder have not agreed on the appointment of the
Adjudicator, the Adjudicator shall be appointed, at the
request of either party, by the Appointing Authority
specified in the PC clause telating to GC Clause
52.1(e), or if no Appointing/Authority is specified
there, the Contract will be’implemented without an
Adjudicator.
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Section II - Bid Data Sheet

A. Introduction

ITB 1.1

The Employer is: Sri Lanka CERT (Pvt) Ltd

The name of the Procurement Activity is: Procurement of Cyber Threat
Intelligence and Attack Surface Management Solution for Malware
Analysis and Threat Hunting Lab

The identification number of the Procurement Activityis:?” I[FB No:
CERT/GOSL/SER/ICB/2026/08

ITB 2.1

Source of Funds: Government of Sri Lanka

ITB 4.1

The bidder shall be of either;

e Local OEM (Original Equipment Manufaeturer) — a legally registered
entity in Sri Lanka.

e JV or Consortium where one patty should be a Local party which is a
legally registered entity,in Sr1 lanka and having physical presence
(office) in Sri Lanka thathas been in operation for the last Five (05)
years. The OEM (Original Equipment Manufacturer) shall be the Lead
Partner of the JV ori Consortium of the proposed solution. Maximum
number of JVapaftaers or parties of the Consortium are three (3).

e An authorized reseller or authorized distributor of OEM. Authorised
reseller or distributor shall be a legally registered entity in Sri Lanka

and havingphysical presence (office) in Sri Lanka that has been in
opefation for the last Five (05) years.

ITB 4.8

Bidder (if a single entity) or either partner (in case of “JV” or
“Consortium” or “Partnership”), shall be registered under the Public
Contract Act No. 3 of 1987.

ITB 74

Subcontracts are not allowed

ITB\7.5

Not Applicable

B. Contents of Bidding Document

ITB 10.1

For clarification purposes only, the Employer’s address is:

Attention:

Manager — Information Security (Research, Policies and Projects),
Sri Lanka CERT (Pvt) Ltd,

Room No. 4-112, BMICH,
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Colombo 07,
Sri Lanka.
Telephone: +94112691692, Email: procurement@cert.gov.lk

ITB 10.2 Not applicable.

ITB 104 A Pre-Bid meeting will be held:
Date: 16™ July 2026
Time: 11.00 hrs (Sri Lankan Time)
Location: Board room, Sri Lanka CERT (Pvt) Ltd, Room No. 4-112, BMICH,
Colombo 07, Sri Lanka. Online participants may join via the link publishéd on the
Sri Lanka CERT website (https://www.cert.gov.lk/procurements),-which will be
made available one day prior to the Pre-Bid Meeting
Note: The minutes of the Pre-Bid meeting, clarifications and all addendums will be
published on Employer’s official website. https://www .c€ftagov.lk

ITB 10.5 No further clarifications are accepted 4after 115.00 hrs (Sri
Lankan Time) 2374 July 2026.

ITB 14.3 Any other documents

Documents

Comprising the
Bid

. Certified Business\Registration

1. Inthe case of &V, the JV agreement or a letter indicating the
intention to femm a JV shall be submitted. This should include
the terms,and conditions of the intended JV. Such intention
letterghall be signed by the authorised signatories of the JV
partners. In case of a consortium, consortium agreement signed
bysthe parties shall be submitted.

i~ ) Reference/proof documents have to be submitted to prove
qualification criteria.

v.  Copy of VAT/GST Registration Certificate.

v. Audited Financial Statements 2020/21, 2021/22, 2022/23,
2023/24, 2024/25 (all the partners, authorised resellers or
authorised distributors).

vi.  Articles & Memorandum of Association
vi. ~ Power of Attorneys
vii.  All ISO etc certificates.

x. Documents being comply with Public Contract act no act
number 03 of 1987

x.  Manufacturer Authorization Letters (MALSs)
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https://www.cert.gov.lk/

xt.  Other Specific Requirements as specified in Section III - 3.7
xi.  Non collusive Affidavit

xi. A valid letter or certificate issued by the OEM, confirming that
the bidder is an authorized distributor or reseller of the OEM.

xiv.  Letters acknowledging receipt of all addendums issued by the
Employer.

C. Preparation of Bids

ITB 16.1 No Alternative Bids shall be permitted.

ITB 19.7 The use of specific item brand names and/or standards is nof‘prohibited.

ITB 20.1 Bidder shall quote for the Procurement of Cyber Threatslntelligence and

Attack Surface Management Solution for MalwarevAnalysis and Threat
Hunting Lab, including all the components_specifted in the Section VI,
Schedule of the Requirements.
All components specified in the Section Vi,/Schedule of Requirements,
will be procured as a single lot as%a complete solution. Bidders are
required to bid for the total solution.“Fhére shall be no exceptions. Partial
bids shall be treated as non-responsive and shall be rejected.

ITB 20.5 The Incoterms edition is,Incotetms 2024.

ITB 20.5(a) Not applicable

ITB 20.5(c) Not applicablé:

ITB 20.8 The priees quoted by the Bidder shall be Fixed

ITB 20.10 Notapplicable.

ITB 20.11 Bids are invited only for the total solution. Bids are not being invited for
lot basis or packages.

ITB 211 Bid prices shall be quoted in United States Dollar and Sri Lankan Rupees.
The date for the exchange rate shall be: Selling rate on 16" July 2026 (28
days Prior to the Deadline for Submission Bids) as published by the
Central Bank of Sri Lanka.

ITB 22.1 The bid validity period shall be 91 days after the deadline for submission of

bids, as specified below in reference to ITB Clause 26.
The bid shall be valid until and inclusive 12" November, 2026

39




ITB 23.1

Bids shall include a Bid Security in the form of Bank Guarantee issued by
bank using the form included in Section IV (Bidding Forms).

The amount and currency of the bid security shall be.
Lankan Rupees Two Million and Five Hundred Thousand (LKR 2.5 M).

The Bid Security shall be issued in favour of
Chief Executive Officer
Sri Lanka CERT (Pvt) Ltd.

ITB 23.2 Bid Security in the form of an irrevocable unconditional “Bank
Guarantee (as per the format given in the Bidding Document)
If the Bid Security is to be issued by a bank outside Sri Lankayit shall be
from a bank that has a correspondent bank in Sri Lanka. Banks”in Sri Lanka
issuing the bank guarantee shall be a licensed commercial/bank under the
Banking Act No. 30 of 1988 and supervised by the Central Bank of Sri
Lanka. The Bid security shall be enforceable in Sti Lanka.
Bid Security shall be valid for 56 days beyond 'the original validity period
of the bid i.e 7™ January 2027.

ITB 24.1 TECHNICAL BID
In addition to the original of the Technical Bid, the number of copies is:
For Technical Bid one (1) Copy.
In addition, one softcopy“ef the Technical Bid must also be submitted in
PDF format.
PRICE BID
Original of the Price Bid and one copy of the Price Bid.
Howeyer, \bidder shall not include any cost/Price Bid in Technical Bid._If
the~bidder includes any price in with technical Bid or inside the
technical Bid, bid will be rejected.
NOTE.
As this Procurement is -Two envelops system,
The Technical Bid should be in a separate sealed envelope and shall be
marked top left corner of the envelop as ‘TECHNICAL BID’
Price Bid should be in another separate sealed envelope and shall be
marked top left corner of the envelop as ‘PRICE BID’
(Both should be put into one outer cover).

ITB 24.2 The written confirmation of authorization to sign on behalf of the Bidder

shall consist of:

a. If a bid submitted by a Limited liability company or a corporation;
Power of Attorney (either notarized or attested by an appropriate
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authority in the Bidder’s home country) or a Board resolution
certified by the company secretary.

b. If a bid is submitted by a partnership: Power of Attorney shall be
either notarized or attested by an appropriate authority in the
Bidder’s home country.

c. If a bid is submitted by a Single Proprietor: Power of Attorney
shall be required only if the bid is signed by (i) person other tham
the single proprietor who is the bidder; or (ii) a person other than
the owner of a single Proprietorship who is the bidder.

d. For bids submitted by a Joint Venture (JV) or Consortium or
Partnership, each party to the such JV, Consortium*er Partnership
shall issue a Power of Attorney (POA) authorizingjthe nominated
representative to act on its behalf. Such POA(s) may be:

(1) a single joint POA, signed{by all JV or Consortium or
Partnership parties; or

(i1) separate POAs, each signed by the respective parties, provided
that all such POAs designate the same nominated representative.

Each POA shall“be“either notarized or attested by an appropriate
authority in the Rroposer’s home country.

D. Submission and Opening of Bids

ITB 25.1 Bidders will\not have the option of submitting their bids electronically.
Only byshand or by post.

ITB 25.1(b) Nofelectronic Bid submission

ITB 26.1

For bid submission purpeses only, the Employer’s address is
Attention:

Chairman

Department Procurement Committee,
Sri Lanka CERT (Pvt) Ltd,

Room No. 4-112, BMICH,

Colombo 07,

Sri Lanka

The deadline for bid submission is

Date: 13" August 2026
Time: 14.00hrs. (Sri Lankan Time)
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ITB 29.1

The opening of technical bids shall take place immediately after the bid
closing at,

Sri Lanka CERT (Pvt) Ltd,
Room No. 4-112, BMICH,
Colombo 07,

Sri Lanka.

Date: 13 August 2026
Time: 14.00 hrs. (Sri Lankan Time)

If the Technical Bid and the Price Bid are submitted toggther in one
envelope, the bid will be rejected.

ITB 29.7

Only the Technically qualified bidders will be called fer opening of price
bids upon the notification by the Employer at,

Sri Lanka CERT (Pvt) Ltd,
Room No. 4-112, BMICH,
Colombo 07,

Sri Lanka.

ITB 31.2

If a Bidder does not provide clarificatiofis of its Bid by the date and time
set in the Employer’s request foriclatifieation, the Bid will be rejected.

ITB 36.1 (b)

Not applicable

ITB 37.1

Detailed technical evaluationsof the bid is presented in 3.3, Detailed
Evaluation of Technical Bids of Section III — Evaluation and
Qualification Criteria.

E. Evaluation a

nd Comparison‘ef Bids

ITB 40.1 The currenCithat shall be used for Bid evaluation and comparison purposes
to conwvert ‘all Bid prices expressed in United State Dollars into a single
curten€y,is: Sri Lankan Rupees (LKR)

Theysource of exchange rate shall be: Central Bank of Sri Lanka

The date for the exchange rate shall be: Selling rate on 16" July 2026 (28
days Prior to the Deadline for Submission Bids) as published by the
Central Bank of Sri Lanka

ITB41.1 A margin of preference shall not apply.

ITB 42.4 The bidder is required to Bid for the total solution as specified in Section
IIT, Schedule of Requirements as a single solution. Bid price shall be
quoted for the total solution as per the ITB 42.

ITB 50 Not Applicable Refer Section VIII — Particular Conditions 52.2 (c¢) for

Dispute Resolution Mechanism Arbitration proceedings
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Section III — Evaluation and Qualification Criteria
3. Evaluation of Bids

This section contains the criteria that the Employer will use to evaluate and qualify bidders.
The bidder shall provide all the information request in the forms included in Section IV-
Bidding Forms.

3.1. Preliminary Examination of Technical Bids

The Employer shall confirm that the following documents and information have been
provided in the Technical Bid. If any of these documents or information is misSing, the
Bid shall be rejected.

(a) Letter of Technical Bid;

(b) Written confirmation of authorization to commit the Bidder; the'bid should be properly
signed by a person who is duly authorised to sign the biddingydéeument on behalf of the
bidder with documentary evidence to illustrate such authority (e.g. Resolution of the board of
directors);

(¢) In the case of a JV, valid authorized document to confirm, the formation of the JV;
(d) PCA form under public contract Act no.3 of 1987 befor¢ awarding the contract.
(e) Bid Security;

(f) Bid validity;

(g) Original Equipment Manufacturer (QEM) certificate;

(h) Technical Proposal in accordance with ITB 19.

(1) A valid letter or certificate issued by the OEM, confirming that the bidder is an
authorized distributor or resellepof JV partner of the OEM.

3.2. Eligibility ‘and Qualification of the Bidder

The Employer will review all Technical Bids submitted to determine whether the
Bidderusseligible and qualified (as per the Bidder’s Qualification Criteria specified in
thiswSection III) and whether each Bid is responsive using the following criteria
pursuant to ITB Clause 34 & 38.

a) The Bidders must meet the Eligibility and Qualification Requirements outlined in
Bidder’s Qualification Criteria specified in this Section III — 3.7: Eligibility and
Qualification Requirements of the Bidder.

b) The Bid is substantially complete in that it provides the information outlined in
the Bidder Response Format Section IV — Bidding Forms.

c) All Bids that satisfy the above criteria in item (a) and (b) will be considered for
the detailed technical evaluation.
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3.3. Detailed Evaluation of Technical Bids

The Employer will evaluate the Technical Bids pursuant to ITB Clause 37.1 using the

following criteria:

a)

b)

g)
h)

In order to evaluate the quality aspects of the Technical Bid, Bidder must state
comprehensively with sufficient details, how their Bid meets the Technical
Requirements specified in Section VI (Schedule of Requirements) Sufficient
documentary evidence shall be provided where applicable.

Bidder’s Technical Bid must meet all the requirements stipulated in SectiongVI
(Schedule of Requirements) of this Bidding Document.

The Technically responsive bidder will be requested to do presentation to
demonstrate the Technical capabilities of the product.

The Sri Lanka CERT bid evaluation committee revaluate the demonmstration and
gives the marks according to the Table — Evaluation Compenents and Marking
Scheme in the section 3.3.1.

Scope of Work for the Demonstration: The maximum/ time duration of the
demonstration two (02) hours. The bidder shall bear all necessary resources to
conduct the demonstration. The date of the demonstration will be notified. Below
is the Scope of work that will be evaluated(injthe demonstration. As per Table —
Evaluation Components and Marking Scheme_in the section 3.3.1.

The bidders who scored more than 80 marks, will be selected to proceed with
financial bid opening.

Local partner should conduct thexdemonstration.

Please note that the purchaser will not provide any environment (other than the
venue) to conduct thé,demaonstration.

Demonstration date: 31* August 2026 and 1% September 2026 (Subjected to
date change)

Time: Two (02) hours.
LocationsSri"Eanka CERT, Room 4 -112, BMICH, Colombo 07, Sri Lanka.

Please note that the purchaser will not be provided any environment,

resources'to do the demonstration.

j)'{Demonstration should be carried out with real time data.
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3.3.1. Evaluation components and marking scheme

During the evaluation process, the evaluation committee will assign marks for the
following features in addition to the requirements specified in the Section VI —
Schedule of Requirements.

Reference to the

S.N Criteria Marks TECH Form

Multitenancy Platform & General Platform Requirements

Parent-child tenant model; self-service tenant add/remove
within 15 minutes; RBAC with minimum 3 roles (Parent
Admin, Child Admin, Read-Only Viewer); tamper-evident
audit logs(user activity log, configuration change log);
configurable per-tenant/per-category alert notifications;
Credit/Token allocation per Child Tenant.

15

External Attack Surface Management (EASM)

Autonomous discovery of internet-facing assets(domains,
subdomains, IPs, cloud storage, APls, certificates, email

2 | infrastructure, technologies); exposure’seanning; detection 15
of new assets; lookalike domain manitoring enabled by
default on onboarding; per-tenant andrcross-tenant risk
scoring; alert deduplicationpshadow asset inventory export.

Cyber Threat Intelligence (CTI)

Source diversity (OSINT, deep and dark web, Telegram, paste
sites, doxbinS%,.CVE/NVD, ISACs, social media, code
repositories); minimum 5 years of historical data accessible
3 | via portal and API; MITRE ATT&CK TTP mapping on all 10Cs; 10
multi-language support; I0C enrichment with confidence
andhseverity scoring; STIX/TAXII, JSON, XML, PDF, CSV, DOCX
export (no proprietary formats); relevance-filtered per-
tenant CTI views.

4’| Deep & Dark Web Monitoring 10

46




Continuous monitoring of .onion services, Telegram
channels, paste sites, marketplaces, and code repositories;
credential leak detection within 24 hours with source
attribution; ransomware group claim monitoring within 24
hours; sandboxed dark web browsing within platform; geo-
targeted phishing detection; social media monitoring for
hacktivism and campaign chatter; NLP multi-language
support.

Threat Hunting & Malware Analysis

Native hunt case management; MITRE ATT&CK-aligned hunt
workflows and playbook library; hypothesis-driven hunt
capability; malware family identification and classification;
native sandbox detonation environment; file hash lookup;
code similarity and malware variant detection; STIX malware
object export; dark web malware sourcing and tracking.

10

Impersonation Coverage and Takedown Services

Takedown requests initiable directly from the core’platform;
'Resolved/Closed' status applied only upén coenfirmed
inaccessibility; 30-day post-takedown’reactivation
monitoring; social media impersonation coverage
(Facebook, Instagram, LinkedIn, TikTak, X); app store
impersonation coverage (Google Play/ Apple App Store).

10

Reporting, Analytics & Dashboards

Per-tenant Congolidated Report with IST timestamps and
Alert ID referencespre-built report library including Threat
Landscapé (global, regional, country, sector), Phishing and
Lookalike Domain, Credential Breach, Incident, Vulnerability
and“Exposure, and Takedown Activity reports; scheduled and
en-demand generation; PDF and DOCX export; cross-tenant
aggregate risk view; Purchaser branding customization.

10

Integration with NCSOC ELK SIEM, OpenCTl, and MCP & API
Capability, and Training

Fully documented REST and STIX/TAXII 2.x APls; documented
ELK SIEM integration methodology with evidence of prior
successful integration at comparable deployments
(reference letters or case studies required); OpenCTI
integration capability documented and demonstrated; MCP
integration capability documented and demonstrated.

10
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Detailed training plan for minimum 20 MATH Lab analysts
covering platform navigation, alert triage, investigation
workflows, CTI analysis, dark web monitoring, takedown
workflow, ELK SIEM integration, MCP configuration and
report generation, and TIP integration; training plan must
specify curriculum, duration, delivery format, and qualified
trainer credentials; draft operational playbooks (or
equivalent playbooks from a comparable government
deployment) covering phishing, credential leak notification,
data leakage, defacement, exploitable port detection,
vulnerabilities, mail server blocklist, and mobile app
impersonation response submitted as part of the Technical
Bid for evaluation.

Implementation Methodology & Project Plan

Realistic implementation schedule meeting the 30-day full
solution deployment milestone, 14-day training delivery

9 10
milestone, and 35-day SIEM integration milestone; quality of
OAT test cases; risk management approach; resource
deployment plan and staffing commitment.
Total 100

The bidders who scored more than 80 matks;*will be selected to proceed with financial bid
opening.

3.3.2. Determining Bidder’s Technical Responsiveness

The Technical Proposal§ received will be evaluated based on the criteria stipulated in 3.3.1 in
this section Proposals that meet all mandatory requirements and pass the technical evaluation
will proceed to the,next stage of the evaluation process.

The bidder shall include relevant references of data sheets / forms.
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3.4. Price Evaluation

The Price Schedules should be given in Section IV-Bidding Forms. The Lowest
Evaluated Bid Price will be identified by the Employer pursuant to ITB Clause 42.

3.4.1.

3.4.2.

No credit will be given for earlier delivery in the bid eyaluation purposes.

3.4.3.

Quantifiable Deviations and Omissions

Quantifiable Deviations and Omissions from the contractual obligations: the
evaluation shall be based on the evaluated cost of fulfilling the contract
incompliance with all contractual obligations under this bidding document: The
Employer will assess the cost of such a deviation for the purpose of<€nsuring fair
comparison of bids.

Time Schedule

Domestic Preference

Not Applicable

3.5.

il.

1il.

Combined Evaluation

The technical proposalshonly will be subjected for evaluation at this stage as
per criteria prescribed€n Section VI — Schedule of Requirements. The Bidders
scoring more than 80 marks (cut-off score) out of 100 marks in the technical
evaluation shall be short listed for further evaluation process.

Only the” Technical Proposals that have been determined technically
responsiye will be considered for financial evaluation. Qualified bidders will
beynotified of the date, time, and location of the financial proposal opening.
Thisinotification will be communicated to all technically qualified bidders in
writing and the opening of financial proposals will take place in the presence
of authorized representatives of the technically qualified bidders. Bidders or
their authorized representatives are encouraged to attend the opening.

The financial bids of the above short listed bidders will be opened and rest will
be returned back to the bidders. The client's evaluation of Bidders
responsiveness to Section VI - Schedule of Requirements and the criteria
stipulated in Section III - 3.3 will take into account along with cost factors. An
"Evaluated Relative Bid Score" will be calculated for each short listed bid
using the following formula, as a comprehensive assessment of the cost
component and the technical merit of each short listed bid.
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v. The bid with the highest Evaluated Bid Score (B) among responsive bids shall
be termed the Lowest Evaluated Bid and is eligible for Contract award,
provided the Bidder was pre-qualified and/or it was found to be qualified to
perform the Contract in accordance with post qualifications requirements
stipulated in the Procurement Documents.

Cfuw
B=— X+ —
C Thrg}r

(100 — X)

Where,

B Relative Bid Score of evaluated bid

T = Technical Score of evaluated bid

Thigh = The highest Technical Score of the bid améng all responsive bidders

C = Bidder's evaluated bid price.

c'°% = The lowest bid price among evaluated bid prices of all responsive Bidders

X = The weight for cost factots is\80
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3.6. Post Qualification (Due Diligence)

Pursuant to ITB 38, the Employer may, at its own expense, and to the satisfaction of
the Employer, require the Bidder with the Lowest Evaluated Bid to provide further

information on the request to substantiate claims and information included in its Bid.

This information may be subject to audit and review by the Employer and may:

involve site visits/inspections, interview with the bidder’s clients referenced 4n the

bid, and any other measures to verify if the bidder is capable of perfortning the

contract.

An affirmative post-qualification determination will be a prerequisitefor award of the

Contract to the Lowest Evaluated Bidder. A negative determination'will result in

rejection of the Bidder’s bid, in which event the Employer will pseceed to the next

lowest evaluated Bidder to make a similar determinatiomsef'that Bidder’s capabilities

to perform satisfactorily.

Bidders shall demonstrate they are qualified to bid.as part of the bidding process and

complete the forms set out in following Table undetBid Submission Form and

Qualification of the Bidder. The detailed*forms are found in Section IV Bidding

Forms.
Bidder
Single In case of a JV or Consortium or
Entity Partnership b ¢
) o (Local OEM OCUTne.n
Evaluation Criteria or local All Each At Least | submission
authorised | Members Member One Requirements
reselleror | - ombined Member
local
authorised
distributor)
3.7.3 Average Must meet Must meet Must meet Must meet Form 4.3
Annual Turnover: requirement requirement | 20% of the 60% of the
requirement requirement

Bidder should have
minimum average annual
turnover - 2 times of the
bid price calculated as
total certified payments
received for contracts in
progress or completed,
within the last 3 years

51




3.7.4 Financial
Resources: Bidder
must demonstrate
access to or
availability of
financial resources,
such as liquid assets,
lines of credit, or
other financial
means, to meet the
cash flow
requirement of not
less than 50% of the
bid price, net of the
Bidder’s other
commitments for
this project.

Must meet
requirement

Must meet
requirement

Must meet
20% of the
requirement

Must meet
60% of the
requirement

Form 4.4/4.4.1

* Form 4.3 — Provide average annualiturnoveyfor financial year 2020/21, 2021/22,
2022/23, 2023/24, 2024/25.
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3.7. Eligibility and Qualification Requirements of the

Bidder

Bidders shall demonstrate they are qualified to bid as part of the bidding process and

complete the forms set out in following Table 1 under Bid Submission Form and
Qualification of the Bidder. The detailed forms are found in Section IV Bidding Forms.

NOTE:

o The bidder shall be of cither;

= Local OEM (Original Equipment Manufacturer) — a legally registcred

entity in Sri Lanka.

= JV or Consortium where one party should be a Local pacty which is a

legally registered entity in Sri Lanka and having physical presence (office)

in Sri Lanka that has been in operation for the lagt Five (05) years. The
OEM (Original Equipment Manufacturer)shallibe'the Lead Partner of the
JV or Consortium of the proposed solutioniyMaximum number of JV

partners or parties of the Consortium are three (3).

= An authorized reseller or authorized distributor of OEM. Authorised
reseller or distributor shall,be a legally registered entity in Sri Lanka and

having physical presence (office)in Sri Lanka that has been in operation
for the last Five (05) yeats.

declared ineligible as
described in ITB 4.4.

Bidder
Single In case of a JV or Consortium or
Entity Partnership b
(7)1 (Local OEM ocument
Evaluation Critetia or local All Each At Least | submission
authorised | Members Member One Requirements
reselleror | o ombined Member
local
authorised
distributor)
3./7.1 Conflict of Must meet Must meet Must meet Letter of
Interest : No-conflicts requirement requirement | requirement Technical Bid
of interest as described
in ITB 4.3.
3.7.2 Debarment: Must meet Must meet Must meet Letter of
Not having been requirement requirement | requirement Technical Bid




* Form 4.3, 4.4, 4.4.1, and 4.5 are also applicable for Local OEM, JV, Consortium,
Partnerships, Authorised Local Reseller and Authorised Local Distributor.

Qualification Criteria of the Proposed Solution

Evaluation Criteria OEM Document'submission
Requirements
3.7.5 General Experience: The | Mustmeet requirement Eormw. 5

OEM should have experience in
providing cyber security SaaS
solutions for 20 clients during last
Five (05) years prior to the Bid
Submission Deadline.

3.7.6.1 Specific Experience: The | Mustinectrequairement Form 4.6.1
OEM should have experience with
the ability to provide cyber threat
intelligence for 20 clients during last
Five (05) years prior te“the ‘Bid
Submission Deadline.

3.7.6.2 Specific Expersience: The | Must meet requirement Form 4.6.2
OEM should hdye gxperience with
the ability to/ previde attack surface
management for 20 clients during
last Eive (05) years prior to the Bid
Submission Deadline.

3.7.6.3 Specific Experience: The | Must meet requirement Form 4.6.3
OEM should have experience with
the ability to provide deep & dark
web monitoring for 20 clients
during last Five (05) years prior to
the Bid Submission Deadline

3.7.64 Speeiﬁc Experience; The | Must meet requirement Form 4.6.4
OEM’s proposed solution with the
ability to  provide  services
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Deadline.

mentioned from 3.7.5.1 to 3.7.5.3
in a multitenant environment for 5
clients during last Five (05) years
prior to the

Bid Submission

3.7.6 Quality and Security

Must meet requirement

Bidder must submit valid

Requirements: OEM shall be certificate ~ with
certified with ISO 27001 or Similar. Technical Bid
Note Bidder must submit valid
certificate with the Technical Bid
Other Specific Requirements
Criteria Requirement Compliance | Reference
3.7.7 Prime Require a signed letter from th¢ bidder | Must meet Letter from
Accountability | committing OEM responsibilitic§ afe | requirement | the bidder
fully aligned to the biddex’s
commitment to provide'the proposed
solution.
3.7.8 OEM Requireda signed’letter from the OEM | Must meet Letter from
Backing committing to continuity of requirement the OEM.
Letter seryiees/licenses/support regardless of
bidder changes.
3.7.9 OEM Require a signed letter from the OEM | Must meet Letter from
Non- committing that the collected attack requirement the OEM.
Disclosure surface data and related information
shall not be shared with any third party
(other than Sri Lanka CERT) that
could be used for malicious activities
against Sri Lanka cyber-attack surface.
3710 OEM Requirc? a signed letter from the OEM Must meet Letter from
disclosing the exact data-storage ) the OEM.
Data location for all data collected via the requirement
Residency & | Solution - including: the cloud hosting
Sub-Processor | provider(s) and legal entities used; the
Disclosure geographic region(s)/country(ies) (and,
Letter where applicable, availability ;ones)
where primary, backup, and disaster-
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recovery copies are stored/processed;
the specific storage
technologies/services employed; and
any third-party sub-processors
involved.

3.7.11 Cross- | Require a signed letter from the OEM | Must meet Letter from

Border committing that collected data will be | requirement the OEM.
Transfer stored and processed with encryption
Notice at rest and in transit and access

controls; any cross-border transfers of
the collected data shall be pre-
disclosed to Sri Lanka CERT.

3.8. Key Personnel and Details

The Bidder must demonstrate that it has the personnel for the key positions) that meet the following
requirements:

Table below shows the minimum number of professional staffs required“for the project. However, to complete
the project within the time scale, bidders are required to allocate a sujtable number of staffs who should be in the
company permanent payroll within last six (06) month that p@gssésses at least minimum qualification and
experience (as shown in the table) to complete the project. Certified"Copies of certificates shall be provided along
with CVs (proof documents should be provided).

# Position Minimu Required Required Requirem | Reference
m Minimum Minimum ent Form
Number Qualification Experience
of Staff
1. | Project 1 Bachelor’s degree | Minimum of 5 Should 4.12
Manager (orequivalent) years of comply.
specialized in experience
Project managing [T
Management, projects with
Business similar
Administration, complexities,
Information such as large-
Technology, or a scale
related field. infrastructure
Master’s degree in | deployments,
project cybersecurity
management, projects, or
Business enterprise-level
Administration, or | software
arelated field is implementation.
highly preferred. Demonstrated
experience in
managing
budgets,
timelines, and
teams, and
delivering
projects that
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involve multiple

stakeholders.
Senior Bachelor’s degree | Minimum of 5 Should 4.12
System (or equivalent) in years of comply.
Engineer Networking, experience
Computer Science, | working with
Engineering, or virtualization
other related technologies
fields. along with
Professional experience in
Qualification in a configuring and
related field. managing server
environments,
storage systems
Security Bachelor’s degree | At least 5 years Should 4.12
Engineer in information of experience in | comply.
security, cybersecurity
Cybersecurity, roles, with a
Computer Science, | focus on Cyber
or a related field. Threat
Intelligence.
Technical Bachelor’s degree | At least 3 years Should 4.12
Support in Information of experience in | comply.
Staff Technology, configurations,
Computer Science, | troubleshooting,
or a related field. system
maintenance,
technical

support roles,
and providing
user support.
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Section IV — Bidding Forms

4. BID SUBMISSION FORMS - TECHNICAL BID

Bidder Response Format — Technical Bid
Table 1: Bidder Response Format — Technical Bid

Order in | Document Number and Information Required Check Y/N | Page\No:
Bid
I Bidder’s Front Page (Bidder’s name. Bid details)
11 Bidder Response Format — Technical Bid (as a table of
contents/checklist)

1. Bid Submission Form

1. 1.1 Letter of Technical Bid — Ref 4.1

2. Qualification of the Bidder

2. 2.1 Bidder Information Sheet — Ref 4.2
3. 2.2 Average Annual Turnover — Ref 4.3
4, 2.3 Financial Resources — Ref 4.4, andAEvidence of Access to or

Availability of Credit Facilities — 4.4.1

5. 2.4 General ~ Experience i W, SUpplying, installation,
configuring and implementatiomef SaaS solutions — Ref 4.5

6. 2.5 Specific Experiefice in Contracts of a Similar Nature — Ref 4.6

2.6 Bidder’s Proposed Solution — Ref 4.6.1

5. Guarantees and Declarations

7. 5.1 Bid/Seeurity (Bank Guarantee) — Ref 4.7

8. 53 Manufacturer’s Authorization — Ref 4.8

9. 6.(Key Personnel and Details — Ref. 4.12

10. Technical Specification & Compliance — Ref Section VI: Schedule of
Requirements

I'T. Any other documents Listed ITB 14 and Bidding Document

12. Documents Listed in Section III — Evaluation and Qualification Criteria

3.1 Preliminary Examination of Technical Bids

***If any of these documents or information is missing, the Bid shall be rejected.
Note:

Bidders must submit the Technical Proposal as per the “Table 1: Bidder Response Format — Technical Bid” and must clearly
indicate the Page numbers in the entire Technical Proposal. Bidders are required to read all the sections and contents of the bidding
document and are required to submit any documentation that is asked for in the bidding document, whether or not it is listed in the
table above or not. It is the responsibility of the bidders to ensure that the proposals/bids submitted by them fully address the
requirements stated in all the sections of the bidding document.
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4.1. Letter of Technical Bid
Date: [Bidder: date of bid]
IFB No: CERT/GOSL/SER/ICB/2026/08

Project: Procurement of Cyber Threat Intelligence and Attack Surface Management
Solution for Malware Analysis and Threat Hunting Lab

To:
Chairman,
Department Procurement Committee (DPC)
Sri Lanka CERT (Pvt) Ltd,
Room No. 4-112,
BMICH,
Colombo 07,
Sri Lanka.

We, the undersigned, declare that:

(a) We have examined and have no reservations to the Bidding Document, in¢luding Addenda issued in
accordance with Instructions to Bidders (ITB) 11.

(b) We offer to Procurement of Cyber Threat Intelligence and AttackySurface Management Solution for
Malware Analysis and Threat Hunting Lab, in conformity with the Bidding Document.

(¢) Our bid consisting of the Technical Bid and the Price Bid%shall be valid for a period of 91 days from the
date fixed for the bid submission deadline in accordanceywith the Bidding Documents, and it shall remain
binding upon us and may be accepted at any tim¢e beforeythe expiration of that period.

(d) We meet the eligibility requirements and hayeno ceniflict of interest in accordance with ITB 4.

(e) We do not have any conflict of interest, in aecordance with ITB-4.3.

(f) Our firm has not been declared blacklisted in accordance with ITB 4.4.

(g) We undertake, if our bid isfaccepted, to commence work on the Products and/or Services and to achieve
Acceptance within the respective times stated in the Bidding Documents.

(h) We understand that this Bid, together with your written acceptance thereof included in your Letter of
Acceptance, shall constitute a binding contract between us, until a formal contract is prepared and executed.

(i) We understand“that you are not bound to accept the lowest evaluated bid or any other bid that you may

receive.
Name In the capacity of _
Signed
Duly authorized to sign the bid for and on behalf of
Dated on day of R
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4.2. Bidder Information Sheet

All Bidders whether they be individual firms, each partner of a Joint Venture for highly specialized components
of Products and/or Services, which are bidding, must complete the information in this form. All Bidders that
complete this sheet should also complete the further Qualification Forms provided in this section.

Date:
IFB No: CERT/GOSL/SER/ICB/2026/08
Page of pages

Please note that a written authorization needs to be attached to this sheet as required by ITB 24.2.

U Bidder’s Information

Bidder’s legal name

In case of JV, legal
name of each partner

Bidder’s actual or
intended country of
registration

Bidder’s year of
registration

Bidder’s legal address
in country of
registration

Bidder’s authorized
representative

(name, address,
telephone numbers, fax
numbers, e-mail
address)

Attached are copies/of,the following original documents.

(a) In case of singleventity, articles of incorporation or constitution of the legal entity named above, in
accordanceswith ITB 4.1 and 4.2.

(b) Authorization to represent the firm or JV named in above, in accordance with ITB 24.2.

(c) In caseof)JV, letter of intent to form JV or JV agreement, in accordance with ITB 4.1.

(d) Inease™of a government-owned entity, any additional documents not covered under (a) above
tequired to comply with ITB 4.5.

(©) Copyof VAT/ GST Registration Certificate

(DASO certification (if available)
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4.3. Average Annual Turnover

All Bidders whether they be individual firms, each partner of a Joint Venture for highly specialized components
of Products and/or Services, which are bidding, must complete the information in this form. All Bidders that
complete this sheet should also complete the further Qualification Forms provided in this section.

Bidder’s Legal Name: Date:
JVCA Partner Legal Name:
IFB No: CERT/GOSL/SER/ICB/2026/08
Page of pages

Annual Turnover Data

US$

Year Equivalent

2020-2021

2021-2022

2022-2023

2023-2024

2024-2025

Average Annual Turnover*

Note:

e Calculated as totalweertified payments received for contracts in progress or completed, within the last 3
years.

e In case of a’JV¥ bidder should submit the work-in sheet that demonstrate the bidder fulfil the criteria
prescribed(in Section 3.7 with regards to average annual turnover.
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4.4. Financial Resources

Specify proposed sources of financing, such as liquid assets, unencumbered real assets, lines of credit, and other
financial means, net of current commitments, available to meet the total cash flow demands of the subject contract
or contracts as indicated in Section III, Evaluation and Qualification Criteria. Bidder shall submit the Financial
Resources requirements exclusively for this project and provide bank contact details for verification.

Financial Resources

No. | Source of financing Amount (US$ equivalent)
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4.4.1. Evidence of Access to or Availability of Credit Facilities

To be completed by the Bidder and, if JV, by each partner as appropriate to demonstrate that
they meet the requirements stated in the Section III Evaluation and Qualification Criteria.

Date: ...cooooviiiii

BANK CERTIFICATE

This is to certify that M/s. ... is
a reputed company with a good financial standing.

If the contract for the work, namely
........................................................................................... iSyawarded to the
above firm, we shall be able to provide overdraft/credit facilities to the extent.of

U S, o to meet their
working capital requirements for executing to the above contract during the contract period.

(Signature)

Name of Bank

Senior Bank Manager
Address of the Bank

64



4.5.

General Experience

All Bidders whether they be individual firms, each partner of a Joint Venture for highly specialized components
of Products and/or Services, which are bidding, must complete the information in this form. All Bidders that
complete this sheet should also complete the further Qualification Forms provided in this section.

General Experience (3.7.5 Section I1I)

Starting and
Ending
Month/Year

Years

Contract Identification
Clients

- Provide Details for 20

Role of Bidder

Contract name:

Brief Description of the
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Products/Services supplied

Contract name:

Brief Description of the
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Products/Setvices supplied

Contract name:

Brief Description, ofithe
by the Bidder:

Name of Employer:
Addftess:

Email:

Telephone:

Products/Services supplied

Contract name:

Brief Description of the
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Products/Services supplied
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4.6. Specific Experience.

Use a separate sheet for each contract.

Contract of Similar Size and Nature

Contract No. .... of | Contract
....... Identification
Completion Date:
Award Date Bidder shall submit
completion certificates with
this form
- leztmagem Q' Joint UJ( Subcontr
Role in Contract O Contractor Venture
Contract actor
Partner
or
Role Description
Total Contract USD
Amount
Number of cyber  |....ccocviiiiiiiiiiiiine. Nos

security solutions
such as threat
intelligence, attack
surface
management or
similar solutions

Bidder managed
solutions that
consist of cyber.
threat intelligence,
attack surface
management and
deep & dark web
monhitoring

(Yes/No)

If Yes, provide
Details
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If partner in a JV
or contractor,
specify
participation of
total contract
amount

Percent of Total | Amount

Performance

Contract was completed
months ahead/behind original
schedule (if behind, provide
explanation).

Contract was completed USD
equivalent

under/over original contract

amount (if over,
explanation).

provide

Employer’s Name
Address

Telephone/Fax
Number

E-mail

ISO/ information
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Form 4.6.1

Bidder’s Proposed Solution (3.7.6.1 in Section III)

Starting and
Ending
Month/Year

Years

Contract Identification for Cyber Threat
Intelligence - Provide Details for 20 Clients

Role of Bidder

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description ofythetWProducts/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:
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Form 4.6.2

Bidder’s Proposed Solution (3.7.6.2 in Section III)

Starting and
Ending
Month/Year

Years

Contract Identification for Attack Surface
Management - Provide Details for 20 Clients

Role of Bidder

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by-the Bidder:

Name ofEimployer:
Address:

Email:

Telephone:
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Form 4.6.3

Bidder’s Proposed Solution (3.7.6.3 in Section III)

Starting and
Ending
Month/Year

Years

Contract Identification for Deep & Dark Web
Monitoring - Provide Details for 20 Clients

Role of Bidder

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Produets/Setyices supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contractiname;

Bri¢fyDescription of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:
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Form 4.6.4

Bidder’s Proposed Solution (3.7.6.4 in Section III)

Starting and
Ending
Month/Year

Years

Contract Identification for Multitenant
Environment - Provide Details for 05 Clients

Role of Bidder

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief Description of the Preducts/Sepvices supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:

Contract name:

Brief ‘Bescription of the Products/Services supplied
by the Bidder:

Name of Employer:
Address:

Email:

Telephone:
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4.7. Bid Security (Bank Guarantee)

[Bank’s Name, and Address of Issuing Branch or Office]

Beneficiary:

Chief Executive Officer
Sri Lanka CERT (Pvt) Ltd.

Date:

BID GUARANTEE No.:

We have been informed that [name of the Bidder] (hereimafter called "the
Bidder") has submitted to you its bid dated (hereinafter called "the Bid!') for, the execution of
[name of contract] under Invitation for Bids No. (the TEB”).

Furthermore, we understand that, according to your conditions, bids must be supported by a bid guarantee.

At the request of the Bidder, we [name of Banik] hereby irrevocably undertake to pay
you any sum or sums not exceeding in total an amount of [amount in figures] ( )

[amount in words] upon receipt by us of your first demand in writing accompanied by a written statement stating
that the Bidder is in breach of its obligation(s) under the bid conditions, because the Bidder:

(a)  has withdrawn its Bid during the period of bid validity’specified by the Bidder in the
Form of Bid; or

(b)  having been notified of the acceptance of'its Bid by the Employer during the period of
bid validity, (i) fails or refuses to eXecute’the Contract Form, if required, or (ii) fails or
refuses to furnish the performance,security, in accordance with the ITB.

This guarantee will expire: (a) if the Biddemis the successful Bidder, upon our receipt of copies of the contract
signed by the Bidder and the performancg security issued to you upon the instruction of the Bidder; and (b) if the
Bidder is not the successful Bidder, upon the earlier of (i) our receipt of a copy your notification to the Bidder of
the name of the successful Bidderjor(ii) twenty-eight days after the expiration of the Bidder’s bid.

Consequently, any demand for payment under this guarantee must be received by us at the office on or before
that date.

This guarantee i®subject tgrthe Uniform Rules for Demand Guarantees, ICC Publication No. 758.

[signaturesy
Noté:, All italicized text is for use in preparing this form and shall be deleted from the final
product
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4.8. Manufacturer’s Authorization

Invitation for Bids Title and No.:

To:
Chief Executive Officer
Sri Lanka CERT (Pvt) Ltd.

WHEREAS who are official producers of and having
production facilities at do hereby
authorize located at (hereinafter,

the “Bidder”) to submit a bid and subsequently negotiate and sign a Contract with you for resal€ of the following
Software, Products and/or Services produced by us:

We hereby confirm that, in case the bidding results in a Contract between you and the Bidder, the above-listed
products will come with our full standard warranty/license.

Name In the capacity.of

Signed

Duly authorized to sign the authorization for and on behalf of:

Dated on day.of

Note: This authorization should be writfenjon the-letterhead of the Manufacturer and be signed by a person with
the proper authority to sign documents that are binding on the Manufacturer.

Manufacturer's Authorizations for Technelogies — except for those technologies which the Bidder itself
manufactures — are required for thesfollowing types/categories: [specify, for example: "none" / "all"/ "all active
(i.e. powered) equipment and all'Software"].
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4.9.

BID SUBMISSION FORMS - PRICE BID

Bidder Response Format — Price Bid
Table 2: Bidder Response Format — Price Bid

Order in | Document Number and Information Required Check Page No.
Bid
Y/N
1. Bidder’s Front Page (Bidder's name. Bid details)
2. Bidder Response Format — Price Bid (as a table of
contents/checklist) Ref 4.9
Bid Submission Form
3. 1. Letter of Price Bid — Ref 4.10
2. Bidder’s Price Schedules
4. 2.1 Procurement of Cyber Threat Intelligence and

Attack Surface Management Solution for Malware
Analysis and Threat Hunting Lab — Ref 4.11

If any of these documents or information is missing,the Bid shall be rejected.
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4.10. Letter of Price Bid

Date: [Bidder: date of bid]

IFB No: CERT/GOSL/SER/ICB/2026/08

Project: Procurement of Cyber Threat Intelligence and Attack Surface Management
Solution for Malware Analysis and Threat Hunting Lab

To:

Chairman,

Department Procurement Committee (DPC)
Sri Lanka CERT (Pvt) Ltd,

Room No. 4-112,

BMICH,

Colombo 07,

Sri Lanka.

We, the undersigned, declare that:

(a)

(b)

(©

(d)

(e)

®

(&)

(h)

Name In the capacity of

We have examined and have no reservations to the Bidding Document, including
Addenda issued in accordance with Instructions to Biddersy(ITB) 11.

We offer to Procurement of Cyber Threat, Intelligence and Attack Surface
Management Solution for Malware Analysis/and Threat Hunting Lab, in conformity
with the Bidding Document.

The price of our Bid without VAT jineluding any discounts offered is the sum of:
[insert the total Bid Price in words and figures]

The price of our Bid with VAT 4ncluding any discounts offered is the sum of: [insert
the total Bid Price in words and figures]

Our bid shall be valid fer aperiod of 91 days from the date fixed for the bid submission
deadline in accordafiee with the Bidding Documents, and it shall remain binding upon us
and may be acceptedat any time before the expiration of that period.

If our bid ig,aceepted, we commit to obtain a performance security in accordance with the
Bidding/Document.

We understand that this bid, together with your written acceptance thereof included in
your, notification of award, shall constitute a binding contract between us, until a formal
confract is prepared and executed; and

We understand that you are not bound to accept the lowest evaluated bid or any other bid
that you may receive.

Signed
Duly authorized to sign the bid for and on behalf of

Dated on day of
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4.11. Price Schedules

Price Schedule-Break Down

Item

0]

Description of
Related Services

2)

Qty. and
Unit

€)]

Total
Price in
USD

Q)]

Total Price
Excluding
VAT (LKR)

(6]

VAT
(LKR)

(6

Total Price
Including VAT
(LKR)

(D) 25+ (6)

Cyber Threat
Intelligence and
Associated
Features for 250
government
organizations for
one (1) year
subscription for
10 users.

Attack Surface
Management and
Associated
Features for 250
government
organizations for
one (1) year
subscription for
10 users.

Deep & Dark
Web Monitoring
and Associated
Features for 250
government
organizations for
one (1) year
subscription for
10 users.

Takedowns for
one (1) year
subscription **1

Analysis &
Reports for one
(1) year
subscription for
10 users.
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Installation,

configuration,
6 | System Integration 1
and Tune-up during

the subscription
ksk 2

Total

**1. Number of takedowns required during the subscription are 250.
**2. Bidder is required to do Installation, Configuration, System Integration and Tune-

up.

Price Schedule-Summary

Item| Description of Qty. and Total | Total Price| VAT |/ Total Price
No | Related Services Unit Pricein| Excluding | (LKR) Including VAT
USD | VAT (LKR) (LKR)

0] 2) (©)] “4) ) © | MD=B)*(®

Cyber Threat
Intelligence,
Attack Surface
Management,
Deep & Dark
Web Monitoring,
Takedowns and
Analysis & 1 Unified
Reports Solution | Multitenant
to manage 250 Solution
government
organizations as
a multitenant
environment for
One (1) year
subscription for
10 users. **3

Total

**3. The solution shall include a comprehensive, all-inclusive licensing model that covers
all resources necessary for full operational use without additional or unexpected costs.
The bidder's bid price schedule must explicitly itemize adequate user licenses,
investigative tokens/credits/coins, dark web monitoring capacity and credential
purchases, API call allocations, and data retention storage.
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Name

In the capacity of

Signed

Duly authorized to sign the bid for and on behalf of

Dated on day of ,
Bidder shall state the cost of subscription for the proposed solution for vear 2 and vear 3
separately.

Description Year 2 — Total Price Year 3 — Total Price

Excluding VAT (LKR)

Excluding VAT (LKR)

Cyber Threat Intelligence,
Attack Surface Management,
Deep & Dark Web Monitoring,
Takedowns and Analysis &
Reports Solution to manage 250
government organizations as a
multitenant environment for one
(1) year subscription for 10
users. **1

**]1 . Bidder is required to do Data Migration, Installation)Cenfiguration, System

Integration and Tune-up.
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4.12 Key Personnel and Details

Professional Staff
(CV)

1.  Proposed Position [only one candidate shall be nominated for each position]:
2.  Name of Firm [Insert name of firm proposing the staff]:

3.  Name of Staff [Insert full name]:

4.  Education [Indicate college/university and other specialized education of'staff member,
giving names of institutions, degrees obtained, and dates of obtainment]:

5. Membership of Professional Associations:

6.  Other Training [Indicate significant training since degrees under 5 - Education
were obtained]:

7.  Experience in the specific role: [List the projects]:

8. Languages [For each language indicate preficiency: good, fair, or poor in speaking,
reading, and writing|:

9. Employment Record [Starting with present position, list in reverse order every
employment held by staff member singe graduation, giving for each employment (see
format here below): dates of employment, name of employing organization, positions held]:

From [Year]: To [ Yean]:
Employer:
Positions held:
[Refer Key Personnel 10. Work Undertaken that Best Illustrates the
and Details, Qualification
Section IIl — Evaluation [Among the assignments in which the staff has been
and Qualification Criteria to involved, indicate the following information for those
meetthesminimum assignments that best illustrate staff capability to handle
réquirement or preferably the tasks related to the project]
maore)
Name of assignment or project:
Client:
Duration:
Location:

Brief description of the projects:
Positions held:
Technologies used:
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11. Certification:

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly
describes myself, my qualifications, and my experience. I understand that any wilful
misstatement described herein may lead to my disqualification or dismissal, if engaged.

[Signature of staff member] Day/Month/Year

Full name of authorized representative : ................ocoiiiii Q&

S

Q')x
>
&

@O

N
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SECTION V. Eligible Countries

Not Applicable



Section VI. Schedule of Requirements

1. Scope of the Work

2. Implementation and Payment Schedule

3. Acceptance and Testing

4. Functional & Non-functional Technical Requirement & Compliance
5. Other Documents to be submitted by the bidder

6. General Warranty Terms & Service Level Agreement (SLA)

7. Inspection and Testing

8. Training
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1. Scope of the Work

1.1

Sri Lanka CERT, an institution that has the mandate to protect the cyberspace of Sri

Lanka, is currently implementing the nation’s first information and cyber security strategy.
This strategy was approved by the Cabinet of Ministers to be implemented five years from

2019.

1.2

In line with the implementation of the National Strategy, Sri Lanka CERT aims to

procure a comprehensive solution which includes cyber threat intelligence gathering and
dissemination, attack surface monitoring, deep & dark web monitoring, takedowns and other

relevant features that are necessary to effectively perform the aforesaid functions. The

proposed solution shall be integrated with the ELK SIEM solution that has implemented by
Sri Lanka CERT.

1.3

Proposed solution shall be an integrated multitenant solution which hasithe'eapabilities

of monitoring a minimum of 250 government organizations registered undef the ‘gov.lk and
Jk domains.

1.4

250 government organizations on behalf of them.

1.5

possibility of extending the subscription for multiple yeats

1.6

sections below.

2. Implementation and Payment Sehedule

Detailed requirement specification and ethetyrequiréments are presented in this

Proposed solution shall enable Sri Lanka CERT (Pvt) Ltd tg monitor and manage the

Sri Lanka CERT wishes to procure this service initially for a period of one (1) year

Installation,
Configuration &
Tune;up and
Platform
Operational
Acceptance

& Dark Web Monitoring, Takedown, and
Reporting modules in a cloud-native SaaS
environment. All 250 government
organizations onboarded as Child
Tenants with automated asset discovery
initiated. MFA, RBAC, audit logging, and
per-tenant alert configuration verified
operational. Parent Tenant dashboard
confirmed functional. Formal Operational
Acceptance Certificate issued by Sri
Lanka CERT following successful
Operational Acceptance Testing (OAT).

of Date of
Award

Item Milestone Deliverables & Acceptance Conditions Timeline from | Payment
No Date of Award (% of
Total
Contract
Price)
1 Data Migration, Full deployment of the CTI, EASM, Deep Within 30 days 30%
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User/Analyst
Training
Completed

In-person onboarding user/analyst
training delivered on-site at Sri Lanka
CERT premises for minimum 20 MATH
Lab analysts, covering all modules
specified in Table 7 Section C (Training).
Training manuals, user guides, and all
soft copy and hard copy documentation
delivered and accepted. Written
confirmation of training completion
signed by Sri Lanka CERT Project
Manager.

Within 14 days
of Date of
Award

10%

ELK SIEM
Integration
Accepted

Full integration of the platform with Sri
Lanka CERT NCSOC ELK SIEM tested and
confirmed operational. 10C feeds verified
as filtered for Sri Lankan government
context relevance.

OpenCTl integration confirmed. Push and
pull mechanisms tested and
documented. MCP integration configured
and tested. Integration acceptance
signed off in writing by Sri Lanka CERT.

Within 35 days
of Date of
Award

10%

Operational
Playbooks
Delivered & First
SLA Review
Passed

Operational playbooks tailored to the Sri
Lankan government context delivered
covering all scenarios specified*in/Table 7
Section C. First quarterly/SLA
performance review,conducted by Sri
Lanka CERT. Bidder must ‘demonstrate
zero unresolvedP1 bréaches and no
more than twoyunresolved P2 breaches
during‘the preceding quarter. Payment
withheld if SLA review is not passed.

Operational
Acceptance
Testing (OAT) +
1 month

10%

Second SLA
Review Passed

Second quarterly SLA performance
review. Bidder demonstrates continued
platform availability = 99.5%, timely alert
delivery, and zero outstanding
unresolved P1 or P2 incidents. Sri Lanka
CERT Project Manager issues written
confirmation of satisfactory
performance. Any outstanding penalty
deductions under Section 6.2 and 6.3 will
be applied against this instalment before
release.

Operational
Acceptance
Testing (OAT) +
9 months

10%

Operationalisation
of the solution by
providing Cyber
Threat
Intelligence,
Attack Surface
Management,
Deep & Dark Web
Monitoring,
Takedowns and

The contractor is required to provide
operational support during the
subscription period.

Date of Award
+ 12 months

20%
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Analysis &
Reports.

Migration Support | Complete export of all Purchaser and Date of Award 10%
& Post-Transfer Child Tenant data in machine-readable + 12 months +
Permanent Data open formats delivered and verified by 30 days
Deletion Sri Lanka CERT. Written deletion
certification provided within 5 business
days of confirmed export. Permanent
deletion of all data from production
systems, backups, DR copies, and sub-
processor systems confirmed in writing
by the Bidder.
Total 100%
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3. Acceptance and Testing

Bidder need to provide criteria for Acceptance and Testing procedure to be followed between
Sri Lanka CERT (Pvt) Ltd and bidder in their proposal. This shall include User Acceptance
Test (UAT) and Operational Acceptance (OAT) of system before go live.

4. Functional & Non-functional Technical Requirements &
Compliance

4.1 Guidelines for Preparation of Submission

e Bidders are required to provide all technical information and other related eenditions
requested in this document. Any omissions could lead to Bid Response being disqualified.

e Response for each technical specification shall be cross referred to/the teChnical literature
provided. This will speed up the evaluation process.

e Bid Response shall be supported by submitting the relevant technical brochures in original
print in English language.

e If the proposed solution does not meet the requiredsspe€ification, the Bidder shall clearly
state the alternative option available with an explanatieri on how this option will fulfil the
required specification. Such deviationshwill be considered as compliant only if it
completely meets the specified requirgment.

4.2 Operational Manuals

e The successful Bidder is tequired to provide two hard copies of each of the Operating
Manuals for all the components. Further, a set of softcopies are to be provided for
both technical and gpérational manuals.

a. OperatingiManuals (hard copies) - 02
b. Operating“Manuals (soft copies) - 02

e All manuals shall be in English.

4.3 Licensing

Sri Lanka CERT requires a clear understanding of the licensing/subscriptions required by the
Bidder’s proposed solution.

a All the software licenses should be covered for 1-year period.

b. State the components that require licensing in terms of software

c. State the subscription based licensing and perpetual based licensing separately
and clearly state any feature/ Performance degradation after license expiry.

d. All the necessary Software licenses should be included.

€. State any other factors that has an impact on the licensing

f. Pricing for licensing needs to be clearly indicated in the price quotation.
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g. All the software/services and licensing should be purchased under the name of
Sri Lanka CERT.

4.4 Licensing Terms and Conditions

Bidder should provide required licensing for all the features stipulated Specification (Table 7
Technical Specifications) and backend support including principal support complying to the
given SLA. Further bidder should provide require licensing for other performance based
criteria to the price schedule. Any conditions for which licensing shall not be applicable,
during the support period

4.5 Post Support and Maintenance

The Bidder is required to state the support and maintenance. This shall in¢lude Annual
Support Contract proposed by the Bidder with Terms and Conditions.

4.6 Limitation of Software Solution

The Bidder is required to state any limitations of the proposed solution.
The bidder shall thoroughly study Sri Lanka CERT requirements,and bidder shall provide any

additional information and findings to fulfil Sri Lanka CERT requirement without limiting to
the Specification (Table 7 Technical Specifications.)
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Table 7 — Technical Specification

Section — A (General Requirements)

Sr.
No.

Functionality

Bidder’s Offer & Compliance

Yes If No, Bidder’s
Response

Bidder shall
provide details of
each item in the
technical
proposal.
(Section Number
& Page Number).

Proposed Solution Name

Proposed Solution Version

The proposed solution should be
implemented as a SaaS.

Detailed technical architecture shall
be documented.

The proposed solution shall be
scalable as per the Sri Lanka CERT
requirements and support allocating
licenses to accommodate expansion
beyond 250 organizations

The Bidder must guarantee round-
the-clock (24x7x365) support
coverage for the entirety of the
proposed solution, including but not
limited to: all licensed-§oftware
modules, continuous threat
intelligence feed updates, security
content updates, and platform
version upgrades, with no caps,
exclusions,/oradditional charges
impasedion any support category.

The solution must include
(24x7x365) support via web, email,
and phone, and provide a dedicated
local support engineer for
continuous product usage support
and regular reviews.

Bidder should sign an SLA with Sri
Lanka CERT for the purpose of
support and shall meet agreed
timelines for support incidents, as
specified in Section VI. Schedule of
Requirements - 6. General
Warranty Terms & Service Level
Agreement (SLA)
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Bidder must be an authorized
partner for proposed solution and
Manufacture Authorization Letter
(MAL) must be provided.

10.

Bidder shall agree to deliver the
solution as per the Implementation
and Payment Schedule

11.

Proposed solution to manage 250
government organizations as a
multitenant environment for one (1)
year subscription for 10 concurrent
authenticated users at the Parent
Tenant level for delivering Cyber
Threat Intelligence, Attack Surface
Management, Deep & Dark Web
Monitoring, Takedown Service and
Analysis & Reports

12.

All primary domains and
subdomains under each
organization should be considered
as one tenant.

13.

The Bidder must be a company
legally registered company in Sri
Lanka and should have physical
presence (office) in Sri Lanka and
has been in operation for the last
Five (05) years.

14.

Bidder must submit a valid and
signed letter/document fro the
OEM stating that the loeal’JV.
partner is fully authorized to deliver
the services required by the client as
specified biddingydogument. This
should cover full implementation,
integrations troubleshooting,
mairftenance, training, support and
any,other services required to fully
seamlessly operationalize the
proposed solution.

15.

The Bidder shall treat all Tenant
Data collected or processed through
the Platform as confidential and
shall not disclose, sell, license, or
otherwise make it available to any
third party without the Purchaser’s
prior written consent, except (i) to
the Purchaser; (i1) where disclosure
is required by law, in which case
the Bidder shall provide prior
written notice to the Purchaser to
the extent legally permitted. The
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Bidder shall use Tenant Data solely
to perform the Services.

16.

The complete solution must be from
a single solution provider, not
multiple solution providers, to
ensure unified support and
accountability. The OEM solution
provider may tie up with a reputed
third party for takedown services.
However, for seamless operations
the platform should have the
capability to raise takedown
requests directly from the core
OEM solution portal.

17.

The solution must support regular
product usage reviews and
continuous improvement, with
feedback mechanisms for reporting
issues and requesting enhancements

18.

The bidder should provide support
for takedown requests with clear
processes and points of contact.

19.

The bidder must provide regular
updates on new features, threat
trends, and platform enhancements,
with training on new capabilities,as
released.

20.

The bidder must provide a
dedicated intelligence arfalyst for
ongoing product usage support,
regular reviews, custom threat
research and on demand
investigations.

21.

Upon expirationwef the subscription
term, if th€'RPurchaser selects a new
biddegunder’'the government
proecurement process, the incumbent
provider shall, at no additional cost,
facilitate the complete export and
transfer of all tenants’ historical
data - in an industry-standard,
machine-readable format, with
integrity checks and documentation
- to the Purchaser or its newly
appointed solution provider within
30 days.

22.

Upon successful export and transfer
of all Tenants’ Historical Data
pursuant to Item 21, the bidder shall
permanently delete all such data
from the Platform and its systems,
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backups, DR sites and provide the
Purchaser written confirmation of
deletion.




Section — B (Solution Architecture Requirements)

f:\‘,’:{ ity | Required Mandatory Features Bidder’s Offer & Compliance | Bidder shall
provide details of
Yes If No, Bidder’s | ¢ach itemyin the
Response techinical proposal.
(Seetion Number
& Page Number)

1. General Platform Requirements

P1 1.1 The solution shall be delivered
exclusively as a cloud-native
SaaS platform accessible via
HTTPS enforcing TLS 1.2 or
TLS 1.3 with strong cipher
suites having mandatory multi-
factor authentication (MFA)
using TOTP or a mobile
authenticator application.
Passwords alone shall not
constitute valid authenticatioh
for any user account

P1 1.2 The platform shall maintain a
monthly availability 0£99.5%
or higher. Schéduled
maintenange-shall not occur
during weekdays between
06:00/and 22:00 IST without
72/hougs' prior written notice to
the, Purchaser.

P1 1 3,+The platform shall support a
parent-child multi-tenancy
architecture in which the
Purchaser operates as the
single Parent Tenant and up to
250 government organizations
are onboarded as independent
Child Tenants. Child Tenant
data, alert policies, findings,
and configurations shall be
logically isolated from each
other and from the Parent
Tenant operational data. The
Parent Tenant shall have an 92
aggregated read-only visibility
view across all Child Tenants
| |  displaying consolidated | | |




statistics.

P1

1.4

The Purchaser shall have full
self-service capability to add,
remove, rename, and modify
Child Tenants without any
bidder involvement. Tenant
additions and removals shall
propagate and become fully
operational including initiating
asset discovery and alert
configuration within 15
minutes of the Purchaser's
action.

P3

1.5

The platform should maintain
historical data of
added/removed organization
for persistent period of time
during the subscription.

P1

1.6

The platform shall provide
configurable alert real-time
notifications via at minimum:
the in-platform dashboard,
email, and at least one of
Microsoft Teams, Slack,
WhatsApp or Telegram. Alert
notification recipients shall be
configurable per Child Tenant,
per alert category, and per
severity level, by Parent Tenant
administratets without bidder
assistance.

P1

1.7

Alert eonfiguration and user
management shall be fully
eperational for all tenants at the
time of platform handover
following Operational
Acceptance. The platform shall
not impose any system-level
restriction that prevents the
Purchaser from configuring
alert recipients for onboarded
tenants.

P2

1.8

Alert exports shall support a
minimum of 10,000 records
per export operation in each of
the following formats: CSV,
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JSON, and XLSX.

P1

1.9

Aggregated/Individual alerts
shall display severity
classification (Critical, High,
Medium, Low) consistently
with individually generated
alerts. Severity shall not be
suppressed or omitted in any
aggregated/individual alert.

P2

1.10

The platform should provide
the facility to alert;

All the authenticated users on
the platform based on their
granted role.

on;

o Changes in the attack
surface

o Alerts on cyber threat
intelligence

o Alerts on deep & dark
web monitoring

o Alerts on brand abuse;
impersonations,
phishing, and-website
defacements affecting
Sri Lankan
organizations.

P3

The platfermsshall provide a
capability that allows the
Purchaser to customize logos,
headers, and footer text in all
generated reports with the
Purchaser's own branding. This
configuration shall be
completed by the Bidder
during deployment, before
Operational Acceptance. The
Purchaser shall be able to do
customization without bidder
involvement at any time.

P2

1.12

All timestamps displayed in the
platform and in all generated
reports shall be presented in
IST by default. UTC-only

94




timestamps shall not appear in
any report distributed to end
organizations.

P2

1.13

Generated tenant specific
reports shall display the Child
Tenant's organization name,
not its internal tenant ID or
platform identifier.

P2

1.14

Report generation shall
complete successfully
regardless of the number of
active alerts associated with a
tenant. Report generation shall
not impose any maximum alert
count threshold.

P1

1.15

The platform shall provide
role-based access control
(RBAC) with at minimum
three distinct roles:

e Parent Tenant Administrator
(full management rights
across all Child Tenants)

e Child Tenant Administrater
(configuration rights
scoped to their own'tenant)

e Read-Only Viewer(read-
only access scopedto their
own tenant).

Pl

1.16

The platfermsshall maintain a
compléte, tamper-evident audit
log ofwall’user actions,
eonfiguration changes, tenant
modifications, alert state
changes, and report generation
events. Audit logs shall be
exportable by the Purchaser in
CSV or JSON format and shall
be retained for the full contract
period.

P2

1.17

Investigation credits or
equivalent analytical resource
units shall be allocated at Child
Tenant level and shall not be
pooled solely at Parent Tenant
level. Each Child Tenant shall
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have sufficient investigation
capacity to conduct a minimum
of five deep-dive investigations
per calendar month without
requiring Parent Tenant credit
transfer. Investigation credits
shall be automatically
replenished on the first day of
each calendar month.
Notwithstanding the above, the
Purchaser shall retain the right
to reallocate investigation
credits among Child Tenants as
operational requirements
dictates.

P2

1.18

The Parent Tenant operational
dashboard shall display
consolidated, aggregated
statistics across all Child
Tenants. Child Tenant-level
data shall be accessible only by
navigating to that specific
Child Tenant's view.

P2

1.19

The platform shall provide an
advanced search capability
across IOCs, threat actofs,
TTPs, and malware families.
Custom saved searChes shall be
available per analyst.

Pl

1.20

The platformyshould track
brand abuse; impersonations,
phishing, and website
defacements affecting Sri
Lankan organizations.

2. External Attack Surface Management (EASM)

P1

2.1

The solution shall continuously
and autonomously discover and
monitor all internet-facing
assets associated with each
Child Tenant's registered
domain(s) without requiring the
Purchaser to provide seed data,
IP ranges, or asset lists. Asset
discovery shall include: IP
addresses and CIDR ranges,
WHOIS records , domains and
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all subdomains, cloud storage
buckets and cloud services,
APIs and web applications,
DNS records and certificate
transparency data, digital
certificates (including expiry
dates), email infrastructure, and
externally visible technologies
with version information. (but
not limited to)

P1

2.2 Automated asset discovery shall
run on a minimum weekly
schedule; failure of which shall
trigger an immediate
notification to the Purchaser's
analyst. New assets introduced
to a Child Tenant's digital
footprint shall be detected and
added to the asset inventory
within seven (7) days of their
first appearance.

P2

2.3 The solution shall ensure that no
more than one alert is generated
per unique asset (including IP.
addresses, domains, and
subdomains such as
www.domain) for a particulag
finding, within a sirigle/multiple
EASM scan cycle(s). Duplicate
alerts for the sapiehasset
discovered withih,single or
multiple scan cycle(s) must be
suppressed or consolidated into
a single finding, preventing alert
fatigue and ensuring accurate
tepresentation of the attack
surface.

P1

2.4 Exposure scanning of confirmed
assets shall run on at minimum
a daily schedule for all assets
for new vulnerabilities and
misconfigurations while
checking for the latest issues to
keep exposure data current.

P1

2.5 The platform should
continuously monitor each
organization’s (250
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http://www.domain/

organizations in a multitenant
environment) attack surface
using active and passive
reconnaissance to discover and
validate external exposures.

P1 2.6 The platform shall detect and
generate alerts for the following
categories (but shall not be
limited to) of exposure within
24 hours of first appearance:

e cxploitable open service
ports

e SSL/TLS certificate expiry

e cxposed web administration
interfaces

e legacy software

e server-side vulnerabilities
mapped to published CVEs

e cmail infrastructure blacklist
inclusions

e Email server
misconfigurations

e exposed cloud storage
buckets,

e remote code execution,

® cross-site scripting (XSS)

e SQL injection

e default or unauthenticated
access

e web application
misconfigurations

e cxternally facing
technologies with their
veétrsions

o_ "hijackable domains and sub-
domains

P1 2.7 Lookalike domain monitoring

shall be enabled by default for
all Child Tenants upon
onboarding. The platform shall
monitor for domain variations
including: character
substitution, homoglyph
substitution, typosquatting,
subdomain-based
impersonation, and keyword-
based lookalikes.
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P1

2.8 The platform shall detect

website defacements affecting
monitored Child Tenant
domains within 24 hours of the
defacement being recorded in
any publicly accessible
defacement archives or within
24 hours of active content
detection by the platform's
monitoring infrastructure,
whichever is earlier.

P2

2.9 Where name-based virtual

hosting causes multiple Child
Tenants to share an IP address,
the platform shall correctly
attribute alerts and exposures to
the domain that owns the
vulnerability, not to other
tenants sharing the same IP. The
platform shall resolve domain-
level attribution before
generating any alert.

P2

2.10  Assets that have been

explicitly removed from the
monitored asset list by the
Purchaser shall not reapp@ar in
the asset queue by subsequent
automated discoveryiscans
unless the asset's DNS
resolution, hostingy,or
associated infiastsucture has
materially changed since
removal

P2

2.11 ., The’platform shall provide a

per-Child-Tenant security risk
score with a breakdown by
exposure category. Scores shall
be recalculated at minimum
daily and shall reflect current
exposure state. The platform
shall also provide a cross-tenant
risk ranking enabling the
Purchaser to identify the most
exposed organizations across
the full 250-organization
portfolio.
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P2

2.12  Asset confidence scoring
shall accurately reflect the
strength of evidence associating
an asset with a Child Tenant.
Assets appearing at high
confidence shall have been
validated by at minimum two
independent attribution signals
(such as WHOIS registration,
DNS records, certificate subject,
and ASN ownership) before
classification as high
confidence.

P2

2.13  The platform should provide
timely updates on
vulnerabilities and proof-of-
concept exploits support
proactive defence and
mitigation planning.

P2

2.14  The platform must produce
and maintain an exportable
inventory of publicly visible
assets including shadow assets.
The details of the assets should
include (but not limited to) asset
name, version, asset type;
discovery reason, issuesycreated
date, status etc.

P2

2.15  The platformshould provide
a security score for a specific
organizationdby,providing a
breakdewn of the scores
according to the identified
exposures (issues). Further the
platform should able to
demonstrate the most vulnerable
digital assets of the target
organization.

P1

2.16  The platform should be able
to classify the exposures based
on its severity (eg. Critical,
high, medium, low)

P3

2.17  The platform should group
related organizations into
portfolios/datasets for aggregate
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analysis.

P2

2.18 For detected issues, the

platform should provide clear,
vulnerability-specific
remediation steps, tailored to
the exact nature and context of
each detected vulnerability
rather than generic guidance to
support timely and effective
mitigation

3. Cyb

er Threat Intelligence (CTI)

P1

3.1 The solution shall collect threat

intelligence from a diverse and
documented range of sources
including (but not limited to):
OSINT, commercial threat
feeds, dark web forums and
marketplaces, paste sites,
Telegram channels, code
repositories, closed intelligence
communities, vulnerability
databases (including CVE,
NVD, and vendor advisories)j
social media platforms, and
sector-specific informations
sharing communities!

P2

3.2 The CTI module shall provide

access to at midimum five (5)
years of historical threat
intelligen€e data via the
platform"portal and via the
documented APIs. Historical
data shall be available for
adwvanced search, correlation,
and trend analysis.

Pl

3.3 All IOCs shall include the

following attributes: original
source reference with a
traceable link or citation;
collection timestamp;
confidence score; severity
classification; relevance period;
and MITRE ATT&CK TTP
mapping where the technique is
known and documented.
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P2

3.4 The platform shall support CTI

collection and native translation
to English from at minimum
the following languages without
reliance on third-party plugins:
Arabic, Russian, Simplified
Chinese, Traditional Chinese,
Korean, Farsi, Spanish, French,
and Tamil. Sinhala-language
content shall be supported at
minimum as a keyword search
filter with manual review
capability. Translation shall
preserve the original message
structure and formatting;
translation that merges all
content into a single paragraph
is not acceptable.

P1

3.5 For each Child Tenant, the

platform shall provide a targeted
CTI view that surfaces
intelligence directly relevant to
that tenant's discovered attack
surface, industry sector, and
geographic context. Global
feeds shall not be presented to
Child Tenant administratérs
without relevance filtering
applied.

P1

3.6 CTI findings attributing

malicious activityto specific IP
addresses, demains, or
infrastucture shall be supported
by vetifiable evidence that
survives independent
yerification.

P2

3.7 Threat actor profile pages shall

provide intelligence depth at
minimum comparable to
publicly available sources such
as MITRE ATT&CK group
profiles. The platform's threat
actor intelligence shall not
provide materially less
information on well-
documented actors than what is
freely available in public
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repositories.

P2 3.8 Custom query and alert rule
creation within the platform's
intelligence repository or
equivalent capability shall
permit a minimum of one active
custom query per Child Tenant,
with no global cap that prevents
the Purchaser from creating one
rule per monitored organization.

P1 3.9 The proposed platform must
provide basic attributes as part
of intelligence feeds that
include, but not limited to:

o [P

e Domain

e Hashes

e CVEs

e Threat actors

e Vectors

e Impacted systems

e Hostility

e Reputation

e Behavior

e Impacted systems

e Geo-location attributes

e Industry attributes

e [P/Domain gWhership
attributes

e [P/Domaingegistration
attributes

e © Attack behavior details

e» Malware, ransomware
behavior details

¢ Phishing behavior details

e Fraud behavior details

e Bot behavior details

e (2 behavior details

P2 3.10 Curated IOC intelligence

shall provide enrichment and
risk scoring mechanism. I0C
enrichment and risk should be
classified based on the severity
level.
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P2

3.11

The platform must provide

detailed threat intelligence that
include, but are not limited to:

Goals of the threat actor
Conditions under which the
threat is likely to exploit a
vulnerability

Variants of the threat
Current activity implicating
the threat

Potential outcome for the
organization if the threat is
successful

Indicators that the threat is
currently acting against or
impairing assets
Recommended defense
measures

Assessment of the reliability
of the source

Reliability of the
information itself

Period of relevance of the
threat

Attribution confidence and,
supporting evidence

TTPs used

Impact analysis
(operational, reputational,
financial)

Suggested detection and
mitigation sfrategies
Visual elements (e.g.,
diagrams, timelines, attack
paths) for clarity and
gngagement.

P1

392

The solution shall provide

verifiable source links for all
detected cyber threat events,
including but not limited to
credential leaks, data breaches,
ransomware attacks, and other
relevant cyber incidents. Each
alert or finding must reference
the originating source (e.g., dark
web forums, paste sites, threat
intelligence feeds, breach
repositories) to enable analysts
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to validate findings, assess
severity, and conduct further
investigation without leaving
the platform.

P2

3.13  Platform should provide
global, regional and sector
specific threat feeds and IOC
data.

P1

3.14  Platform should provide
targeted threat feeds and IOCs
tailored to specific organization.

P2

3.15 Platform should provide
technology specific threat feeds
and IOC data.

P2

3.16  The platform must support
visualization and contextual
linking of reported security
events with real-time
knowledge of targeted assets,
enabling mapping of threats to
specific organizational assets
and business functions.

P1

3.17 Findings should be validated
with full context and pOtential
impact tailored aimingfo
eliminate false positives:

P1

3.18 The platform shall provide
the CTI expostable in multiple
formatgsuchras STIX/TAXII,
JSONJWXML, PDF, CSV,
DOCX.-

De

epland Dark Web Monitoring

Pl

4.1 The solution shall
continuously monitor the deep
web, dark web (including .onion
services), Telegram channels,
messaging application data,
paste sites, doxbins and code
repositories for content
referencing monitored
organizations' domains,
registered brand terms,

employee email patterns, and IP
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ranges.

P1

4.2 The platform shall detect and

alert on credential leaks within
24 hours or early of their first
appearance on monitored
sources. Alerts shall include: the
source platform or forum where
the credentials appeared; the
collection date of the source
data (where determinable); the
affected login URL(s); and the
affected username(s), and
password(s). Severity
classification shall be uniformly
applied to credential leak alerts.

P2

4.3 Credential leak alerts and

reports shall accurately indicate
data elements such as
usernames, passwords and
URLSs (but not limited to)

P1

4.4 The platform shall detect and

alert on ransomware group
claims targeting monitored
organizations, including claims
published on ransomware group
leak sites, data sale listings, and
dark web forums, within 24
hours of publication.

P2

4.5 The platform’should be able to

profile organizational
ransomWaretisk and track
actiye ransomware activity
targeting monitored 250
organizations.

Pl

4.6 The platform shall detect and

alert on website defacements for
monitored organizations within
24 hours of the defacement
record appearing in any publicly
accessible defacement archive.

P1

4.7 Dark web browsing and source

access for investigative
purposes shall be conducted
within a sandboxed
environment within the
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platform. Analysts shall be able
to view source posts, images,
and thread context without
exposing analyst systems to
direct .onion connections.

P2

4.8 The platform shall detect geo-
targeted phishing content,
defined as phishing websites
that present different content
based on the geographic
location of the accessing client.
Detection shall not rely solely
on direct URL access from a
single geographic node; the
platform shall employ multiple
access vantage points or
equivalent technical measures to
identify geo-targeted phishing.

P1

4.9 The platform shall monitor on
threat-actor activities,
intentions, behaviors and
generate alerts on threat-actor
claims and breaches.

P2

4.10  The platform should provide
prescriptive defences mappedito
threat-actor TTPs, incliding
response strategies:

P1

4.11 The platform should be able
to detect and alert exposed
(leaked) content, data and
credentials found across dark
& deep’web, forums,
mazketplaces, paste sites,
instant messaging apps etc.

P2

4.12 The platform should run
custom searches on dark &
deep web, and other relevant
platforms for organizations,
with unlimited keyword
configurations and on-
demand lookups for
organizations, threat actors,
and custom use cases.

P2

4.13 platform should monitor
major social platforms
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scheduled and automated
scans for threat-actor
activity, hacktivism, and
campaign chatter.

P1

4.14 The platform should
generate alerts when
sensitive keywords,
credentials, or account details
appear across dark-web
platforms, forums,
marketplaces, and messaging

apps.

P2

4.15 The platform should scan
for PII exposed to the
unauthorised parties, botnet
activity, and black-market
transactions linked to
monitored organizations.

P3

4.16 The platform should
translate and analyze content
with NLP support for more
than 10 languages.

5.

Threat Hunting

P1

5.1 Analytical workspaCe used for
investigations shall preserve
the analyst's investigation
state across page tefreshes and
session timeouts: The
platforpmshall provide an
automatic state-save
mechanism and shall warn the
analyst before any action that
would reset the investigation
state.

P2

5.2 The bidder should support the
Purchaser in conducting in-
depth investigations in special
investigations.

P2

5.3 The platform must provide
pre-build threat hunting
tools/facility.
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P2

5.4 The bidder shall provide a

structured, hypothesis-driven
threat hunting capability
within the platform that
enables analysts to formally
define, execute, track, and
close threat hunt
investigations.

P2

5.5 The bidder shall provide a

structured, maintained, and
accessible hunt playbook
library within the platform
that enables analysts of
varying experience levels to
execute consistent, repeatable,
and intelligence-led threat
hunts.

P2

5.6 The bidder shall provide a

dedicated, end-to-end hunt
case management and tracking
capability natively within the
platform, enabling analysts
and hunt programme
managers to create, manage,
monitor, and close threat hunt
investigations in a structured,
auditable, and collaborative
manner.

P1

5.7 The bidder shall"demonstrate

comprehensivepnative, and
operationally meaningful
alignmentito the MITRE
ATT&CK framework across
all'threat intelligence, hunt
workflows, detection content,
and adversary tracking
capabilities within the
platform. This alignment shall
extend beyond superficial
labelling of techniques and
shall actively enable analysts
to consume, navigate, and act
upon ATT&CK-mapped
intelligence as an integrated
part of daily threat hunting
and detection operations.
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6. Malware Analysis

P2

6.1 Investigations should be
supported by a detailed
repository of malware
intelligence.

P2

6.2 The platform should provide
tools for analysing malware
families and APT groups for
hunting to speed investigation
and detection.

P1

6.3 The bidder shall provide a
comprehensive, accurate, and
continuously maintained
malware family identification
and classification capability
natively within the platform.

P1

6.4 The bidder shall provide a
robust, performant, and
intelligence-enriched file hash
lookup capability natively
within the platform.

P2

6.5 The bidder shall provide a
technically rigorous,
intelligence-enriched, and
operationally integrated code
similarity and malware variant
detection capability natively
within the platform.

P1

6.6 The bidder shall provide a
fully integrated, technically
tigorous, and operationally
mature native sandbox
detonation environment
within the platform.

P2

6.7 The bidder shall provide a
comprehensive, evidence-
based, and operationally
integrated MITRE ATT&CK
TTP mapping capability at the
malware family level.

P2

6.8 The bidder shall provide a
technically rigorous,
continuously operational, and
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intelligence-enriched dark
web malware sourcing and
tracking capability natively
within the platform.

1.

Takedown Services

P1

7.1 The solution shall include a
takedown service accessible
directly from within the main
platform. Takedown requests
shall be initiable by either
Purchaser or Local Partner
through the platform.

P1

7.2 The Bidder shall accept a
single master Letter of
Authorization (LoA) covering
all 250 Child Tenants under
the authority of Sri Lanka
CERT. The Bidder shall not
require individual LoAs

P1

7.3 The 'Resolved/Closed' status
in the takedown module shall
be applied only when the
target site, page, or account/is
confirmed inaccessible to
public users.

P2

7.4 Following a takedown action,
the platform shallumonitor the
target URL, ‘domain, or social
media identifier for a
minimum of 30 days for signs
ofireagtivation. If the target
reactivates within that
monitoring period, the
platform shall automatically
generate a new alert.

P2

7.5 The platform shall support
detection and monitoring of
impersonating accounts on at
minimum: Facebook,
Instagram, LinkedIn, TikTok,
and X. For app store
impersonation, the platform
shall support monitoring of at
minimum Google Play and
Apple App Store. This shall
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cover all 250 Child Tenants.

P2

7.6 The takedown workflow shall
provide step-by-step status
visibility from initial detection
or request through to final
resolution. Each status
transition shall generate a
timestamped audit record
viewable by the Purchaser.
The audit record shall include:
the action taken, the party
who took it, the timestamp,
and any third-party response
received.

P2

7.7 The platform should be able to
monitor brand
terms/logos/favicons and
product keywords to detect
misuse across the open web.

P2

7.8 The platform should identify
and categorize fake domains,
rogue mobile apps, and
phishing or impersonation
accounts for prioritization.

P2

7.9 The platform should
proactively detect clened
versions of official web pages
and receive alertsito accelerate
response.

Reporting ahdyAnalytics

P1

8.1 The platform shall provide a
percChild-Tenant Consolidated
Report that:

e uses IST timestamps.

e includes an Alert ID reference
column for correlation with
platform findings.

e cexcludes alert categories that
have zero findings for the
reporting period,

e generates successfully
regardless of the number of
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alerts.

The report shall be available for
scheduled automated generation
and for on-demand generation at
any time.

P2

8.2 The platform shall generate
Threat Landscape reports
scoped to

Tenant

Sector

Country (Sri Lanka)
Region

Global

Reports shall be
downloadable in PDF and
DOC formats.

P2

8.3 The platform shall include a
pre-built report library
containing at minimum the
following report types: per-
Child-Tenant Consolidated
Report , Threat Landscape
(global, region, country,
sector), Phishing and1.ookalike
Domain Report, Credential
Breach Report, Incident'Report,
Vulnerability and Bxposure
Report, and Takedown Activity
Report. (but het limited to)

P2

8.4 Al-assisted or automated report
geéneration interfaces (including
any/Model Context Protocol -
MCP or equivalent LLM-based
report tool) shall produce output
that is complete and consistent
with the data visible in the
platform.

P2

8.5 The platform shall generate
consolidated reports that
aggregate threat assessment data
across all tenants, providing a
unified view of the
organization's cumulative risk
posture and entire external
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attack surface.

P2

8.6 The platform should provide all

necessary reports and analysis
to effectively perform the
functions of cyber threat
intelligence, attack surface
management, deep & dark web
monitoring and takedowns and
other reports to effectively
manage the risks.

P3

8.7 The platform should be able to

generate fraud/scam campaign
reporting and seasonal trend
reports with mitigation
strategies.
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Section — C (Operational Requirements)

Severity
Level

Required Mandatory Scope to be
Covered

Bidder’s Offer & Compliance

Yes If No, Bidder’s

Response

Bidder shall
provide details of
each item in the
technical
proposal.
(Section Number
& Page Number)

1. Onb

oarding and Tenant Management

P1

1.1.

The Bidder shall onboard all
250 government organizations
to the platform including all
public facing assets within 30
days of the letter of acceptance.

P1

1.2

Domain-based assets
onboarding shall automatically
cover all registered domains
and subdomains of each
organization under .1k, .gov.lIk,
and any other government-
designated TLDs in Sri Lanka.
All subdomains under a
onboarded primary domain
shall be discovered and
monitored automatically
without requiring separate
onboarding entries.

The solution shalhalso support
onboarding-assets like [P
Addresses, IR/Address Blocks,
CloudsStorages (e.g. S3
buckets, Blob Storages, Cloud
Storages), Employee Login
Interfaces, Official Mobile
Apps, Email Addresses and
Official Social Media Pages
(but not limited to)

Pl

1.3.

The Purchaser shall be able to
self-service add new Child
Tenants, remove existing Child
Tenants, and modify Child
Tenant configuration at any
time without submitting a
support request.

The requirement to involve the
Bidder in routine tenant
management operations is

-
[EEY
(€]




unacceptable.

P1

1.4.

Upon onboarding a new Child
Tenant, the platform shall
automatically initiate an initial
asset discovery scan and
subsequent scan(s) without
requiring any manual trigger by
the Purchaser or the Bidder.

P1

1.5.

License/Token/Credit
allocation and reallocation
between Child Tenants shall be
self-serviceable without any
Bidder involvement.
License/Token/Credit changes
shall take effect within 5
minutes of the administrator's
action.

2. User Management

P1

2.1.

The platform shall support at
minimum 10 concurrent
authenticated users at the
Parent Tenant level. There shall
be no system-imposed hard/cap
on the total number of uséx
accounts per Child{T enant.

P1

2.2

Alert notification recipient
configuration/shallbe fully
manageable’by administrators
without'bidder assistance.

P1

2.3.

Neéw user account creation shall
be,self-serviceable by the
administrator at all times
without bidder assistance.

P2

2.4.

The portal should support
secure, granular access
management and
comprehensive activity
tracking.

3. Integration Requirements

P1

3.1.

The platform shall provide fully
documented REST and
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STIX/TAXII 2.x APIs. API
documentation shall be
available in English.

P1

3.2

Automated Open-Standard TI
Ingestion & Export (No Lock-
In). The bidder shall perform
export of threat intelligence,
10Cs, alerts, and vulnerability
data in open standard formats.

P1

3.3.

The platform shall integrate
with the Purchaser's NCSOC
ELK SIEM for I0C feed
delivery. IOC feeds delivered
to the NCSOC shall be filtered
for relevance to the Sri Lankan
government context; unfiltered
global feeds are not acceptable
as the sole SIEM integration
deliverable. The Bidder shall
work with Purchaser to
calibrate feed relevance during
the integration phase and shall
document the filtering criteria
applied.

P2

34.

The platform shall disclose in
the proposal the maxitaum*API
query volume per'mintite and
per day. Undisclosed API
throttling that materially
reduces platferm functionality
as compared to the
specifi¢ation is a contractual
bredeh.

P2

3.5,

Platform must support
integration with tools such as
Threat Intelligence Platforms,
EDR, firewalls, SOAR, and
DNS proxy, to enable
automated feed ingestion and
action. Integration should be
seamless and support both push
and pull mechanisms.

P1

3.6.

The platform shall support both
push and pull integration
mechanisms for IOC, alert, and
vulnerability data with: ELK
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and OpenCT]I, via standard
documented integrations.

P2

3.7.

The platform shall support a
robust Model Context Protocol
(MCP) integration designed to
transform Al assistants into
intelligent cybersecurity
analysis, by directly connecting
to the proposed solution to
enable Al models to query,
analyze, and correlate threat
data using intuitive natural
language prompts. The
proposed Al model shall meet
the following minimum
requirements

e Minimum context window
of 200,000 tokens to
support large-scale log and
threat data analysis

e Supports native MCP
server/client architecture
without third-party
middleware

e Enterprise-grade API access
with data residency ‘conttols

e Zero training oncustomer
data by default

e SOC 2 Type II certified

infrastructre

Ranked@mong the top three

in atsleaststwo independent

feéntiermodel benchmarks
(such as MMLU,

HumanEval, or equivalent)

at the time of submission.

4. DataPortability and Exit Obligations

Pl

4.1.

Upon contract expiry,
termination, or non-renewal,
the Bidder shall export all data
relating to the Purchaser and all
Child Tenants — including
alerts, asset records in machine-
readable open formats within
30 days of the exit event.
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P1

4.2.

Following confirmed successful
export and written
acknowledgement by the
Purchaser, the Bidder shall
permanently delete all
Purchaser and Child Tenant
data from all production
systems, backups, disaster
recovery copies, and any sub-
processor systems within 30
days of the acknowledgement.
The Bidder shall provide
written certification of deletion
within 5 business days of
completion.

P1

4.3.

The Bidder shall not use
Purchaser data, Child Tenant
data, or any intelligence
derived from monitoring Sri
Lankan government
organizations for any purpose
other than delivery of the
contracted services. Use of this
data for product development,
training of machine learning
models, benchmarking,
commercial research, of sharing
with third parties is prohibited.

5. Training

P1

5.1.

The Biddershalbprovide in-
person enbearding training and
comprehensive platform user
traihing to analysts for a
minimum of 20 MATH Lab
analysts. Training shall be
delivered on-site.

Pl

5.2.

Training shall cover at
minimum:

e Platform navigation and
alert triage.

e Alert analysis and
investigation.

e Alert notifications
configuration.

e Asset validation
methodology and accuracy
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assessment.

e Investigation workflow
using the platform’s threat
hunting tools.

e Investigation workflow
using the platform’s
Malware Analysis tools.

e CTI analysis and source
evaluation

e Credential leak response
procedures.

e Dark web monitoring
operations.

e Report generation and
customisation

e Takedown request workflow

e ELK SIEM integration &
configuration.

e MCP Configuration

e MCP Report Generation

e TIP integration &
configuration

Training shall be completed
before Operational Acceptance.

P3

5.3.

The Bidder shall provide acéess
to an online training poxtal with
updated materials througheut
the contract period{ Online
training does not substitute for
the mandatory i-person
sessions requited by clause 5.1
and 5.2.

P2

54.

Operatiopal playbooks tailored
to'the'St1 Lankan government
context shall be delivered
within 30 days of Operational
Acceptance. Playbooks shall
cover at minimum: phishing
detection and takedown
response, credential leak
notification workflow, data
leakage, machine infected by
malware, defacement response,
exploitable port detections,
mail server blocklist, mobile
app impersonation (but not
limited to).
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Severity Level

Criteria

P1 - Critical Direct operational security impact; immediate escalation required.

P2 - High Significant impairment of core functions; next business day acknowledgement.
P3 — Medium Platform quality/usability impact.

P4 - Low Administrative/informational/documentation.

<

S

<

s

O

S

Q')x
o

>

121




5. Other Documents to be submitted by the bidder

No. IDocument Name

Submission of Document

Yes/ No If “No” Indicate
the Reason

5.1

Software Architectural diagrams, As-built
documents,

Troubleshooting guides, Operational
Checklist, User manual in both soft copies
& hard copies shall be provided to
purchaser.

5.2

Product Brochure(s) / Data sheets. Data
sheets should be publicly available

6. General Warranty Terms & Service LevelL.Agreement (SLA)

Service Level Agreement

6.1 When termination or non-renewal of the Subscription occur, “Migration support” and
“Post-transfer permanent data deletion” ghall beéyperformed by the bidder as indicated in the
following table. Non-compliance will ¢ause to claim the penalty from the performance
security. In cases where the performange ‘seeurity is not sufficient to claim the such penalties,
the penalty shall be paid by the bidder.to the client.

If the severity of the damages higher than the penalty, such damages shall also be paid by the

bidder.
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Item Milestone Deliverables & Acceptance Conditions Timeline from | Payment
No Date of Award (% of
Total
Contract
Price)
1 Data Migration, Full deployment of the CTIl, EASM, Deep Within 30 days 30%
Installation, & Dark Web Monitoring, Takedown, and | of Date of
Configuration & Reporting modules in a cloud-native SaaS | Award
Tune-up and environment. All 250 government
Platform organizations onboarded as Child
Operational Tenants with automated asset discovery
Acceptance initiated. MFA, RBAC, audit logging, and
per-tenant alert configuration verified
operational. Parent Tenant dashboard
confirmed functional. Formal Operational
Acceptance Certificate issued by Sri
Lanka CERT following successful
Operational Acceptance Testing (OAT).
2 User/Analyst In-person onboarding user/analyst Within 14 days 10%
Training training delivered on-site at Sri Lanka of Date of
Completed CERT premises for minimum 20°MATH Award
Lab analysts, covering all medules
specified in Table 7 Section C(Training).
Training manuals, User guides, and all
soft copy and hard(copydocumentation
delivered and accepted. Written
confirmation ofitraining completion
signed’by Sri Lanka CERT Project
Mahager.
3 ELK SIEM Full integfation of the platform with Sri Within 35 days 10%
Integration llanka CERT NCSOC ELK SIEM tested and of Date of
Accepted confirmed operational. I0C feeds verified | Award
as filtered for Sri Lankan government
context relevance.
OpenCTl integration confirmed. Push and
pull mechanisms tested and
documented. MCP integration configured
and tested. Integration acceptance
signed off in writing by Sri Lanka CERT.
4 Operational Operational playbooks tailored to the Sri | Operational 10%
Playbooks Lankan government context delivered Acceptance
Delivered & First covering all scenarios specified in Table 7 | Testing (OAT) +
SLA Review Section C. First quarterly SLA 1 month
Passed performance review conducted by Sri

Lanka CERT. Bidder must demonstrate
zero unresolved P1 breaches and no
more than two unresolved P2 breaches
during the preceding quarter. Payment
withheld if SLA review is not passed.
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Second SLA Second quarterly SLA performance Operational 10%
Review Passed review. Bidder demonstrates continued Acceptance
platform availability 2 99.5%, timely alert | Testing (OAT) +
delivery, and zero outstanding 9 months
unresolved P1 or P2 incidents. Sri Lanka
CERT Project Manager issues written
confirmation of satisfactory
performance. Any outstanding penalty
deductions under Section 6.2 and 6.3 will
be applied against this instalment before
release.
Operationalisation | The contractor is required to provide | Date of Award 20%
of the solution by | operational support during the +12 months
providing Cyber subscription period.
Threat
Intelligence,
Attack Surface
Management,
Deep & Dark Web
Monitoring,
Takedowns and
Analysis &
Reports.
Migration Support | Complete export of all Purchasetand Date of Award 10%
& Post-Transfer Child Tenant data in machine-readable + 12 months +
Permanent Data open formats delivered'andverified by 30 days
Deletion Sri Lanka CERT, Writteh,deletion
certification previded*within 5 business
days of confirmed,export. Permanent
deletion of alhdata from production
systems; backups, DR copies, and sub-
processop’systems confirmed in writing
by'the Bidder.
Total 100%
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6.2. Incidents Response

Severity | Definition Response Measurement Penalty for
Level Time Target Criteria Breach
P1- A critical incident | <15 minutes Response time is | Breach of the <
Critical | is any condition in | (24%4x365). measured from the | 15 minutes
which the platform ticket creation response target:
has ceased to The clock timestamp
deliver, or is starts at the of the Sri Lanka 2% of contract
actively moment Sri CERT escalation | value per breach,
compromising Lanka CERT | to the timestamp | capped at 10% of
one or/MEreof its | rajses a support | of the Bidder's total contract
corg funetions. As | jcket. written value.
defined in Table 7 acknowledgement.
+ Technical
Specification
(Section B and C)
P2 - A high incident is | <30 minutes Same as above. Breach of the <
High any condition in (24x7%365). 30 minutes
which a significant response target:
platform capability The clock
is degraded or starts at the 1% of contract
non-functional, but moment Sti value per breach,
core threat Lanka CERT capped at 10% of

monitoring and
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Severity | Definition Response Measurement Penalty for
Level Time Target Criteria Breach
alerting remains raises a support total contract
partially ticket. value.
operational. As
defined in Table 7
— Technical
Specification
(Section B and C)
P3 - A medium < 2 hours Same as above. Breach ofithe< 2
Medium | incident is any (24x7%365). hours/response
condition in which target:
platform quality, The clock
usability, ornon- | oo 0.5% of contract
critical reporting moment Sri value per breach,
capabilities are Lanka CERT capped at 10% of
degraded, but core raises a support total contract
threat monitoring, ticket. value.
alerting, and
investigation
functions remain
fully operational.
As defined in
Table 7 —
Technical
Specification
(Section B and €)
P4 - A low incident <4 hours Same as above. Breach of the <4
Low covers (24x7x365). hours response
administrative, target:
1nformat10n'al, or The clock
documentation- starts at the 0.25% of
related non- moment Sri contract value
compliance items Lanka CERT per breach,

that have no direct
impact on live
platform
operations. As
defined in Table 7
— Technical
Specification
(Section B and C)

raises a support
ticket.

capped at 10% of
total contract
value.
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6.3. Resolution Time

Severity | Definition Resolution Time | Measurement Penalty for
Level Target Criteria Breach
P1 - Resolution of a Within 4 hours of | Resolution time is | Breach of the <
Critical | P1 — Critical the initial P1 measured from the | 4 hours
incident requires | response ticket creation resolution targets
full restoration of | acknowledgement | timestamp
the affected (24x7%365). of the Sri Lanka 2% of centract
platform function CERT escalation valug’per breach,
to its contracted | [f fy]] resolution | to the timestamp | cappedat 10%
specification as | cannot be of the Bidder's ofitotal contract
defined in Table | achieved within 4 | written value.
7 — Technical hours, the Bidder | acknowledgement;
Speci.ﬁcation must deliver a AND
(Section B and written Root
C), verified by Cause Analysis
CERTICC (RCA) and a It th? 4-h01.1r
through committed fix AR IS
independent timeline within4 exceeded,
testing. hours expity. .CERT|CC ey
invoke
mandatory
The/maximum bidder on-site
permissible presence at
resolution period CERT|CC
for any P1 premises;
incident is 24 escalation to the
hours from Bidder's
incident executive
identification. management.
P2 - Resolution of a Within 8 hours of | Same as above. Breach of the <
High P2 — High the initial P2 8 hours
incident requires | response resolution target:
full restoration of | acknowledgement
the affected (24%x7%365). 1% of contract
platform value per breach,
capability to its | [f fy]] resolution capped at 10%
contracted

specification as

requires a
platform patch or

of total contract
value.
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Severity | Definition Resolution Time | Measurement Penalty for
Level Target Criteria Breach
defined in Table | update cycle
7 — Technical beyond 8 hours, AND
Specification the Bidder must
(Section B and deliver a written If the 2-
C), verified b remediation plan .
C;ERT|CC ’ within 8 hourr)s. business-day
maximum is
through exceeded,
independent The maximum CERT|CC fhay
testing. permissible reclassify the
resolution period incident as P1
for any P2 and apply P1
incident is 2 resolution
business days penalties
from retroactively
identification. from the original
incident
identification
timestamp.
P3 - Resolution of a Within 3/business’ | Same as above. Breach of the <
Medium | P3 — Medium days of the initial 3 business days

incident requires
full restoration of
the affected
platform quality/
usability, or/fion-
critical repertifig
featuge tonits
corntracted
spegification as
defined in Table
7 — Technical
Specification
(Section B and
C), verified by
CERTI|CC
through
independent
testing.

P3.sesponse

acknowledgement

(24%7x365).

If a platform
update is
required, the
Bidder must
provide a
committed patch
release date
within 3 business
days of the
identification
timestamp.

The maximum
permissible
resolution period
for any P3

resolution target:

0.5% of contract
value per breach,
capped at 10%
of total contract
value.

AND

If the 7-
business-day
maximum is
exceeded, the
incident is
automatically
reclassified as
P2 and P2
resolution
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Severity | Definition Resolution Time | Measurement Penalty for
Level Target Criteria Breach
incident is 7 penalties apply
business days. from the date of
reclassification.
P4 - Resolution of a Within 7 business | Same as above. Breach of the <
Low P4 — Low item days of the initial 7 business days

requires
correction of the
administrative,
informational, or
documentation
deficiency and
written
confirmation to
CERT]ICC that
the record has
been updated.

P4 response
acknowledgement
(24x7%365).

The maximum
permissible
resolution period
for any P4
incident is 14
business days.

resolution targét:

0.25% of
contract walue
per breach,
capped at 10%
of total contract
value

AND

If the 14-
business-day
maximum is
exceeded, the
incident is
automatically
reclassified as
P3 and P3
resolution
penalties apply
from the date of
reclassification.
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6.4 Bidder Escalation Matrix

The Bidder shall maintain a mandatory four-tier escalation protocol for all Critical (P1), High (P2), Medium (P3), and Low (P4) severity incidents. Named ¢ontacts for each tier shall be provided prior to

contract commencement and updated within 5 business days of any personnel change.

Escalation Named Contact
. Role / Title Details (Phone Escalation Trigger & Timeline Applicable Severity
Tier Contact .
/ Email)
Tier 1 [Name to be | Technical [Phone / Immediate upon ticKet creation. P1 — Critical
First provided] Support Email] Acknowledge and triage within: P2 — High
Response Engineer / ¢ P1 — Critical: <15 minutes P3 — Medium
Helpdesk Lead « P2 — High: <30 prinutes P4 — Low

* P3 — Medium; <2 hours

» P44 L'ow: <4 hours

Escalate'te Tier 2 if unattended within the

initial résponse window.
Tier 2 [Name to be | Senior Engineer | [Phone / Escalate from Tier 1 when: P1 — Critical
Technical provided] / Technical Email] * P1: Unresolved within 4 hours P2 — High
Escalation Account * P2: Unresolved within 8 hours P3 — Medium

Manager * P3: Unresolved within 3 business days P4 — Low

* P4: Unresolved within 7 business days

Tier 2 must engage and provide a written

update to Sri Lanka CERT within 30 minutes

of escalation receipt.
Tier 3 [Name to be | Service [Phone / Escalate from Tier 2 when: P1 — Critical
Management | provided] Delivery Email] * P1: Unresolved within 4 hours of ticket P2 — High
Escalation Manager / creation, or Root Cause Analysis (RCA) not | P3 — Medium




Contact

Esca!atlon Named Role / Title Details (Phone Escalation Trigger & Timeline Applicable Severity
Tier Contact .
/ Email)
Delivery delivered within the 4 hours window;
Director » P2: Incident unresolved within 8 heursrof
ticket creation, or written remediation plan
not delivered within 8 hours.
 P3: Incident unresolved within 3 business
days, or committed’patch rélease date not
delivered within 3 business days.
Tier 3 must provide a written remediation plan
to Sri Lanka CERT within 1 hour of escalation.
Tier 4 [Name to be | Chief Executive | [Phone / Escalatedrom Tier 3 when: P1 — Critical
Executive provided] Officer / Email] * Ply4=hour resolution SLA breached, or Sri P2 — High
Escalation Managing PankasCERT invokes mandatory on-site
Director, Vice bidder presence
President or *,P2: 2-business-day maximum exceeded, or
equivalent incident reclassified to P1
Executive must acknowledge within 30
minutes and maintain direct communication
with the Sri Lanka CERT.
Notes

1. All named contacts must be reachable 24x7x365. Contactunavailability does not pause SLA clocks.

2. The Bidder shall notify Sri Lanka CERT of any namled-contact change within 5 business days and confirm replacement details in writing.
3. Escalation to a higher tier does not release lower=tiér,céntacts from continued active engagement on the incident.

4. Sri Lanka CERT reserves the right to escalate ditectly to any tier at its sole discretion based on incident impact or operational risk.
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7. Inspection and Testing

Inspection will be carried out based on the provided specification in Section VL.

The bidder will provide test cases for Operations Acceptance Testing (OAT) to be conducted
(agreed upon with the purchaser) once the necessary installations and configurations are
completed. Final acceptance will be upon successful OAT results. Accordingly, following
inspections and tests shall be performed:

No Item Minimum Service Requirements Yes / No [Describe
Offer
7.1 Inspection Total solution will be examined for
For correct configurations as defined in
Compliance | the specification.
with
Specification
7.2 Functionality [Total solution will be tested for proper
Test functionality as per the specification
given in the Bidding document and for
the initial configuration requiremefits
oiven by Sri Lanka CERT.

8. Training
The Bidder shall provide training for 20 staff mémbers nominated by Sri Lanka CERT for the
Proposed Solution. The training should,be,conducted physically.



Section VII — General Conditions

A. CONTRACT AND INTERPRETATION




1. Definitions

1.1

The following words and expressions shall have the meanings
hereby assigned to them:

e “Adjudicator” means the person named in Appendix 2
(Adjudicator) of the Contract, or otherwise appointed by
agreement between the Employer and the Contractor to make a
decision on or to settle any dispute or difference between the
Employer and the Contractor referred to him or her by the
parties, pursuant to GC Clause 52 (Disputes and Arbitration).

e “Agreed and Finalized Project Plan” means the project plan
that has been approved by the Employer in accordanee with
GC Clause 19 (Project Planning and Performange) and is
included at Appendix 8 of the Contract.

e “Arbitration” means the application of judicialrmethods to
the settlement of disputes.

e “Procurement Documents” refers( to) the collection of
documents issued by the Employ€ryto instruct and inform
potential Contractors of the pro€esses-for bidding, selection of
the winning bid, and Contsact information, as well as the
contractual conditions governing the relationship between the
Employer and the Contragtor.

e Government of Sri Lanka/(GoSL) means the government of
the Employer’s Gountry and includes the Employee.

¢ “Commissioning” means operation of the IT Products and/or
Services o any part thereof by the Contractor following
Completiony/ which operation is to be carried out by the
Contractor as providled in GC Sub- Clause 27.1
(Commissioning) hereof, for the purpose of carrying out
Operational Acceptance Test(s).

e “Completion” means that the Facilities (or a specific part
thereof where specific parts are specified in the Contract) have
been completed operationally, that all work in respect of Pre-
commissioning and Installation of the Facilities or such
specific part thereof has been completed, that all
Documentation has been supplied, and that the Facilities or
specific part thereof are ready for Commissioning as provided
in GC Clause 26 (Completion) hereof.

e “Contract” means the contract entered into between the
Employer and the Contractor, and constituted by the Contract
Documents.

e “Contract Documents” means the documents listed in Article
1.1 (Contract Documents) of the Contract (including any
amendments thereto).

e “Contract Period” is the time period during which this
Contract governs the relations and obligations of the Employer
and Contractor in relation to the IT Products and/or Services,
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as specified in the PC.

e “Contract Price” means the sum specified in Article 2.1
(Contract Price) of the Contract, subject to such additions and
adjustments thereto or deductions there from, as may be made
pursuant to the Contract.

¢ “Contractor” means the party named as the Contractor in the
Contract, and includes the legal successors or permitted assigns
of the Contractor.

e “Contractor’s Country” is the country in which, the
Contractor is legally organized, as named in the Contract,

e “Contractor’s Equipment” means all equipment,/ tools,
apparatus, or things of every kind requited ‘m or for
installation, completion and maintenance of th&,System that are
to be provided by the Contractor, but excluding the IT Products
and/or Services, or other items forming/part of the System.

e “Contractor’s Representative” méans any person nominated
by the Contractor and approved by the’/Employer in the manner
provided in GC Clause 181(Representatives) hereof to perform
the duties delegated to the Contpactor.

e “Coverage Period” means the Days of the Week and the
hours of those_Days“during which maintenance, operational
and/or technigal suppert services (if any) must be available.

e “Custom Documentation” means Documentation identified
as such /dnyAppendix 5 of the Contract and such other
Documentation as the parties may agree in writing to be
Custom Documentation.

e “Custom Software” means Software identified as such in
Appendix 4 of the Contract and such other Software as the
parties may agree in writing to be Custom Software.

e “Day” means calendar day.

e “Defect” means an imperfection or flaw that impairs worth or
utility of the Product.

e “Defect Liability Period” means the period of validity of the
warranties given by the Contractor commencing at
Commissioning of the Facilities or a part thereof, during which
the Contractor is responsible for defects with respect to the
Facilities (or the relevant part thereof) as provided in GC
Clause 29 (Defect Liability) hereof.

e “Delivery” means the transfer of the Products from the
Contractor to the Employer in accordance with the current
edition Incoterms specified in the Contract.

e “Designated Operating Environment” means the particular
hardware and software environment in which the Software is
designed to be used, which environment is specified in the
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SOR.

e “Documentation” means all documentation in printed or
printable form and all instructional and informational aides in
any form (including audio, video, and text) and on any
medium, provided to the Employer under the Contract. See
also Standard Documentation and Custom Documentation.

o “Effective Date” means the date of fulfilment of all
conditions specified in Article 3 (Effective Date) of the
Contract, from which the Time for Completion shall’be
counted.

¢ “Employer” means the person named as such in the RC and
includes the legal successors or permitted agsigns™of the
Employer.

e “Employer’s Country” means the country named in the PC.

e “Facilities” means the Products to be supplied and installed,
as well as all Installation Services to be carried out by the
Contractor under the Contract:

e “Functional Guarantees” means the guarantees specified in
the Appendix to the Contract titled Functional Guarantees.

e “GC” means the General/Conditions.

e “General-Purpese ‘Software” means Software that supports
general- purpose office and software development activities
and is identified as such in Appendix 4 of the Contract and
such eother Software. Such General-Purpose Software may
inelude,vbut is not restricted to, word processing, spreadsheet,
generig database management, and application development
software.

e “Hardware” means all equipment, furnishings, and other
tangible items outlined in the SOR that the Contractor is
required to supply or to supply and install under the Contract,
including, without limitation, the Products and/or Services and
documentation, but excluding the Contractor’s Equipment.

e “Implementation Schedule” means the Implementation
Schedule as specified in the Agreed and Finalized Project Plan.

e “Installation” means the preparation and placement of the
System for use.

e “Installation Services” means all Services required to achieve
Installation.

e “Intellectual Property Rights” means any and all copyright,
moral rights, trademark, patent, and other intellectual and
proprietary rights, title and interests worldwide, whether
vested, contingent, or future, including without limitation all
economic rights and all exclusive rights to reproduce, fix,
adapt, modify, translate, create derivative works from, extract
or re utilize data from, manufacture, introduce into
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circulation, publish, distribute, sell, license, sublicense,
transfer, rent, lease, transmit or provide access electronically,
broadcast, display, enter into computer memory, or otherwise
use any portion or copy, in whole or in part, in any form,
directly or indirectly, or to authorize or assign others to do so.

e “Month” means calendar month.

e “Operational Acceptance” means the acceptance by the
Employer of the Facilities (or any part of the Facilities where
the Contract provides for acceptance of the Facilities in parts),
which certifies the Contractor’s fulfillment of the Contraet in
respect of Functional Guarantees of the Facilitiess(0x, the
relevant part thereof) in accordance with the provisiens/of GC
Clause 30 (Functional Guarantees) hereof and,shall include
deemed acceptance in accordance with /GC »Clause 27
(Commissioning and Operational Acceptance)hereof.

e “Operational Acceptance Certificat¢” or Operational
Acceptance Certification” means” the written certification
provided by the Employer to-th€yCentractor after Operational
Acceptance.

e “Operational Acceptanee Test” and Operational Acceptance
Testing” mean the process of determining whether the criteria
for Operational Accéptancehave been satisfied.

e “Origin” means the place where the Products were produced
or from which thesServices are supplied. Products are produced
when, thrfeugh manufacturing, processing, software
development, or substantial and major assembly or integration
of components, a commercially recognized product results that
is%ubstantially different in basic characteristics or in purpose
or utility from its components. The Origin of Products and
Services is distinct from the nationality of the Contractor and
may be different.

e “Packaged Software” means the software Product, the subject
of the License, specified in the SOR including any updates or
new releases, modifications, enhancements, Documentation,
flow charts, logic diagrams and listings.

e “Party” means the Employer or the Contractor, as the context
requires, and Parties” means both of them.

e “PC” means the Particular Conditions.

e “Pre-commissioning” means the testing, checking and other
requirements specified in the Schedule of Requirements that
are to be carried out by the Contractor in preparation for
Commissioning as provided in GC Clause 8 (Time for
Commencement and Completion) hereof.

e “Preventive Maintenance” means the care and servicing by
personnel for the purpose of maintaining Hardware in
satisfactory operating condition by providing for systematic
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inspection, detection, and correction of incipient failures either
before they occur or before they develop into major defects.
Preventive Maintenance is usually cost as a fixed fee over the
maintenance period.

e “Post-Warranty Services Period”/ “Support and Maintenance
Period” means the number of years defined in the PC (if any),
following the expiration of the Warranty Period during which
the Contractor is obligated to provide Software licenses,
maintenance, and/or technical support services for the System,
either under this Contract or under separate contract(s).

e “Procurement Guidelines” refers to the GoSL Proeurement
Guidelines.

e “Product” means a product deliverable speeified in the
Schedule of Requirements which is to be supplied to the
Employer by or on behalf of the Contractor, including but not
limited to all information processing and communications-
related Hardware, Software, consymable items, plans and/or
any supporting documentation; and‘in€luding such integrations
and configurations as are reéquired to perform its function.

e “Project Manager” means ‘the person appointed by the
Employer in the mannes~ provided in GC Clause 18.1
(Representatives) hereof \and named as such in the PC to
perform the duties delegated by the Employer.

e “Projeet Plan™wmeans the set of tasks required to achieve
CompletionyOperational Acceptance and Commissioning, as
describedinthe Agreed and Finalized Project Plan.

e, “Project Site(s)” means the place(s) specified in the PC for
deliyery of the IT Products and/or Services.

e “Rental Items” means the Hardware rented or leased by the
Employer from the Contractor under a lease agreement for a
rental fee.

e “Schedule of Requirements (SOR)” means the Schedule of
Requirements Section of the Procurement Documents as
amended and appended to the Contract including to the extent
relevant, but not limited to, the following:

(a) Background and Procurement Objectives;

(b) Scope of works, including Technical Requirements;
(c) Agreed and Finalized Project Plan;

(d) Implementation Schedule;

(e) Service Level Agreement.

e “Services” means all technical, logistical, management,
consultancy and any other Services as specified in the
Schedule of Requirements to be provided by the Contractor
under the Contract to supply, install, customize, integrate, and
make operational the Products provided. Such Services may
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include, but are not restricted to, activity management and
quality assurance, design, development, customization,
documentation,  transportation, insurance, inspection,
expediting, site preparation, Installation, integration, training,
data  migration,  Pre-commissioning, =~ Commissioning,
maintenance, and technical support.

e “Site” means the place(s) specified in the PC for Installation
and Commissioning of the IT Products and/or Services.

e “Software” means the items to be supplied under this
Contract as specified at Appendix 4 to this Contract.

e “Software Support Services” means the Services specified in
the SOR to be provided by the Contractor to the"Employer in
respect of the Packaged Software.

e “Source Code” means the database structures, dictionaries,
definitions, program source files, and® any other symbolic
representations necessary for the compilation, execution, and
subsequent maintenance of the Software (typically, but not
exclusively, required for Custom Software).

e “Standard Documentation” “means all Documentation not
specified as Custom Doctimentation.

e “Standard Software®, means Software identified as such in
Appendix 4 eof the Contract and such other Software as the
parties may agree im'writing to be Standard Software.

¢ “Sub-Contractor” means any third-party provider with whom
the Contraetor contracts for the supply or execution of any part
of the,Products and/or Services to be provided by under the
Contract and includes its legal successors or permitted assigns.

e “System” or "Sub-system" means a combination of Products
which are integrated so as to operate together.

e “Time for Operational Acceptance” means the time within
which Operational Acceptance of the Facilities as a whole (or
of a part of the Facilities where a separate Time for
Operational Acceptance of such part has been prescribed) is to
be achieved, as referred to in GC Sub Clause 27.2
(Operational Acceptance) and in accordance with the relevant
provisions of the Contract.

e “Time for Completion” means the time within which
Completion of the Facilities as a whole (or of a part of the
Facilities where a separate Time for Completion of such part
has been prescribed) is to be attained, as referred to in GC Sub-
Clause 8.2 (Time for Commencement and Completion) and in
accordance with the relevant provisions of the Contract.

e “Training Schedule” means the programme of training
including dates and training topics to be provided by the
Contractor to the Employer’s personnel.
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e “Warranty Period”/ *“ Support and Maintenance Period”/
“Operation Period” means the period defined in the SOR by
which the Contractor warrants its Products will remain defect-
free, and any remediation of any defect that arises in this
period will be the responsibility of the Contractor and costs of
such remediation will be borne by the Contractor.

e “Week” means seven (7) consecutive Days, beginning the
day of the week as is customary in the Employer’s Country.

e “Year” means 365 days.

e “Live Run”
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2. Contract Documents

2.1

Subject to Article 1.2 (Order of Precedence) of the Contract,
all documents forming part of the Contract (and all parts
thereof) are intended to be correlative, complementary and
mutually explanatory. The Contract shall be read as a whole.

2.2

In the event and to the extent of any inconsistency between two
or more documents that form part of this Contract, those
documents will be interpreted in the following order of
precedence: (a) Appendix 15 (Minutes of Contract Finalization
Discussions and Agreed Contract Amendments) attached/to,the
Contract; (b) the Contract and Appendices 1 to 7 and,9%o"14
attached to the Contract; (c) the PC and its Appendieesy/(d) all
GCs (including documents incorporated by reference in these
terms and conditions); (e) Appendix 8 (Agreed and Finalized
Project Plan) attached to the Contract; (f),théyContractor’s bid
and original Price Schedules; and (g) the*remdining appendixes
to these GCs (including documents.incesporated by reference
in any Appendix).

3. Interpretation

3.1

In the Contract, except where, the context requires otherwise:
(a) words indicating one gender include all genders; (b) words
indicating the singulat alse include the plural and words
indicating the plural™alsol mclude the singular; (c) provisions
including the,word —agree, —agreed, —agreement require the
agreement to-be recorded in writing; (d) —written or —in
writing “‘means/, hand-written, type-written, printed or
electroni¢allyymade, and resulting in a permanent record. The
masginal, words and other headings shall not be taken into
¢onstderation in the interpretation of these Conditions.

3.2

Incoterms

Unless inconsistent with any provision of the Contract, the
meaning of any trade term and the rights and obligations of
Parties there-under shall be as prescribed by Incoterms.
Incoterms means international rules for interpreting trade terms
published by the International Chamber of Commerce (latest
edition), 38 Cours Albert ler, 75008 Paris, France.
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Entire Agreement

Subject to GC Sub-Clause 17.6 hereof, the Contract
constitutes the entire agreement between the Employer and
Contractor with respect to the subject matter of Contract and
supersedes all communications, negotiations and agreements
(whether written or oral) of Parties with respect thereto made
prior to the date of Contract.
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Amendment

No amendment or other variation of the Contract shall be
effective unless it is in writing, is dated, expressly refers to the
Contract, and is signed by a duly authorized representative of
each Party hereto.

3.5

Independent Contractor

The Contractor shall be an independent contractor performing
the Contract. The Contract does not create any ageney,
partnership, joint venture or other joint relationship bétween
the Parties hereto. Subject to the provisions of the Contracts the
Contractor shall be solely responsible for the mannetuin’ which
the Contract is performed. All employees, representatives or
Sub-Contractors engaged by the Contractor in ‘eonnection with
the performance of the Contract shall besunder the complete
control of the Contractor and shall (not be deemed to be
employees of the Employer, and-nethifig contained in the
Contract or in any subcontract-awatded by the Contractor shall
be construed to create any e@ntractual relationship between any
such employees, representatives’or Sub-Contractors and the
Employer

3.6

Non-Waiver

3.6.1 Subjecthto ‘GC Sub-Clause (b) below, no relaxation,
forbearanee, delay or indulgence by either Party in enforcing
any of th¢ teems and conditions of the Contract or the granting
of time, byweither Party to the other shall prejudice, affect or
réstriet, the rights of that Party under the Contract, nor shall any
waiver by either Party of any breach of Contract operate as
waiver of any subsequent or continuing breach of Contract.

3.6.2 Any waiver of a Party’s rights, powers or remedies under
the Contract must be in writing, must be dated and signed by
an authorized representative of the Party granting such waiver,
and must specify the right and the extent to which it is being
waived.

3.7

Severability

If any provision or condition of the Contract is prohibited or
rendered invalid or unenforceable, such prohibition, invalidity
or unenforceability shall not affect the wvalidity or
enforceability of any other provisions and conditions of the
Contract.
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4. Communications

4.1

Wherever these General Conditions provide for the giving or
issuing of approvals, certificates, consents, determinations,
notices, requests and discharges, these communications shall
be: (a) in writing and delivered against receipt; and (b)
delivered, sent or transmitted to the address for the recipient’s
communications as stated in the Contract.

4.2

When a certificate is issued to a Party, the certifier shall send a
copy to the other Party. When a notice is issued to a Party, by
the other Party or the Project Manager, a copy shall be sent'to
the Project Manager or the other Party, as the case may be.

4.3

Communications shall be deemed to include anyy approvals,
consents, instructions, orders, and certificates to be,given under
the Contract.

5. Law and Language

5.1

The Contract shall be governed by sjand interpreted in
accordance with laws of the country specified in the PC.

5.2

The ruling language of the Contract shall be that stated in the
PC.
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The language, fon,communications shall be the ruling language
unless otherwase, stated in the PC.

6. Corrupt Practices

It is the pelicy of the GoSL that the officials of the procuring
entity,, ag*well as bidders, Contractors and contractors under
GoSL, financed contracts, observe the highest standard of
ethics during the procurement and execution of such contracts.
In pursuance of this policy, GoSL:

(a) defines, for the purposes of this provision, the terms set
Fourth Floor below as follows:

@) —corrupt practice means the offering, giving receiving,
or soliciting, directly or indirectly, of anything of value
to influence the action of any party in the procurement
process or the execution of a contract.

(i) ~ —fraudulent practice means a misrepresentation or
omission of facts in order to influence a procurement
process or the execution of a contract.

(i) ~ —collusive practices means a scheme or arrangement
between two or more bidders, with or without the
knowledge of the employer, designed to influence the
action of any party in a procurement process or the
execution of a contract
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(iv) ~ —coercive practices means harming or threatening to
harm, directly or indirectly, persons, or their property
to influence their participation in a procurement
process or affect the execution of a contract.

(a) will sanction a party or its successor, including declaring
ineligible, either indefinitely or for a stated period of time,
to participate in GoSL-financed activities if it at any
determines that the firm has, directly or through an agent,
engaged in corrupt, fraudulent, collusive, or coercive
practices in competing for, or in executing, a GOSL-
financed contract; and

(b) will have the right to require Contractors and ¢ontractors
to permit GoSL or its representative to/inspect their
accounts and records and other documents relating to the
bid submission and contract performanceésand to have them
audited by auditors appointed by GeSL:
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B.

SUBJECT MATTER OF CONTRACT

7.

Scope of
Facilities

7.1

Unless otherwise expressly limited in the SOR, the Contractor
shall:

provide the Products and Services as specified in the SOR.

(a) be responsible for timely provision of all resources,
information, and decision making under its control that
are necessary to reach a mutually Agreed and Finalized
Project Plan pursuant to GC Clause 197%(Project
Planning and Performance) within the time%sehedule
specified in the Implementation Scheduale. Failure to
provide such resources, information,%and decision
making may constitute grounds fortermination pursuant
to GC Clause 47 (Termination, for Contractor’s
Default);

(b) provide all Documentationtand“Products as well as the
performance of all Products/and Services, in accordance
with the plans, procedutes, specifications, drawings,
codes, and any othér documents specified in the SOR
and/or the Agreed and Finalized Project Plan.

(c) unless specifically excluded in the Contract, perform all
such werkyand/or supply all such items and materials
not specifically mentioned in the Contract but that can
be teasonably inferred from the Contract as being
required for attaining Completion of the Products and
Services as if such work and/or items and materials
were expressly mentioned in the Contract; and

(d) provide Products and Services as implied by the
Recurrent Cost Form of the Contractor’s bid, such as
consumables, spare parts, and technical services (e.g.,
maintenance, technical assistance, and operational
support), such as are specified in the SOR, including the
relevant terms, characteristics, and timings.

8.

Timefor
Commenceme
nt and
Completion

8.1

The Contractor shall commence work on the Facilities
within the period specified in the PC and without prejudice
to GC Sub-Clause 26.2 (Completion) hereof, the Contractor
shall thereafter proceed with the Facilities in accordance
with the time schedule specified in the Implementation
Schedule and any refinements made in the Agreed and
Finalized Project Plan.

8.2

The Contractor shall attain Completion of the Facilities or of
a part where a separate time for Completion of such part is
specified in the Contract, within the time stated in the PC or
within such extended time to which the Contractor shall be
entitled under GC Clause 44 (Extension of Time for
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Completion) hereof.

9. Contractor’s
Responsibilities

9.1

The Contractor shall conduct all activities with due care and
diligence, in accordance with the Contract and with the skill
and care expected of a competent provider of Products
and/or Services, information systems, support, maintenance,
training, and other related services, or in accordance with
best industry practices. When completed, the Products
and/or Services should be fit for the purposes for which they
are intended as defined in the Contract.

9.2

The Contractor confirms that it has entered intow,this
Contract on the basis of a proper examination” of the
Employer’s existing equipment, installations andsincluding
reviewing any hardware, software and data interfaces as
provided by the Employer, and on the basis, of information
that the Contractor could have obtained/from a visual
inspection of the Site if access thereto,was available and of
other data readily available to it telating to the Facilities as
of the date twenty-eight (28) days prior to bid submission.
The Contractor acknowledges that any failure to acquaint
itself with all such data and information shall not relieve its
responsibility for properly_estimating the difficulty or cost
of successfully performing the Contract.

9.3

The Contractor Shall acquire and pay for all permits,
approval$yand/or” licenses from all local, state or national
govegnment authorities or public service undertakings in the
countryp, where the Site 1s located which such authorities or
undertakings require the Contractor to obtain in its name and
which/ are necessary for the performance of the Contract,
including, without limitation, visas for the Contractor’s and
Sub-Contractor’s personnel and entry permits for all
imported Contractor’s Equipment. The Contractor shall
acquire all other permits, approvals and/or licenses that are
not the responsibility of the Employer under GC Clause 10
hereof and that are necessary for the performance of the
Contract.

9.4

The Contractor shall comply with all laws in force in the
country where the Products and/or Services are to be
installed. The laws will include all local, state, national or
other laws that affect the performance of the Contract and
bind upon the Contractor. The Contractor shall indemnify
and hold harmless the Employer from and against any and
all liabilities, damages, claims, fines, penalties and expenses
of whatever nature arising or resulting from the violation of
such laws by the Contractor or its personnel, including the
Sub- Contractors and their personnel, but without prejudice
to GC Clause 10 (Employer’s Responsibilities) hereof
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9.5

Any Products and/or Services that will be incorporated in or
be required for the Facilities and other supplies shall have as
their origin an Eligible Country. Any Sub-Contractors retained
by the Contractor shall have as their origin an Eligible
Country

9.6

The Contractor shall permit GoSL to inspect the Contractor’s
accounts and records relating to the performance of the
Contractor and to have them audited by auditors appointed by
GoSL, if so, required by GoSL.

9.7

If the Contractor is a joint venture or consortium ef'twe or
more parties, all such parties shall be jointly and“severally
bound to the Employer for the fulfilment of thesprovisions of
the Contract and shall designate one of such,pasties to act as a
leader with authority to bind the joint veaturgyor consortium.
The composition or the constitution 6f the joint venture or
consortium shall not be altered witheut*the prior consent of
the Employer.

9.8

The Contractor shall, in all dealings with its labour and the
labour of its Sub-Conttactors currently employed on or
connected with the Contragt; pay due regard to all recognized
festivals, official helidaysireligious or other customs, and all
local laws and regulations pertaining to the employment of
labour.

9.9

Othef Contractor responsibilities, if any, are as stated in the
SOR.

10.

Employer’s
Responsibilities

10.1

They Employer shall ensure the accuracy of all information
and/or data to be supplied by the Employer to the Contractor,
except when otherwise expressly stated in the Contract.

10.2

The Employer shall be responsible for timely provision of all
resources, information, and decision making under its control
that are necessary to reach an Agreed and Finalized Project
Plan (pursuant to GC Sub-Clause 19.2 (Project Planning and
Performance) within the time schedule specified in the
Implementation Plan in the SOR. Failure to provide such
resources, information, and decision making may constitute
grounds for termination pursuant to GC Clause 48
(Termination by Contractor).

10.3

The Employer shall be responsible for acquiring and
providing legal and physical possession of the Site and access
to it, and for providing possession of and access to all other
areas reasonably required for the proper execution of the
Contract.

10.4

The Employer shall acquire and pay for all permits,
approvals and/or licenses from all local, state or national
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government authorities or public service undertakings in the
country where the Site is located which (a) such authorities
or undertakings require the Employer to obtain in the
Employer’s name, (b) are necessary for the execution of the
Contract, including those required for the performance by
both the Contractor and the Employer of their respective
obligations under the Contract, and (c) are specified in the
SOR.

10.5

If requested by the Contractor, the Employer shall use)its
best endeavours to assist the Contractor in obtaining/in a
timely and expeditious manner all permits, approvals, and/or
licenses necessary for the execution of the Contractfrom all
local, state or national government authorities “er public
service undertakings that such authorities &r undertakings
require the Contractor or Sub-Contractors ‘or, the personnel
of the Contractor or Sub-Contractors, as the/case may be, to
obtain.

10.6

In such cases where the reSponsibilities of specifying and
acquiring or upgrading teleeommunications and/or electric
power services falls to the Contractor, as specified in the
SOR, PC, Agreed and(Finalized Project Plan, or other parts
of the Contract, the"Employer shall use its best endeavours
to assist the Contractor in obtaining such services in a timely
and expeditious,manner.

10.7

The Employer shall be responsible for timely provision of
all_resource€s, access, and information necessary for the
proyision of the Products and/or Services (including, but not
limited to, any required telecommunications or electric
power services), as identified in the Agreed and Finalized
Project Plan, except where provision of such items is
explicitly identified in the Contract as being the
responsibility of the Contractor. Delay by the Employer may
result in an appropriate extension of the Time for
Operational Acceptance, at the Contractor’s discretion.

10.8

Unless otherwise specified in the Contract or agreed upon
by the Employer and the Contractor, the Employer shall
provide sufficient, properly qualified operating and technical
personnel as required by the Contractor to properly carry out
the provision of the Products and/or Services at or before the
time specified in the Implementation Schedule and the
Agreed and Finalized Project Plan.

10.9

The Employer will designate appropriate staff for the
training courses to be given by the Contractor and shall
make all appropriate logistical arrangements for such
training as specified in the SOR, PC, the Agreed and
Finalized Project Plan, or other parts of the Contract.
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10.10

The Employer assumes primary responsibility for the
Operational Acceptance Test(s) for the Products and/or
Services, in accordance with GC Sub-Clause 27.2
(Operational Acceptance Test), and shall be responsible for
the continued operation of the Products after Operational
Acceptance. However, this shall not limit in any way the
Contractor’s responsibilities after the date of Operational
Acceptance otherwise specified in the Contract.

10.11

During the development of the Products and/or Services, the
Contractor is responsible for performing and safely storing
timely and regular backups of its data and Software” in
accordance with accepted data managementsprinCiples.
Following Commissioning and Acceptance, thies\Employer is
responsible for backups.

10.12

All costs and expenses involved in the performance of the
obligations under this GC Clauge™ 10 shall be the
responsibility of the Employermsave those to be incurred by
the Contractor with respéct to the performance of the
Operational Acceptance Test(s), in accordance with GC
Sub-Clause 27.2.

10.13

In the event that the Employer shall be in breach of any of
its obligations, uaiderithis Clause, the additional cost incurred
by the ,Contractor in consequence thereof shall be
determinedy, by='the Project Manager and added to the
Contfact Price.

10.14

Other Employer responsibilities, if any, are as stated in the
SOR«
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C. PAYMENT

11. Contract
Price

11.1

The Contract Price shall be as specified in Article 2 (Contract
Price and Terms of Payment) of the Contract.

11.2

Unless an adjustment clause is provided for in the PC, the
Contract Price shall be a firm lump sum not subject to any
alteration, except in the event of a Change in the SOR or as
otherwise provided in the Contract.

11.3

Subject to GC Sub-Clauses 9.2, 10.1 and 39 (Unforeseen
Conditions) hereof, the Contractor shall be deemed to have
satisfied itself as to the correctness and sufficiency”of the
Contract Price, which shall, except as otherwiseprovided for
in the Contract, cover all its obligations undeg the Contract.

12. Terms
Payment

of

12.1

The Contractor’s request for payment shall be made to the
Employer in writing, accompanied by

(a) an invoice describing, as approprtiate,
a. the Products and/or SetyicCes provided.

b. when the Products and/or Services were supplied and
(if applicable), aceepted; and

c. the amouht payable in respect of each item, and

(b) documents submitted pursuant to GC Sub-Clause 22.5
(Tramspert and Delivery) and upon fulfilment of other
obligations stipulated in the Contract.

12.2

The Contract Price shall be paid as specified in Appendix 7
(Terms and Procedures of Payment) to the Contract.

1233

No payment made by the Employer herein shall be deemed to
constitute acceptance by the Employer of the Products and/or
Services or any part(s) thereof.

12.4

Payments shall be made promptly by the Employer, but in no
case later than forty-five (45) days after submission of a valid
invoice by the Contractor. In the event that the Employer fails
to make any payment by its respective due date or within the
period set forth in the Contract, the Employer shall pay to the
Contractor interest on the amount of such delayed payment at
the rate(s) specified in Appendix 7 (Terms and Procedures of
Payment) to the Contract for the period of delay until payment
has been made in full, whether before or after judgment or
arbitration award.

12.5

All payments shall be made in the currency (ies) specified in
the Contract, pursuant to GC Clause 11. For Products and/or
Services supplied locally, payments shall be made in the
currency of the Employer’s Country, unless otherwise
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specified in Appendix 7 (Terms and Procedures of Payment)
to the Contract.

12.6

Unless otherwise specified in Appendix 7 (Terms and
Procedures of Payment), to the Contract, payment of the
foreign currency portion of the Contract Price for Products
supplied from outside the Employer’s Country shall be made
to the Contractor through the irrevocable letter of credit
opened by an authorized bank in the Contractor’s Country and
will be payable on presentation of the appropriate documents.
It is agreed that the letter of credit will be subject to Article, 10
of the latest revision of Uniform Customs and Practice for
Documentary Credits, published by the Internationall\Chamber
of Commerce, Paris

13. Securities

13.1

Issuance of Securities

The Contractor shall provide the securities specified below in
Favor of the Employer at the times, and in'the amount, manner
and form specified below.

13.2

Advance Payment Security

(a) If specified in the PC jthe Contractor shall, within twenty-
eight (28) daysgqef the /notification of Contract award,
provide a sécurity equal in the amount and currency to the
advance payment, and valid until the Products and/or
Serviées achigve Operational Acceptance

(b) The security shall be in the form provided in the Bidding
Documents or in another form acceptable to the Employer.
The amount of the security shall be reduced in proportion
to'the value of the Products and/or Services executed by
and paid to the Contractor from time to time and shall
automatically become null and void when the full amount
of the advance payment has been recovered by the
Employer. The way the value of the security is deemed to
become reduced and, eventually, voided is as specified in
the PC. The security shall be returned to the Contractor
immediately after its expiration.

13.3

Performance Security

(a) The Contractor shall, within twenty-eight (28) days of the
notification of Contract award, provide a security for the

due performance of the Contract in the amount specified in
the PC.

(b) The security shall be a bank guarantee in the form
provided in Section IX (Contract Forms) or it shall be in
another form acceptable to the Employer.

(c) The performance security shall automatically become null
and void once all the obligations of the Contractor under
the Contract have been fulfilled, including, but not limited
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to, any obligations during the Warranty Period and any
extensions to the period. The security shall be returned to
the Contractor no later than twenty-eight (28) days after its
expiration.

(d) Upon Operational Acceptance of the Products and/or
Services, the security shall be reduced to the amount
specified in the PC, on the date of such Operational
Acceptance, so that the reduced security would only cover
the remaining warranty obligations of the Contractor.

(¢) The Employer shall not make a claim under=the
performance security, except for amounts to which the
Employer is entitled under the Contract. The Employer
shall indemnify and hold the Contractor harmless against
and from all damages, losses and expensesi(including legal
fees and expenses) resulting from a ‘elaim under the
performance security to the extent te which the Employer
was not entitled to make the claim.

14. Taxes and
Duties

14.1

For foreign goods, system/softwaré and services supplied
outside Sri Lanka shall be quoted on Carriage and Insurance
Paid To (CIP) Incoterm including all carrier cost to final place
of destination.

14.2

For Products and/or Services supplied locally, the Contractor
shall be entirely responsible for all taxes, duties, license fees,
etc., incurred until delivery of the contracted Products or
Services to the Employer. The only exceptions are taxes or
duties, such as value- added or sales tax or stamp duty as
apply to, or are clearly identifiable, on the invoices and
provided they apply in the Employer’s country, and only if
these taxes, levies and/ or duties are also excluded from the
Contract Price in Article 2 of the Contract and the Price
Schedule to which it refers.

14.3

If any tax exemptions, reductions, allowances, or privileges
may be available to the Contractor in the country where the
Site is located, the Employer shall use its best endeavours to
enable the Contractor to benefit from any such tax savings to
the maximum allowable extent.

14.4

For the purpose of the Contract, it is agreed that the Contract
Price specified in Article 2 (Contract Price and Terms of
Payment) of the Contract is based on the taxes, duties, levies,
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and charges prevailing at the date fourteen (14) days prior to
the date of bid submission in the country where the Site is
located (hereinafter called “Tax” in this GC Sub-Clause 14.4).
If any rates of Tax are increased or decreased, a new Tax is
introduced, an existing Tax is abolished, or any change in
interpretation or application of any Tax occurs in the course of
the performance of the Contract, which was or will be
assessed on the Contractor, Sub-Contractors, or their
employees in connection with the performance of the
Contract, an equitable adjustment of the Contract Price shall
be made to fully take into account any such change\by
addition to the Contract Price or deduction therefroms as, the
case may be, in accordance with GC Clause 40_(Change in
Laws and Regulations) hereof.
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D.

INTELLECTUAL PROPERTY

15.

Intellectual
Property and
Copyright

15.1

The Intellectual Property Rights in all IT Products and/or
Services Documentation and Software shall remain vested in
the owner of such rights where it existed prior to
commencement of this Contract.

15.2

The Employer agrees to restrict use, copying, or duplication
of any Hardware, Software and Documentation, except that
additional copies of Documentation may be made by the
Employer for use within the scope of the project,sin the
event that the Contractor does not deliver copi€s within
twenty-eight (28) days from receipt of a request for such
Documentation.

15.3

The Employer’s contractual rights tehuse’ the Standard
Software or elements of the Standard Seftware may not be
assigned, licensed, or otherwisewtransferred voluntarily
except in accordance with thewelevant license agreement or
as may be otherwise specified in/the PC.

15.4

As applicable, the Employer’s and Contractor’s rights and
obligations with respeet t6)Custom Software or elements of
the Custom Seftwareyineluding any license agreements, and
with respect, tovCustom Documentation or elements of the
Custom, Documentation, are specified in the PC. Subject to
the PC,the=Intellectual Property Rights in all Custom
Software_/and Custom Documentation specified in
Appendices 4 and 5 of the Contract (if any) shall, at the date
of this Contract or on creation of the rights (if later than the
daté of this Contract), vest in the Employer. The Contractor
shall do and execute or arrange for the doing and executing
of each necessary act, document, and thing that the
Employer may consider necessary or desirable to perfect the
right, title, and interest of the Employer in and to those
rights. In respect of such Custom Software and Custom
Documentation, the Contractor shall ensure that the holder
of a moral right in such an item does not assert it, and the
Contractor shall, if requested to do so by the Employer and
where permitted by applicable law, ensure that the holder of
such moral right waives it.

15.5

The parties shall enter into such (if any) escrow
arrangements in relation to the Source Code for some or all
of the Software as are specified in the PC.

16. Software

Services and
License
Agreements

l16.1

Except to the extent that the Intellectual Property Rights in
the Software vest in the Employer, the Contractor hereby
grants to the Employer license to access and use the
Software, including all inventions, designs, and marks
embodied in the Software. Such license to access and use
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the Software shall: (a) be: (i) nonexclusive; (ii) fully paid up
and irrevocable (except that it shall terminate if the Contract
terminates under PC Clause 46); (iii)valid throughout the
territory of the Employer’s Country (or such other territory
as specified in the PC); and (iv)subject to additional
restrictions (if any) as specified in the PC, (b) permit the
Software to be: (i) used or copied for use on or with the
computer(s), users or environment(s) for which it was
acquired (as specified in the SOR and/or Contractor’s bid),
plus a backup of the same or similar capacity. Such backup
shall be used if the primary is(are) inoperative, and during a
reasonable transitional period when use is being transferred
between primary and backup; (ii) as specified in_the PC,
used or copied for use on or transferred to,a replacement
computer(s) or users (and use on the, original and
replacement computer(s) users or environment(s) may be
simultaneous during a reasonable™ tramsitional period)
provided that, if the SOR and/or Contractor’s bid specifies a
class of computer, user or enyironment to which the license
is restricted and unless the Contractor agrees otherwise in
writing, the replacement ‘¢emputer(s) is(are) within that
class; (ii1)if the nature of the Products is such as to permit
such access, accessed\fromother computers connected to the
primary and/or backup cemputer(s) by means of a local or
wide-area networkyor similar arrangement, and used on or
copied for, use on those other computers to the extent
necessary, topthat access; (iv) reproduced for safekeeping or
backupipurposes; (v) customized, adapted, or combined with
other ‘ecomputer software for use by the Employer, provided
that derivative software incorporating any substantial part of
the~delivered, restricted Software shall be subject to same
restrictions as are set Fourth Floor in this Contract; (vi)as
specified in the PC, disclosed to, and reproduced for use by,
Support service contractors and their subcontractors, (and
the Employer may sublicense such persons to use and copy
for use the Software) to the extent reasonable necessary to
the performance of their support service contracts, subject to
the same restrictions as are set Fourth Floor in this Contract;
and (vii) disclosed to, and reproduced for use by, the
Employer and by such other persons as are specified in the
PC (and the Employer may sublicense such persons to use
and copy for use the Software), subject to the same
restrictions as are set Fourth Floor in this Contract.
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16.2

The Standard Software may be subject to audit by the
Contractor, in accordance with the terms specified in the PC,
to verify compliance with the above license agreements.

16.3

The Employer will require the Contractor to meet the
mandatory requirements for Licensing Agreements as
specified in the SOR.

17. Confidential
Information

17.1

The Employer (“the Disclosing Party”) and the Contractor
(“the Receiving Party”) shall keep confidential and shall
not, without the written consent of the other Party heréto,
divulge to any third party any documents, data,or other
information furnished directly or indirectly by the other
Party hereto in connection with the Contract(Confidential
Information), whether such information hasbeen furnished
prior to, during, or following terminatien ofithe Contract.

17.2

For the purposes of GC Sub-Clause, ¥7/1, the Contractor is
also deemed to be the Reeeiving Party of Confidential
Information generated by4the Contractor itself in the course
of the performance of its obligations under the Contract and
relating to the businesses, finances, contractors, employees,
or other contracts of the’ Employer or the Employer’s use of
the Products and/or Serviets.

17.3

Notwithstanding GC Sub-Clauses 17.1and17.2:

(a) Theg ‘€ontractor may furnish to its Sub-Contractor
Confidential Information of the Employer to the extent
reasonably required for the Sub-Contractor to perform
its work under the Contract; and

(b) the Employer may furnish Confidential Information of
the Contractor:(i) to support service contractors and
their sub- contractors to the extent reasonably required
for them to perform their work under their support
service contracts; and(ii)) to its affiliates and
subsidiaries,

In which event the Receiving Party shall ensure that the
person to whom it furnishes Confidential Information of the
Disclosing Party is aware of and abides by the Receiving
Party’s obligations under this GC Clause 17 as if that person
were party to the Contract in place of the Receiving Party.

17.4

The Employer shall not, without the Contractor’s prior
written consent, use any Confidential Information received
from the Contractor for any purpose other than the
operation, maintenance, and further development of the
Products and/or Services. Similarly, the Contractor shall
not, without the Employer’s prior written consent, use any
Confidential Information received from the Employer for
any purpose other than those that are required for the
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performance of the Contract.

17.5

The obligation of a party under GC Sub-Clauses 17.1
through 17.4 above, however, shall not apply to that
information which:

(a) now or hereafter enters the public domain through no
fault of the Receiving Party.

(b) can be proven to have been possessed by the Receiving
Party at the time of disclosure and that was ot
previously obtained, directly or indirectly, frommthe
Disclosing Party.

(c) otherwise lawfully becomes available to the Reeeiving
Party from a third party that has nosebligation of
confidentiality.

17.6

The above provisions of this GC Clatse, I'7 shall not in any
way modify any undertaking of-eonfidentiality given by
either of the parties to this Centtact prior to the date of the
Contract in respect of thedSystem or any part thereof.

17.7

The provisions of this GC/Clause 17 shall survive the
termination, for whateverreason, of the Contract for three
(3) years.
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E. EXECUTION OF THE FACILITIES

18. Representatives

18.1

Project Manager

If the Project Manager is not named in the Contract, then
within fourteen (14) days of the Effective Date, the
Employer shall appoint and notify the Contractor in

writing of the name of the Project Manager. The Employer
may from time to time appoint some other person as the
Project Manager in place of the person previouslys,so
appointed and shall give a notice of the name of such“ether
person to the Contractor without delay. No such
appointment shall be made at such a time_oOr‘in such a
manner as to impede the progress ofi,work on the
Facilities. Such appointment shall only take” effect upon
receipt of such notice by the Contractor. The Project
Manager shall represent and act_fog the Employer at all
times during the performance of the Contract. All notices,
instructions, orders, certificates, approvals and all
other communications undex the Contract shall be given by
the Project Manager, except as herein otherwise provided.

All notices, instructions, information and other
communicatiensagiven by the Contractor to the Employer
under the Gontract’shall be given to the Project Manager,
except as herein otherwise provided.

18.2

Contractor’s Representative

18.2:1 | If the Contractor’s Representative is not named in
Appendix 1 (Contractor’s Representative) of the
Contract, then within fourteen (14) days of the
Effective Date, the Contractor shall appoint the
Contractor’s Representative and shall request the
Employer in writing to approve the person
appointed. The request must be accompanied by a
detailed curriculum vitae of the nominee, as well as
a description of any other responsibilities the
nominee would retain while performing the duties
of the Contractor’s Representative. If the Employer
does not object to the appointment within fourteen
(14) days, the Contractor’s Representative shall be
deemed to have been approved. If the Employer
objects to the appointment within fourteen (14)
days, providing reasons for the objection, the
Contractor shall appoint a replacement within
fourteen (14) days of such objection, in accordance
with this GC Sub-Clause 18.2.1.

18.2.2 | Subject to the extensions and/or limitations
specified in the Schedule of Requirements (if any),
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the Contractor’s Representative shall have the
authority to represent the Contractor on all day-to-
day matters relating to the System or arising from
the Contract. The Contractor’s Representative shall
provide the Project Manager with all the
Contractor’s notices, instructions, information, and
other communications under the Contract.

18.3

All  notices, instructions, information, and other
communications given by the Employer or the Project
Manager to the Contractor under the Contract shallybe
directed to the Contractor’s Representative or, .in Stheir
absence, to their deputy, except as otherwise provided for in
this Contract.

18.3.1 | The Contractor shall not revoke“the appointment
of the Contractor’s Representative without the
Employer’s prior written consent, which shall not
be unreasonably withheld. If the Employer
consents to such action, the Contractor shall
appoint another %person of equal or superior
qualifications as the Contractor’s Representative,
pursuant tof the_procedure set out in GC Sub-
Clause 18%2.1%

18.3.2 | They Contractor’s Representative and staff are
obliged to work closely with the Project Manager
and staff, act within their own authority, and
abide by directives issued by the Employer that
are consistent with the terms of the Contract. The
Contractor’s Representative is responsible for
managing the activities of its personnel and any
subcontracted personnel.

18.3.3 | The Contractor’s Representative may, subject to
the Employer’s approval (which shall not be
unreasonably withheld), delegate any of the
powers, functions, and authorities vested in them
to any person at any time. Any such delegation
may be revoked at any time. Any delegation or
revocation shall be subject to prior notice signed
by the Contractor’s Representative and shall
specify the powers, functions, and authorities
being delegated or revoked. No delegation or
revocation shall take effect unless and until a
copy thereof has been delivered to the Employer
and the Project Manager.

18.3.4 | Any act or exercise of powers, functions, and
authorities delegated to a person in accordance with
this GC Sub-Clause 18.3.4 shall be deemed to be an
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act or exercise by the Contractor’s Representative.

18.4

Objections and Removals

18.4.1 | The Employer may, by notice to the Contractor,
object to any representative or person employed
by the Contractor in the execution of the Contract
who, in the reasonable opinion of the Employer,
has behaved inappropriately, is incompetent, or is
negligent. The Employer shall provide evidence
of such behaviour, whereupon the Contpagtor
shall remove the person from work _oOn, the
System.

18.4.2 | If any representative or person employed by the
Contractor is removed in accorddnce with GC Sub-
Clause 18.4.1, the Contractor,/shall promptly
appoint a replacement where required.

19.Project Planning
and
Performance

19.1

If specified in the SOR, the Contractor shall develop, in
close cooperation with “the Employer and based on the
Preliminary Project Plan included in the Contractor’s bid, an
Agreed and Finalizéd) Project Plan encompassing the
activities specifiedan the’"SOR.

19.2

The AgreedtandWFinalized Project Plan will be prepared by
the Ceontractor and approved by the Employer in
accordance with the procedure specified in the SOR.

19.3

If tequired, the impact on the Implementation Schedule of
modifications agreed during the finalization of the Agreed
and Finalized Project Plan shall be incorporated into the
Contract by amendment, in accordance with GC Clause 44
(Extension of Time for Completion).

19.4

The Contractor shall undertake to supply, install, test, and
commission the Products and/or Services in accordance
with the SOR and the Agreed and Finalized Project Plan.

19.5

The progress reports and other reports specified in the
SOR shall be prepared by the Contractor and submitted to
the Employer in the format and frequency specified in the
SOR.

19.6

If at any time the Contractor’s actual progress falls behind
the project schedule described in the Agreed and Finalized
Project Plan, or it becomes apparent that it will fall behind,
the Contractor shall, at the request of the Employer or the
Project Manager, prepare and submit to the Project Manager
a revised project schedule, taking into account the prevailing
circumstances. The Contractor shall also notify the Project
Manager of the steps being taken to expedite progress to
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ensure Completion of the Facilities within the Time for
Completion under GC Sub-Clause 8.2, any extension thereof
entitled under GC Sub-Clause 44.1 (Extension of Time for
Completion), or any extended period as may otherwise be
agreed upon between the Employer and the Contractor.

20. Subcontracting

20.1

Appendix 3 (List of Approved Sub-Contractors) to the
Contract specifies critical items of supply or services and a
list of Sub-Contractors for each item that are considered
acceptable by the Employer. If no Sub-Contractors are listed
for an item, the Contractor shall prepare a list of /Sub-=
Contractors it considers qualified and wishes to be.added to
the list for such items. The Contractor may from’ time to
time propose additions to or deletions from_ dnyysuch list.
The Contractor shall submit any such, list or any
modification to the list to the Employer for its approval in
sufficient time so as not to impede the pregress of work on
the System. The Employer shall not withhold such approval
unreasonably. Approval by _the Employer of a Sub-
Contractor(s) shall not reli€éve the Contractor from any of its
obligations, duties, or responsibilities under the Contract.

20.2

The Contractor may{ at its discretion, select and employ
Sub- Contractors ffor stch critical items from those Sub-
Contractors, listed%pursuant to GC Sub-Clause 20.1. If the
Contractor wishesto employ a Sub-Contractor not so listed,
or subCentract an item not so listed, it must seek the
Employer’syprior approval under GC Sub-Clause 20.3.

20.3

Forsitems for which pre-approved Sub-Contractor lists have
net /been specified in Appendix 3 to the Contract, the
Contractor may employ such Sub-Contractors as it may
select, provided that:

i. The Contractor notifies the Employer in writing at least
twenty-eight (28) days prior to the proposed mobilization
date for such Sub-Contractor; and

i1. By the end of this period, either the Employer has granted
its approval in writing or fails to respond.

The Contractor shall not engage any Sub-Contractor to
which the Employer has objected in writing prior to the end
of the notice period. The absence of a written objection by
the Employer during the specified period shall constitute
formal acceptance of the proposed Sub-Contractor.

Except to the extent that it permits the deemed approval of
Sub-Contractors not listed in the Contract, nothing in this
Clause shall limit the rights and obligations of either the
Employer or the Contractor as specified in GC Sub-Clauses
20.1 and 20.2 or in Appendix 3 of the Contract.

20.4

Each subcontract shall include provisions that entitle the
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Employer to require the subcontract to be assigned to the
Employer under GC Sub-Clause 20.5 (if and when
applicable), or in the event of termination by the Employer
under GC Clause 46.

20.5

If a Sub-Contractor's obligations extend beyond the expiry
date of the relevant Defect Liability Period and the Project
Manager, prior to that date, instructs the Contractor to assign
the benefits of such obligations to the Employer, then the
Contractor shall do so.

21.Design and
Engineering

21.1

Technical Specifications and Drawings

21.1.1 | The Contractor shall execute the basic"and detailed
design and the implementation activities necessary
for successful provision of thé\Products and/or
Services in compliance withethe,provisions of the
Contract or, where not so specified, in accordance
with good industry practice:

The Contractorf shalll be responsible for any
discrepancies, erters, or omissions in the
specificationsg drawings, and other technical
documents it.hasyprepared, regardless of whether
such, decument§ have been approved by the
Prejeét, Mranager. This responsibility remains,
provided that such discrepancies, errors, or
emissions are not due to inaccurate information
furnished in writing to the Contractor by or on
behalf of the Employer.

23A.2 | The Contractor shall be entitled to disclaim
responsibility for any design, data, drawing,
specification, or other document, or any
modification of such design, drawings,
specification, or other documents provided or
designated by or on behalf of the Employer, by
giving notice of such disclaimer to the Project
Manager.

21.2

Codes and Standards

Wherever references are made in the Contract to codes and
standards in accordance with which the Contract shall be
executed, the edition or the revised version of such codes
and standards current at the date twenty-eight (28) days
prior to date of bid submission shall apply unless
otherwise specified in the SOR. During Contract
execution, any changes in such codes and standards shall
be applied after approval by the Employer and shall be
treated in accordance with GC Sub-Clause 43.3 (Changes
Originating from Contractor).
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21.3 | Approval/ Review of Technical Documents by Project
Manager
21.3.1 | The Contractor shall prepare or cause its Sub-

Contractors to prepare and furnish to the Project
Manager the documents listed in the Appendix to
the Contract titled List of Documents for Approval
or Review, for its approval or review as  specified
and  in accordance with the requirements of GC
Sub-Clause 19.1.

21.3.2 | Any part of the Products and/or Services“eovered
by or related to the documents to be appreved by
the Project Manager shall be executed only after
receiving the Project Manager’s appteval thereof.

21.3.3 | GC Sub-Clause 21.5 shall, "apply to those
documents requiring the"Project Manager’s
approval, but not testhose furnished to the Project
Manager for its x&view only.

21.4 | Any part of the Products and/or Services covered by or
related to the documents~requiring the Project Manager’s
approval shal]l be executed only after the Project Manager’s
approval ofithese doeuments.

21.5 | GC Sub=Clauses 21.3.2 through 21.3.3 shall apply to those

doecumeénts prequiring the Project Manager’s approval, but
not to'those furnished to the Project Manager for its review

only,

21.5.1

Within fourteen (14) days after receipt by the
Project Manager of any document requiring the
Project Manager’s approval in accordance with GC
Sub-Clause 21.4, the Project Manager shall either
return one copy of the document to the Contractor
with its approval endorsed on the document or shall
notify the Contractor in writing of its disapproval of
the document and the reasons for disapproval and
the modifications that the Project Manager
proposes. If the Project Manager fails to take such
action within the fourteen (14) days, then the
document shall be deemed to have been approved
by the Project Manager.

21.5.2

The Project Manager shall not disapprove any
document, except on the grounds that the document
does not comply with the Contract or that it is
contrary to good engineering practice.

2153

If the Project Manager disapproves the document,
the Contractor shall modify the document and
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resubmit it for the Project Manager’s approval in
accordance with GC Sub- Clause 21.4. If the
Project Manager approves the document subject to
modification(s), the Contractor shall make the
required modification(s), and the document shall be
deemed to have been approved.

2154

If any dispute or difference occurs between the
Employer and the Contractor in connection with or
arising out of the disapproval by the Project
Manager of any document and/or /Many
modification(s) to a document that cannot be settled
between the Parties within a reasonabl€¢ period,
then, in case the Contract includes .and%wames an
Adjudicator, such dispute may bevreferred to the
Adjudicator for determination in accordance
GC 52 (Disputes and Arbitration)If such dispute is
referred to an Adjudicatory,the Project Manager
shall give instructions a§ to whether and if so, how,
performance of she Contract is to proceed. The
Contractor shall “progeed with the Contract in
accordance with the Project Manager’s instructions,
provided that’ if the Adjudicator upholds the
Contractor®s View on the dispute and if the
Empleyeryhas not given notice under GC Clause
52sthenrthe Contractor shall be reimbursed by the
Employer for any additional costs incurred by
reason of such instructions and shall be relieved of
such responsibility or liability in connection with
the dispute and the execution of the instructions as
the Adjudicator shall decide, and the Time for
Operational ~ Acceptance shall be extended
accordingly.

21.5.5

The Project Manager’s approval, with or
without modification of the document furnished by
the Contractor, shall not relieve the Contractor of
any responsibility or liability imposed upon it by
any provisions of the Contract except to the extent
that any subsequent failure results from
modifications required by the Project Manager or
inaccurate information furnished in writing to the
Contractor by or on behalf of the Employer.

21.5.6

The Contractor shall not depart from any
approved document unless the Contractor has
first submitted an amended document to the
Project Manager and obtained the Project
Manager’s approval of the document, pursuant to
the provisions of GC Sub-Clause 21.5. If the
Project Manager requests any change in any
already approved document and/or in any
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document based on such an approved document,
the provisions of GC Clause 43 (Change in the
Facility) shall apply to such request.

22. Transport and | 22.1 | Subject to GC Clauses 9 and 14, the Contractor shall
Delivery manufacture or procure and transport all Products and/or
Services in an expeditious and orderly manner to the Project

Site.

22.2 | Delivery of the Products and/or Services shall be madepby
the Contractor in accordance with the Scheduley, of
Requirements (SOR).

22.3 | Early or partial deliveries require the explicit wfitten consent
of the Employer, which consent shall not be umreasonably
withheld.

22.4 | Transportation
22.4.1 | The Contractor shall'prowide such packing of the

Products and/or Services as is required to prevent
their damage or deterioration during shipment.
The packing; “marking, and documentation within
and outside the /packages shall comply strictly
withh the »Employer’s instructions to the
Contraetor.

22.4.2 4 TFhe"Contractor shall bear responsibility for and
cost of transport to the Project Sites in
accordance with the terms and conditions used in
the specification of prices in Appendix 6
(Revised Price Schedules) to the Contract,
including the terms and conditions of the
associated Incoterms.

22.4.3 | Unless otherwise specified in the PC, the
Contractor shall be free to use transportation
through carriers registered in any Eligible Country
and to obtain insurance from any Eligible Country.

22.5 | Unless otherwise specified in the PC, the Contractor shall

provide the Employer with shipping and other documents, as
specified below:

For Products supplied from outside the Employer’s Country:

(a) Upon shipment, the Contractor shall notify the Employer
and the insurance company contracted by the Contractor
to provide cargo insurance by cable, facsimile, electronic
mail, or Electronic Data Interchange (EDI) with the full
details of the shipment. The Contractor shall promptly
send the following documents to the Employer by
facsimile and email and hard copies Air mail and/or
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courier, as appropriate, with a copy to the cargo
insurance company:

(1) two copies of the Contractor’s invoice showing the
description of the Products, quantity, unit price, and
total amount.

(i1) usual transportation documents.
(ii1)insurance certificate.
(iv)certificate(s) of origin; and

(v)estimated time and point of arrival in the Employer’s
Country and at the Project Sites.

For Products supplied locally (i.e. from/within the
Employer’s Country):

(b) Upon shipment, the Contractor shall,notify the Employer

by cable, facsimile, electronic mail, o"/EDI with the full
details of the shipment. The.Contractor shall promptly
send the following documents t0 the Employer by mail
or courier, as appropriate:

(1) two copies of the Contrdctor’s invoice showing the

(i1) Products’ description, quantity, unit price, and total
amount.

(ii1)deliveryanote, railway receipt, or truck receipt.
(iv)eertificate of insurance.
(v)eertificate(s) of origin; and

(vi)estimated time of arrival at the Project Sites

22.6

Customs clearance

22.6.1 | The Employer shall bear responsibility for, and

cost of, customs clearance into the Employer’s
Country in accordance with the particular
Incoterm(s) used for Products supplied from
outside the Employer’s Country in the Price
Schedules referred to by Article 2 of the Contract.

22.6.2

At the request of the Employer, the Contractor shall
make available a representative or agent during the
process of customs clearance in the Employer’s
Country for Products supplied from outside the
Employer’s Country. In the event of delays in
customs clearance that are not the fault of the
Contractor:

(a) the Contractor shall be entitled to an extension
in the Time for Achieving Operational
Acceptance, pursuant to GC Clause 44
(Extension of Time for Completion);

(b) the Contract Price shall be adjusted to
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compensate the Contractor for any additional
storage charges that the Contractor may incur
as a result of the delay.

23. Product
Upgrades

23.1

At any point during the performance of the Contract, should
technological advances be introduced by the Contractor for
the Products and/or Services originally offered by the
Contractor in its bid and still to be delivered, the Contractor
shall be obligated to offer to the Employer the latest versions
of the available information technologies having equalior
better performance or functionality at the same or lessefunit
prices, pursuant to GC Clause 43 (Change in the Facility).

23.2

At any point during the performance of the (Comtract, for
Products and/or Services still to be delivered, the-Contractor
will also pass on to the Employer any cost réductions and
additional and/or improved support andsfaeilities that it offers
to other clients of the Contractor in the Employer’s Country,
pursuant to GC Clause 43 (Change injthe Facility).

23.3

During the performance of'the Contract, the Contractor shall
offer to the Employer all new/Versions, releases, and updates
of Standard Software{ as well as related documentation and
technical support servieess within thirty (30) days of their
availability, to, ‘other clients of the Contractor in the
Employer’s €ountry, and no later than twelve (12) months
after they are reéleased in the country of origin. In no case
will the priges for this Software exceed those quoted by the
Contracter in the Recurrent Costs tables in its bid.
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During the Warranty Period, unless otherwise specified in
the PC, the Contractor will provide at no additional cost to
the Employer all new versions, releases, and updates for all
Standard Software that are used in or with the Products
and/or Services, within thirty (30) days of their availability
from the Contractor to other clients of the Contractor in the
Employer’s country, and no later than twelve (12) months
after they are released in the Country of Origin of the
Software.

23.5

The Employer shall introduce all new versions, releases, or
updates of the Software within eighteen (18) months of
receipt of a production-ready copy of the new version,
release, or update, provided that the new version, release,
or update does not adversely affect System operation or
performance or require extensive reworking of the System.
In cases where the new version, release, or update
adversely affects System operation or performance, or
requires extensive reworking of the System, the Contractor
shall continue to support and maintain the version or
release previously in operation for as long as necessary to
allow introduction of the new version, release, or update.

167




In no case shall the Contractor stop supporting or
maintaining a version or release of the Software less than
twenty-four (24) months after the Employer receives a
production-ready copy of a subsequent version, release, or
update. The Employer shall use all reasonable endeavours
to implement any new version, release, or update as soon
as practicable, subject to the twenty-four-month-long stop
date.

24. Products and/or
Services

24.1

Prices charged by the Contractor for Products and/or
Services that are not included in the Contract shall be agreed
upon in advance by the parties (including, but not restricted
to, any prices submitted by the Contractor in the ‘Recurrent
Cost Schedules of its Bid) and shall not exceed.the'prevailing
rates charged by the Contractor to other Employers in the
Employer’s Country for similar Products,and/or Services.

25. Inspection and
Testing

25.1

The Employer or its representative shall have the right to
inspect and/or test any componénts of the Products and/or
Services, as specified in the SOR, or specify such tests to
be executed by the Contractor, to confirm their good
working order and/or ,conformity to the Contract at the
point of delivery and/or/at.the Project Site.

25.2

The Employer and,the Project Manager or their designated
representativies shall be entitled to attend the aforesaid test
and/or Aimspection, provided that the Employer shall bear
all costs and expenses incurred in connection with such
attendane€ including, but not limited to, all traveling and
board and lodging expenses.

25.3

Whenever the Contractor is ready to carry out any such
test and/or inspection, the Contractor shall give a
reasonable advance notice of such test and/or inspection
and of the place and time thereof to the Project Manager.
The Contractor shall obtain from any relevant third party
or manufacturer any necessary permission or consent to
enable the Employer and the Project Manager or their
designated representatives to attend the test and/or
inspection.

254

The Contractor shall provide the Project Manager with a
certified report of the results of any such test and/or
inspection.

25.5

If the Employer or Project Manager or their designated
representatives fail to attend the test and/or inspection, or if
it is agreed between the Parties that such persons shall not
do so, then the Contractor may proceed with the test and/or
inspection in the absence of such persons, and may provide
the Project Manager with a certified report of the results
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thereof.

25.6

The Project Manager may require the Contractor to carry
out any test and/or inspection not required by the Contract,
provided that the Contractor’s reasonable costs and
expenses incurred in the carrying out of such test and/or
inspection shall be added to the Contract Price. Further, if
such test and/or inspection impedes the progress of work
on the Facilities and/or the Contractor’s performance of its
other obligations under the Contract, due allowance will
be made in respect of the Time for Completion andsthe
other obligations so affected.

25.7

If any component of the Products and/or Services fails to
pass any test and/or inspection, the Contragtoryshall either
rectify or replace such component and shall répeat the test
and/or inspection upon giving a noticeunder GC Sub-Clause
25.3.

25.8

If any disputes shall arise between*the parties in connection
with or caused by an inspection and/or with regard to any
component to be incorporated in the Products and/or
Services that cannot be settled amicably between the parties
within a reasonableyperiod/ of time, either party may invoke
the process pursuant to GC Clause 52 (Disputes and
Arbitration), Astatting with referral of the matter to the
Adjudicatot,in €ase an Adjudicator is included and named in
the Contraet:
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26. Completion

26.1

As soon as the Products and Services have, in the opinion of
the Contractor, been delivered, testing made ready for
Commissioning and Operational Acceptance Testing in
accordance with the Schedule of Requirements and the
Agreed and Finalized Project Plan, the Contractor shall so
notify the Employer in writing.

The User Acceptance Testing shall be carried out by the
Employer as per the timelines indicated in the
implementation schedule in Section VI (Schedule hof
Requirements) or as per the timelines agreed duringsthe
project planning stage. In case of any unforeseen, delays
identified by the Employer in completion of the aeceptance
testing or issuing the acceptance certificate, the\Employer
shall notify the Contractor within a reasonabletime period
with the specific reasons for delays and accordingly a revised
timeline shall be agreed for completiomwoftacceptance testing
or issuing the installation certificate,

The Project Manager shall,within_fourteen (14) days after
receipt of the Contractor’stmotice under GC Sub-Clause 26.1,
either issue an Acceptance Cextiticate.

26.2

The Project Managersshall, within fourteen (14) days after
receipt of the Contractef’s notice under GC Sub-Clause
26.1, eithen,issue jan Installation Certificate in the form
specified in"the Contract Forms Section in the Procurement
Documents, “stating that the Installation of the IT Products
has” been_achieved by the date of the Contractor’s notice
dfider GC Clause 26.1, or notify the Contractor in writing of
any defects and/or deficiencies, including, but not limited to,
defects or deficiencies in the interoperability or integration
of the various components making up the IT Products and
Installation Services. The Contractor shall use all reasonable
endeavors to promptly remedy any defect and/or
deficiencies that have been notified to the Contractor by the
Project Manager. The Contractor shall then promptly carry
out retesting of the IT Products and Installation Services
and, when in the Contractor’s opinion they are ready for
Commissioning and Operational Acceptance Testing, notify
the Employer in writing, in accordance with GC Sub-Clause
26.1. The procedure set out in this Sub-Clause GC 26.2 shall
be repeated, as necessary, until the Installation Certificate is
issued.

26.3

If the Project Manager fails to issue the Installation
Certificate and fails to inform the Contractor of any defects
and/or deficiencies within fourteen (14) days after receipt of
the Contractor’s notice under GC Sub-Clause 26.1, or if the
Employer puts the IT Products and Installation Services into
production operation, then the IT Products and Installation
Services shall be deemed to have achieved successful
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Installation as of the date of the Contractor’s notice or
repeated notice, or when the Employer put the IT Products
and Installation Services into production operation, as the
case may be.

27. Commissioning
and Operational
Acceptance

27.1

Commissioning and Operational Acceptance

27.1.1

Commissioning of all Products of Issuance System
and Relevant Public Key Infrastructure components
and/or Services shall be commenced by the
Contractor:

(a) immediately after issuance of the Installation

Certificate (ISO etc.) is issued by the
Employer pursuant to GC Subclause, 2672, or.

(b) as otherwise specified in “the?» Technical
Requirements (specified in the’SOR) or the
Agreed and Finalized Pr@jectPlan. Or

(c) immediately after Installation occurred, under
GC Sub-Clayse™26.3x

27.1.2

The Employer shall /supply the operating and
technical personnel and all materials and
information (reasonably required to enable the
Contractor«to cdrry out its obligations with respect
to Commissioning. Production use of the IT
Products, and/or Services shall not commence prior
to theystart of the formal Operational Acceptance
Testing.

27.2

Qperationdl Acceptance Test

27.21

The Operational Acceptance Tests (and repeats of
each tests) shall be the primary responsibility of the
Employer (in accordance with GC Sub-Clause
10.10), but shall be conducted with the full
cooperation of  the Contractor  during
Commissioning of the IT Products and Installation
Services to ascertain whether they conform to the
SOR and meets the standard of performance quoted
in the Contractor’s bid, including, but not restricted
to, the functional and technical performance
requirements. The Operational Acceptance Tests
during Commissioning will be conducted as
specified in the SOR and/or the Agreed and
Finalized Project Plan.

27.2.2

At the Employer’s discretion, Operational
Acceptance Tests may also be performed on
replacement Products, upgrades and new version
releases, and Products that are added or field-
modified after Operational Acceptance of the
System.

2723

If for reason attributable to the Employer, the
Operational Acceptance Test of the IT Products and
Installation Services cannot be successfully
completed within the period specified in the SOR,
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from the date of Installation or any other period
agreed upon in writing by the Employer and the
Contractor, the Contractor shall be deemed to have
fulfilled its obligations with respect to the technical
and functional aspects of the SOR and/or the
Agreed and Finalized Project Plan, and GC Sub-
Clauses 28.2 and 28.3 (Completion Time
Guarantee) shall not apply.

27.3

Operational Acceptance

27.3.1

Subject to GC Sub-Clause 27.4 (Partral
Acceptance) below, Operational Acceptance/shall
occur in respect of the IT Products and Installation
Services when (a) the Operational Acceptance
Tests, specified in the SOR and/or /Agréed and
Finalized Project Plan have been “successfully
completed; or (b) the Operational Aceeptance Tests
have not been successfully completed or have not
been carried out for reasons that'are attributable to
the Employer within the period from the date of
Installation or any other “agreed-upon period as
specified in GC Clause27.2.3 above; or (c) the
Employer has putithe System into production or use
for sixty (60) conseeutive days. If the System is put
into production or” use in this manner, the
Contractor shall) notify the Employer and document
such use.

27.3.2

Atfanystime after any of the events set out in GC
Sub=-%Clause 27.3.1 above have occurred, the
ContraCtor may give a notice to the Project
Manager requesting the issue of an Operational
Acceptance Certificate.

27.3.3

After consultation with the Employer, and within
fourteen (14) days after receipt of the Contractor’s
notice, the Project Manager shall: (a) issue an
Operational Acceptance Certificate; or (b) notify
the Contractor in writing of any defect or
deficiencies or other reason for the failure of the
Operational Acceptance Tests; or (c) issue the
Operational Acceptance Certificate, if the situation
covered by GC Clause 27.3.1 (b) arises.

2734

The Contractor shall use all reasonable endeavors to
promptly remedy any defect and/or deficiencies
and/or other reasons for the failure of the
Operational Acceptance Test that the Project
Manager has notified to the Contractor. Once such
remedies have been made by the Contractor, the
Contractor shall notify the Employer, and the
Employer, with the full cooperation of the
Contractor, shall use all reasonable endeavors to
promptly carry out retesting of the IT Products and
Installation  Services. Upon the successful
conclusion of the Operational Acceptance Tests, the
Contractor shall notify the Employer of its request
for Operational Acceptance Certification, in
accordance with GC Sub-Clause 27.3.2. The
Employer shall then issue to the Contractor the
Operational Acceptance Certification in accordance

172




with GC Sub-Clause 27.3.3 (a), or shall notify the
Contractor of further defects, deficiencies, or other
reasons for the failure of the Operational
Acceptance Test. The procedure set out in this GC
Sub-Clause 27.3.4 shall be repeated, a necessary,
until the Operational Acceptance Certificate is
issued.

27.3.5

If the System or Subsystem fails to pass the
Operational Acceptance Test(s) in accordance with
GC Sub Clause 27.2, then either: (a) the Employer
may consider terminating the Contract, pursuanti{o
GCClause 47 (Termination for Contragter’s
Default), or (b) if the failure to achieve Operational
Acceptance within the specified time petiod 1s a
result of the failure of the Employer e fuilfill its
obligations under the Contract, then the Contractor
shall be deemed to have fulfilled¥its Jobligations
with respect to the relevant technical and functional
aspects of the Contract, and GC\Sub-Clauses 30.3
and 30.4 (Functional Guarantees) shall not apply.

27.3.6

If within fourteen (d4)%days after receipt of the
Contractor’s notice, the Project Manager fails to
issue the Operational Acceptance Certificate or fails
to inform the Contractor in writing of the justifiable
reasons why the Project Manager has not issued the
Operational Aeceptance Certificate, the IT Products
and Installation.Services shall be deemed to have
been aecepted as of the date of the Contractor’s said
notice

27.4

Partial Aceeptance

2741

If so specified in the SOR for GC Sub-Clause 27.2,
Installation and Commissioning shall be carried out
individually for each identified major component of
the IT Products and Installation Services. In this
event, the provisions in the Contract relating to
Installation and Commissioning, including the
Operational Acceptance Test, shall apply to each
such  major component individually, and
Operational Acceptance Certificate(s) shall be
issued accordingly for each such major component,
subject to the limitations contained in GC
Sub Clause 27.4.2.

27.4.2

The issuance of Operational Acceptance
Certificates for individual major components
pursuant to GC Sub-Clause 27.4.1 shall not relieve
the Contractor of its obligation to obtain an
Operational Acceptance Certificate for the IT
Products and Installation Services as a whole once
all major components have been supplied, installed,
tested, and commissioned.

2743

In the case of minor components for the IT Products
and Installation Services that by their nature do not
require  Commissioning or an Operational
Acceptance Test, the Project Manager shall issue an
Operational Acceptance Certificate within fourteen
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(14) days after such components have been
delivered and/or installed or the site works have
been completed. The Contractor shall, however, use
all reasonable endeavors to promptly remedy any
defects or deficiencies in such minor components
detected by the Employer or Contractor.

F. GUARANTEES AND LIABILITIES

28. Completion
Time Guarantee

28.1

The Contractor guarantees that it shall complete the
supply, installation, commissioning, and achieye
operational acceptance of the Products and/or Ser¥iges
within the time periods specified in the Implementation
Schedule and/or Agreed and Finalized Project) Plan
pursuant to GC Sub-Clause 8.2, or within suchyextended
time to which the Contractor shall be enfitled~under GC
Clause 44 (Extension of Time for Completion).

28.2

If the Contractor fails to supply,_ install, commission, and
achieve Operational Acceptance of the Products and/or
Services within the time for achieving Operational
Acceptance specified in thes\lmplementation Schedule or the
Agreed and Finalized Project Plan, or any extension of the
time for achieving( Operational Acceptance previously
granted under GO\ Clause 44 (Extension of Time for
Completion), the“Contractor shall pay to the Employer
liquidated damages at the rate specified in the PC as a
percentage ‘of the Contract Price, or the relevant part of the
Contrac¢t Price if a major component of the Products and/or
Serviees has not achieved Operational Acceptance. The
aggregate amount of such liquidated damages shall in no
event exceed the amount specified in the PC (—the
Maximuml). Once the Maximum is reached, the Employer
may consider termination of the Contract, pursuant to GC
Sub-Clause 47 (Termination for Contractor’s Default).

28.3

Unless otherwise specified in the PC, liquidated damages
payable under GC Sub-Clause 28.2 shall apply only to the
failure to achieve Operational Acceptance of the Products
and/or Services as specified in the Implementation Schedule
and/or Agreed and Finalized Project Plan. This GC Sub-
Clause 28.3 shall not limit, however, any other rights or
remedies the Employer may have under the Contract for
other delays.

284

If liquidated damages are claimed by the Employer for the
Products and/or Services, the Contractor shall have no
further liability whatsoever to the Employer in respect to the
Operational Acceptance time guarantee for the System (or
Subsystem). However, the payment of liquidated damages
shall not in any way relieve the Contractor from any of its
obligations to complete the Products and/or Services or from
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any other of its obligations and liabilities under the Contract.

29. Defect Liability

29.1

The Contractor warrants that for the period specified in
the SOR, all Products, including Documentation, and/or
Services (to the extent relevant) to be delivered under this
contract:

(a) shall be free from defects in the design, engineering,
and workmanship.

(b) are newly manufactured, unused, and incorporate all
recent material improvements in design; and

(c) complies with or exceeds the Technical Specifications
in the SOR. Exceptions and/or limitations, if any, o this
warranty with respect to Software (or categOries» of
Software) shall be as specified in the PC. Commercial
warranty provisions of products supplied umder the
Contract shall apply to the extent that theyado not conflict
with the provisions of this Contract.

29.2

In addition, the Contractor warrants that:

(a) all Products components to” be) incorporated into the
System form part of~the, ‘€entractor’s and/or Sub-
Contractor’s current product lines,

(b) they have been previouslyteleased to the market, and

(c) those specific itéms identified in the PC (if any) have
been in the market for at least the minimum periods
specifiedein the PC.

293

The WarrantyyPeriod shall commence from the date of
Operational "Acceptance of the Products and/or Services
and shall extend for the length of time specified in the PC.

29.4

If during the Warranty Period any defect as described in GC
Sub-Clause 29.1 should be found in the design, engineering,
Documentation, and workmanship of the Products and/or
Services provided by the Contractor, the Contractor shall
promptly, in consultation and agreement with the Employer
regarding appropriate remedying of the defects, and at its
sole cost, repair, replace, or otherwise make good (as the
Contractor shall, at its discretion, determine) such defect as
well as any damage to the Products and/or Services caused
by such defect. Any defective Products and/or Services that
have been replaced by the Contractor shall remain the
property of the Contractor.

29.5

The Contractor shall not be responsible for the repair,
replacement, or making good of any defect or of any
damage to the Products and/or Services arising out of or
resulting from any of the following causes:

(a) improper operation or maintenance of the Product
and/or Service by the Employer.

(b) normal wear and tear.

(c) use of the Products and/or Services with items not
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supplied by the Contractor, unless otherwise identified
in the Schedule of Requirements, or approved by the
Contractor; or

(d) modifications made to the Products and/or Services by
the Employer, or a third party, not approved by the
Contractor.

29.6

The Contractor’s obligations under this GC Clause 29 shall
not apply to:

(a) any materials that are normally consumed in operation
or have a normal life shorter than the WarrantyPeriod;
or

(b) any designs, specifications, or other ,data ydesigned,
supplied, or specified by or on behalf’ of the Employer
or any matters for which the Contractowhas disclaimed
responsibility in writing and has been accepted by the
Employer.

29.7

The Employer shall givedthe Contractor a notice promptly
following the discovery of such defect, stating the nature of
any such defect together with all available evidence.

29.8

The Contractor ghay, with the consent of the Employer,
remove from the Site any Products and/or Services that are
defective, if the nature of the defect and/or any damage to
the Products,and/or Services caused by the defect is such
that repairsvcannot be expeditiously carried out at the Site.
Iythenrepair, replacement, or making good is of such a
character that it may affect the efficiency of the Products
and/or Services, the Employer may give the Contractor
notice requiring that tests of the defective part be made by
the Contractor immediately upon completion of such
remedial work, whereupon the Contractor shall carry out
such tests.

29.9

If such part fails the tests, the Contractor shall carry out
further repair, replacement, or making good (as the case may
be) until that part of the IT Product and/or Service passes
such tests. The tests shall be agreed upon by the Employer
and the Contractor.

29.10

If the Contractor fails to commence the work necessary to
remedy such defect or any damage to the IT Product and/or
Service caused by such defect within the time period
specified in the PC, the Employer may, following notice to
the Contractor, proceed to do such work or contract a third
party (or parties) to do such work, and the reasonable costs
incurred by the Employer in connection with such work shall
be paid to the Employer by the Contractor or may be
deducted by the Employer from any monies due to the
Contractor or claimed under the performance security (refer
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GC Sub-Clause 13.3 (Performance Security)).

29.11

If the Products and/or Services cannot be used by reason of
such defect and/or making good of such defect, the Warranty
Period for the Products and/or Services shall be extended by
a period equal to the period during which the Products and/or
Services could not be used by the Employer because of such
defect and/or making good of such defect.

29.12

Items substituted for defective parts of the IT Product and/or
Service during the Warranty Period shall be covered by, the
Defect Liability Period for the remainder of the Wasranty
Period applicable for the part replaced or three (3) months,
whichever is greater.

29.13

At the request of the Employer and without, prejudice to any
other rights and remedies that the Employermay have against
the Contractor under the Contract, the Contractor will offer
all possible assistance to the Employer to seek warranty
services or remedial actioh from™any subcontracted third-
party producers or licensors of Products and/or Services,
including without limitation asSignment or transfer in favor of
the Employer of the benefit of any warranties given by such
producers or licensoss to/the Contractor.

30. Functional
Guarantees

30.1

The Contraetoryguarantees that during the Operational
Acceptance, the Products and/or Services and all parts
thereof/shall attain the Functional Guarantees, subject to
and wponethe conditions therein specified.

30.2

If, for reasons attributable to the Contractor, the minimum
level of the Functional Guarantees are not met either in
whole or in part, the Contractor shall at its cost and expense
make such changes, modifications, and/or additions to the
Products and/or Services or any part thereof as may be
necessary to meet at least the minimum level of such
Guarantees. The Contractor shall notify the Employer upon
completion of the necessary changes, modifications, and/or
additions, and shall request the Employer to repeat the
Operational Acceptance Test until the minimum level of the
Guarantees has been met. If the Contractor eventually fails
to meet the minimum level of Functional Guarantees, the
Employer may consider termination of the Contract,
pursuant to GC Clause 47 (Termination for Contractor’s
Default).

30.3

If, for reasons attributable to the Contractor, the Functional
Guarantees are not attained either in whole or in part, but the
minimum level of the Functional Guarantees is met, the
Contractor shall, at the Contractor’s option, either

(a) make such changes, modifications and/or additions to
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the Facilities or any part thereof that are necessary to
attain the Functional Guarantees at its cost and expense,
and shall request the Employer to repeat the Operational
Acceptance Test; or

(b) pay liquidated damages to the Employer in respect of the
failure to meet the Functional Guarantees.

30.4

The payment of liquidated damages under GC Sub-Clause
30.3, up to the limitation of liability specified in  the
Appendix to the Contract titled Functional Guarantees,
shall completely satisfy the Contractor’s guarantees under
GC Sub-Clause 30.3, and the Contractor shall“have no
further liability whatsoever to the Employen, insfespect
thereof. Upon the payment of such liquidat€d,damages by
the Contractor, the Project Managerq shall issue the
Operational Acceptance Certificate for‘the Facilities or any
part thereof in respect of which the liquidated damages
have been so paid.
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31. Intellectual
Property Rights
Warranty

31.1

The Contractor here by represents and warrants that:

(a) the Products and/or Services as supplied, installed, tested
and accepted.

(b) use of the Products and/or Services in accordance with
the Contract; and

(c) copying of the Software and Documentation provided to
the Employer in accordance with the Contract

Do not and will not infringe any Intellectual Property Rights
held by any third party and that it has all necessary rights, or
at its sole expense shall have secured in writing all“transfers
of rights and other consents necessary to, makKe the
assignments, licenses, and other transfers qof Intellectual
Property Rights and the warranties set forth“in the Contract,
and for the Employer to own or exetciseyall Intellectual
Property Rights as provided in the, Contract. Without
limitation, the Contractor shall seeure=all necessary written
agreements, consents, andsstrtansfers of rights from its
employees and other persons ot entities whose services are
used for development of the Broducts and/or Services.

32. Intellectual
Property Rights
Indemnity

32.1

The Contractor shall, indemnify and hold harmless the
Employer and its/employ€es and officers from and against
any and alkloésesyliabilities, and costs (including losses,
liabilities, andycosts incurred in defending a claim alleging
such a liability), that the Employer or its employees or
officers, may suffer as a result of any infringement or
alleged, infringement of any Intellectual Property Rights.

32.2

Such indemnity shall not cover any use of the Products
and/or Services, including the Documentation, other than for
the purpose indicated by or to be reasonably inferred from
the Contract, any infringement resulting from the use of the
Products and/or Services, or any secondary Products and/or
Services that result thereby in association or combination
with any Products and/or Services not supplied by the
Contractor, where the infringement arises because of such
association or combination and not because of use of the
Products and/or Services in its own right.
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Such indemnities shall also not apply if any claim or
infringement:

(a) is asserted by a parent, subsidiary, or affiliate of the
Employer’s organization.

(b) is a direct result of a design mandated by the Employer’s
SOR and the possibility of such infringement was duly
noted in the Contractor’s bid; or

(c) results from the alteration of the Products and/or
Services, including the Documentation, by the Employer
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or any persons other than the Contractor or a person
authorized by the Contractor.

32.4

If a claim of infringement of Intellectual Property Rights is
made or threatened by a third party, the Employer will allow
the Contractor, at the Contractor’s expense, to either:

(a) obtain for the Employer the right to continued use of the
Products and/or Services; or

(b) replace or modify the Products and/or Services so that
the alleged infringement ceases so long as the Preducts
and/or Services continue to provide the Customies, with
equivalent functionality and performance as fequired in
the SOR

32.5

The Employer shall indemnify and Held pharmless the
Contractor and its employees, officers, and Sub-
Contractors from and against any and all losses, liabilities,
and costs incurred in defending ‘a claim alleging such
liability) that the Contractor on 1ts”employees, officers, or
Sub-Contractors may suffer as a result of any infringement
or alleged infringement of any Intellectual Property Rights
arising out of or id ¢onnection with any design, data,
drawing, specificationy” of other documents or materials
provided to the Centractor in connection with this Contract
by the Employemor any persons (other than the Contractor)
contracted by the Employer, except to the extent that such
losses, (liabilities, and costs arise as a result of the
Contracter’s breach of GC Sub-Clause 32.8.

32.6

Such indemnity shall not cover any use of the design, data,
drawing, specification, or other documents or materials, other
than for the purpose indicated by or to be reasonably inferred
from the Contract, or any infringement resulting from the use
of the design, data, drawing, specification, or other documents
or materials, or any products produced thereby, in association
or combination with any other Products and/or Services not
provided by the Employer or any other person contracted by
the Employer, where the infringement arises because of such
association or combination and not because of the use of the
design, data, drawing, specification, or other documents or
materials in its own right.

32.7

Such indemnities shall also not apply:

(a) if any claim of infringement is asserted by a parent,
subsidiary, or affiliate of the Contractor’s organization.

(b) to the extent that any claim of infringement caused by
the alteration, by the Contractor, or any persons
contracted by the Contractor, of the design, data,
drawing, specification, or other documents or materials
provided to the Contractor by the Employer, or any
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persons contracted by the Employer

32.8

If any proceedings are brought or any claim is made against
the Contractor arising out of the matters referred to in GC
Sub-Clause 32.5, the Contractor shall promptly give the
Employer notice of such proceedings or claims, and the
Employer may at its own expense and in the Contractor’s
name conduct such proceedings or claim and any
negotiations for the settlement of any such proceedings or
claim. If the Employer fails to notify the Contractor within
twenty- eight (28) days after receipt of such notice that it
intends to conduct any such proceedings or claim,gthen the
Contractor shall be free to conduct the same on its own
behalf. Unless the Employer has so failed. to“motify the
Contractor within the twenty-eight (28) days, the’Contractor
shall make no admission that may be  prejudicial to the
defence of any such proceedings orselaim’. The Contractor
shall, at the Employer’s requesty,afford all available
assistance to the Employer in_conducting such proceedings
or claim and shall be reimbursed by the Employer for all
reasonable expenses incurred invso doing.

33. Limitation of
Liability

33.1

Except in cases of criminal negligence or wilful misconduct,
and

IntellectualaProperty Rights Indemnity claims pursuant to
Clause 32:

(a) neitherParty shall be liable to the other Party, whether in
contract, tort, or otherwise, for any indirect or
consequential loss or damage, loss of use, loss of
production, or loss of profits or interest costs, which may
be suffered by the other Party in connection with the
Contract, other than specifically provided as any
obligation of the Party in the Contract, and

(b) the aggregate liability of the Contractor to the Employer,
whether under the Contract, in tort or otherwise, shall
not exceed the amount resulting from the application of
the multiplier specified in the PC, to the Contract Price
or, if a multiplier is not so specified, the total Contract
Price, provided that this limitation shall not apply to the
cost of repairing or replacing defective equipment, or to
any obligation of the Contractor to indemnify the
Employer with respect to patent infringement.

34. Criminal
Charges and
Convictions

34.1

The Contractor warrants that it has disclosed and will
continue to disclose during the term of this Contract full
details of all criminal convictions and all pending criminal
charges against it or any of its personnel, associates, or
Sub-Contractors that would reasonably be expected to
adversely affect the Contractor or the Contractor’s
capacity to fulfill its obligations under this Contract. The
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Contractor is not required to provide information to the
Contractor in a form or in a manner which would cause the
Contractor to breach the privacy of the individual, but the
Contractor will take all reasonable steps to either:

Provide sufficient information to enable the Employer to
assess the level of any risk or conflict posed to it by the
existence of such conviction or pending charge; or

Take such steps as necessary to ensure that the person who
is the subject of the conviction or pending charge cease$do
be directly or indirectly involved with this Contract.

34.2

A failure to make any such disclosure will be treated as a
material breach of this Contract.

G.

RISK DISTR

IBUTION

3s.

Transfer of
Ownership

35.1

With the exception of any Softwate and Documentation,
the ownership of the Products and/or Services shall be
transferred to the Employer at the time of Delivery or
otherwise under terms that may be agreed upon and
specified in the Contract.

35.2

Ownership and the, tesmgs of usage of any Software and
Documentation “supplied under the Contract shall be
governed by, GE€ Clause 15 (Intellectual Property and
Copyright),and’any elaboration in the SOR.

35.3

Ownership’ of the Contractor’s Equipment used by the
Contractor and its Sub-Contractors in connection with the
Contract shall remain with the Contractor or its Sub-
Contractors.
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36.

Care of
Products and/or
Services

36.1

The Contractor shall be responsible for the care and
custody of the Products and/or Services or any part
thereof until the date of Completion of the Products
and/or Services pursuant to GC Clause 26 (Completion)
or, where the Contract provides for Completion of the
Products and/or Services in parts, until the date of
Completion of the relevant part, and shall make good at
its own cost any loss or damage that may occur to the
Products and/or Services or the relevant part thereof from
any cause whatsoever during such period. The Contra¢tor
shall also be responsible for any loss or damage, toszthe
Products and/or Services caused by the Contracter ‘or its
Sub-Contractors in the course of any work carried out,
pursuant to GC Clause 29 (Defeet “Liability).
Notwithstanding the foregoing, the Contractor shall not
be liable for any loss or damage to the“Products and/or
Services or that part thereof caused*by*reason of any of
the matters specified or referred.to“insparagraphs (a), (b),
and (c¢) of GC Sub-Clauses 36.2 and 42.1 (War Risks).

36.2

If any loss or damage oe¢eurs to the Products and/or
Services or any pafrt thereof or to the Contractor’s
temporary Products and/or Services by reason of

(a) Insofar, asthey relate to the country where the Site is
located,~muclear reaction, nuclear radiation, radioactive
cofitamination, pressure wave caused by aircraft or other
aerial ‘yobjects, or any other occurrences that an
expetienced contractor could not reasonably foresee, or if
teasonably foreseeable, could not reasonably make
provision for or insure against, insofar as such risks are not
normally insurable on the insurance market and are
mentioned in the general exclusions of the policy of
insurance, including War Risks and Political Risks, taken
out under GC Clause 38 (Insurance) hereof; or

(b) Any use or occupation by the Employer or any third party
other than a Sub-Contractor, authorized by the Employer,
of any part of the Products and/or Services; or

(c) Any use of or reliance upon any design, data, or
specification provided or designated by or on behalf of the
Employer, or any such matter for which the Contractor has
disclaimed responsibility herein,

(d) The Employer shall pay to the Contractor all sums payable
in respect of the Products and/or Services executed,
notwithstanding that the same be lost, destroyed, or
damaged, and will pay to the Contractor the replacement
value of all temporary facilities and all parts thereof lost,
destroyed, or damaged. If the Employer requests the
Contractor in writing to make good any loss or damage to
the Products and/or Services thereby occasioned, the

183




Contractor shall make good the same at the cost of the
Employer in accordance with GC Clause 43 (Change in
the Facilities). If the Employer does not request the
Contractor in writing to make good any loss or damage to
the Products and/or Services thereby occasioned, the
Employer shall either request a change in accordance with
GC Clause 43, excluding the performance of that part of
the Products and/or Services thereby lost, destroyed, or
damaged, or, where the loss or damage affects a
substantial part of the Products and/or Services, the
Employer shall terminate the Contract pursuant, fosGC
Sub-Clause 46.1 hereof.

36.3

The Contractor shall be liable for any loss of or damage to
any Contractor’s Equipment, or any otherproperty of the
Contractor used or intended to be used for purposes of the
Products and/or Services, except

(a) as mentioned in GC Sub-Clause 36.2 with respect to the
Contractor’s temporaryProducts and/or Services, and

(b) where such loss ordamage arises by reason of any of the
mattersspecifiedinGCSub-Clauses36.2(b)and(c)and 42.1
(War Risks)

36.4

With respect, to” any loss or damage caused to the
Products, and/or Services or any part thereof or to the
Contractor»s Equipment by reason of any of the matters
specified in GC Sub-Clause 42.1, the provisions of GC
Sub-Clause 42.3 shall apply.

37. Loss of or
Damage to
Property;
Accident or
Injury to
Workers;
Indemnifieation

37.4

The Contractor and each and every Sub-Contractor shall
abide by the job safety, insurance, customs, and
immigration measures prevalent and laws in force in the
Employer’s Country.

37.2

Subject to GC Sub-Clause 37.3, the Contractor shall
indemnify and hold harmless the Employer and its employees
and officers from and against any and all suits, actions or
administrative  proceedings, claims, demands, losses,
damages, costs, and expenses of whatsoever nature, including
attorney’s fees and expenses, in respect of the death or injury
of any person or loss of or damage to any property other than
the Products and/or Services whether accepted or not, arising
in connection with the supply and installation of the Products
and/or Services and by reason of the negligence of the
Contractor or its Sub-Contractors, or their employees, officers
or agents, except any injury, death or property damage caused
by the negligence of the Employer, its contractors,
employees, officers or agents.
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37.3

If any proceedings are brought or any claim is made against
the Employer that might subject the Contractor to liability
under GC Sub-Clause 37.2, the Employer shall promptly
give the Contractor notice thereof, and the Contractor may, at
its own expense and in the Employer’s name, conduct such
proceedings or claim and any negotiations for the settlement
of any such proceedings or claim. If the Contractor fails to
notify the Employer within twenty-eight (28) days after
receipt of such notice that it intends to conduct any such
proceedings or claim, then the Employer shall be free“to
conduct the same on its own behalf. Unless the Contractor
has so failed to notify the Employer within the twenty-€ight
(28) day period, the Employer shall make no admission that
may be prejudicial to the defence of any such psoceedings or
claim. The Employer shall, at the Contracter’s\cequest, afford
all available assistance to the Contractomin/€onducting such
proceedings or claim and shall be reimbursed by the
Contractor for all reasonable expefises incurred in so doing.

37.4

The Employer shall indemnify and hold harmless the
Contractor and its employees, officers, and Sub-
Contractors from any<and all losses, liabilities, and costs
(including losses, ‘habilities, and costs incurred in
defending a» claimy alleging such liability) that the
Contractorer’its employees, officers, or Sub-Contractors
may suffer(as a,result of the death or personal injury of any
person of]oss of or damage to property of the Employer,
other, than/the Products and/or Services not yet achieving
Operatienal Acceptance, that is caused by fire, explosion,
ef any other perils, in excess of the amount recoverable
from insurances procured under GC Clause 38 (Insurance),
provided that such fire, explosion, or other perils were not
caused by any act or failure of the Contractor.

37.5

If any proceedings are brought or any claim is made against
the Contractor that might subject the Employer to liability
under GC Sub-Clause 37.4, the Contractor shall promptly
give the Employer notice of such proceedings or claims, and
the Employer may at its own expense and in the Contractor’s
name conduct such proceedings or claim and any
negotiations for the settlement of any such proceeding or
claim. If the Employer fails to notify the Contractor within
twenty-eight (28) days after receipt of such notice that it
intends to conduct any such proceedings or claim, then the
Contractor shall be free to conduct the same on its own
behalf. Unless the Employer has so failed to notify the
Contractor within twenty-eight (28) days, the Contractor
shall make no admission that may be prejudicial to the
defence of any such proceedings or claim. The Contractor
shall, at the Employer’s request, afford all available
assistance to the Employer in conducting such proceedings or
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claim and shall be reimbursed by the Employer for all
reasonable expenses incurred in so doing.

37.6

The Party entitled to the benefit of an indemnity under this
GC Clause 37 shall take all reasonable measures to mitigate
any loss or damage which has occurred. If the Party fails to
take such measures, the other Party’s liabilities shall be
correspondingly reduced

38. Insurance

38.1

To the extent specified in the Appendix to the Contrdct
titled Insurance Requirements, the Contractor shall sat its
expense take out and maintain in effect, or cause“to 'be
taken out and maintained in effect, during the perforimance
of the Contract, the insurances set forth below m the sums
and with the deductibles and other conditiensispecified in
the said Appendix. The identity of the“insurers and the
form of the policies shall be subjectto the approval of the
Employer, who should not unreasenably withhold such
approval.

38.1.1 | Cargo Insurance During Transport

As applicableg 110” percent of the price of the
Products covering)the Products at the Site from all
risks, of gphysical’loss or damage (excluding only
perils Acommonly excluded under —all risksl
insdrance policies of this type of reputable
Insurets) occurring prior to  Operational
Acceptance of the Products and/or Services

38.1.2 | Installation All Risks Insurance

Covering physical loss or damage to the Products
and/or Services at the Site, occurring prior to
Completion of the Facilities, with an extended
maintenance coverage for the Contractor’s liability
in respect of any loss or damage occurring during
the Defect Liability Period while the Contractor is
on the Site for the purpose of performing its
obligations during the Defect Liability Period.

38.1.3 | Third Party Liability Insurance

Covering bodily injury or death suffered by third
parties, including the Employer’s personnel, and loss
of or damage to property occurring in connection
with the supply and installation of the Products
and/or Services.

38.1.4 | Automobile Liability Insurance

Covering use of all vehicles used by the Contractor
or its Sub-Contractors, whether or not owned by
them, in connection with the execution of the
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Contract.

38.1.5 | Workers ‘Compensation

In accordance with the statutory requirements
applicable in any country where the Contractor or
any part thereof is executing the Contract.

38.1.6 | Employer’s Liability

In accordance with the statutory requirements
applicable in any country where the Contract 6fany
part thereof is executed

38.1.7 | Other Insurances

Such other insurances as may bespéeifically agreed
upon by the Parties hereto as listedin the Appendix
to the Contract titled Insuran¢e Requirements.

38.2

The Employer shall be named,as co-insured under all
insurance policies taken<ut by the Contractor pursuant to
GC Sub-Clause 38.1, except for the Third-Party Liability,
Workers” Compensation, ~ and Employer’s Liability
Insurances. The ConttaCtor’s Sub-Contractors shall be
named as cosinsuredyunder all insurance policies taken out
by the Contracter pursuant to GC Sub-Clause 38.1, except
for the Carge, 'Insurance During Transport, Workers’
Compensation, and Employer’s Liability Insurances. All
insurers?, tights of subrogation against such co-insured for
10sses Yor claims arising out of the performance of the
Contract shall be waived under such policies.

383

The Contractor shall, in accordance with the provisions of
the Appendix to the Contract titled Insurance
Requirements, deliver to the Employer -certificates of
insurance or copies of the insurance policies as evidence
that the required policies are in full force and effect. The
certificates shall provide that no less than twenty-one (21)
days’ notice shall be given to the Employer by insurers
prior to cancellation or material modification of a policy.

38.4

The Contractor shall ensure that, where applicable, its Sub-
Contractor(s) shall take out and maintain in effect adequate
insurance policies for their personnel and vehicles and for
work executed by them under the Contract, unless such
Sub-Contractors are covered by the policies taken out by
the Contractor.

38.5

The Employer shall, at its expense, take out and maintain
in effect during the performance of the Contract those
insurances specified in the Appendix to the Contract titled
Insurance Requirements, in the sums and with the
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deductibles and other conditions specified in the said
Appendix. The Contractor and the Contractor’s Sub-
Contractors shall be named as co-insured under all such
policies. All insurers’ rights of subrogation against such
co-insured for losses or claims arising out of the
performance of the Contract shall be waived under such
policies.

The Employer shall deliver to the Contractor satisfactory
evidence that the required insurances are in full force and
effect. The policies shall provide that not less than twenty.-
one (21) days’ notice shall be given to the Contractor. bysall
insurers prior to any cancellation or material mgdification
of the policies. If so, requested by the Contraetor, the
Employer shall provide copies of the polici€sitaken out by
the Employer under this GC Sub-Clause .38.5x

38.6

If the Contractor fails to take out and/or maintain in effect
the insurances referred to in &G, Sub-Clause 38.1, the
Employer may take out amdwmaintain in effect any such
insurances and may from, time¢ to time deduct from any
amount due to the Contractor under the Contract any
premium that the Employer shall have paid to the insurer, or
may otherwise recoverrsich amount as a debt due from the
Contractor.

If the Emplover fails to take out and/or maintain in effect the
insurances teferred to in GC Sub-Clause 38.5, the Contractor
may take out and maintain in effect any such insurances and
may’fiom time to time deduct from any amount due to the
Employer under the Contract any premium that the
Confractor shall have paid to the insurer, or may otherwise
recover such amount as a debt due from the Employer.

If the Contractor fails to or is unable to take out and maintain
in effect any such insurances, the Contractor shall
nevertheless have no liability or responsibility towards the
Employer, and the Contractor shall have full recourse against
the Employer for any and all liabilities of the Employer
herein.

38.7

Unless otherwise provided in the Contract, the Contractor
shall prepare and conduct all and any claims made under the
policies effected by it pursuant to this GC Clause 38, and all
monies payable by any insurers shall be paid to the
Contractor. The Employer shall give to the Contractor all
such reasonable assistance as may be required by the
Contractor.

With respect to insurance claims in which the Employer’s
interest is involved, the Contractor shall not give any release
or make any compromise with the insurer without the prior
written consent of the Employer. With respect to insurance
claims in which the Contractor’s interest is involved, the
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Employer shall not give any release or make any
compromise with the insurer without the prior written
consent of the Contractor.

39. Unforeseen
Conditions

39.1

If, during the execution of the Contract, the Contractor shall
encounter on the Site any physical conditions other than
climatic conditions, or artificial obstructions that could not
have been reasonably foreseen prior to the date of the
Contract by an experienced contractor on the basis of
reasonable examination of the data relating to the Products
and/or Services and on the basis of information that it/Geuld
have obtained from a visual inspection of the Site.if access
thereto was available, or other data readily available to it
relating to the Products and/or Services, and if.the*Contractor
determines that it will in consequence of such conditions or
obstructions incur additional cost and, eXpense or require
additional time to perform its obligatiens*under the Contract
that would not have been required_if such physical conditions
or artificial obstructions had not jbeen encountered, the
Contractor shall promptlys and before performing additional
work or using additional Centractor’s Equipment, notify the
Project Manager in writing of?

(a) the physical conditiofis or artificial obstructions on the
Site that ecould,nothave been reasonably foreseen.

(b) the additienalywork required, including the steps which
the/€ontractor will or proposes to take to overcome such
conditions or obstructions.

(©) thevextent of the anticipated delay; and

(d) the additional cost and expense that the Contractor is
likely to incur.

On receiving any notice from the Contractor under this GC
Sub- Clause 39.1, the Project Manager shall promptly consult
with the Employer and Contractor and decide upon the
actions to be taken to overcome the physical conditions or
artificial ~ obstruction  encountered.  Following  such
consultations, the Project Manager shall instruct the
Contractor, with a copy to the Employer, of the actions to be
taken.

39.2

Any reasonable additional cost and expense incurred by the
Contractor in following the instructions from the Project
Manager to overcome such physical conditions or artificial
obstructions referred to in GC Sub-Clause 39.1 shall be paid
by the Employer to the Contractor as an addition to the
Contract Price.

39.3

If the Contractor is delayed or impeded in the performance of
the Contract because of any such physical conditions or
artificial obstructions referred to in GC Sub-Clause 39.1, the
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Time for Completion shall be extended in accordance with
GC Clause 44 (Extension of Time for Completion).
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40. Change in Laws
and Regulations

40.1

If, after the date twenty-eight (28) days prior to the date of
bid submission, in the country where the Site is located, any
law, regulation, ordinance, order, or by-law having the force
of law is enacted, promulgated, abrogated, or changed
(which shall be deemed to include any change in
interpretation or application by the competent authorities)
that subsequently affects the costs and expenses of the
Contractor and/or the Time for Completion, the Contract
Price shall be correspondingly increased or decreased, and/or
the Time for Completion shall be reasonably adjusted to the
extent that the Contractor has thereby been affectedyin ‘the
performance of any of its obligations under the” Contfact.
Notwithstanding the foregoing, such additionalyor=feduced
costs shall not be separately paid or credited/ifithe same has
already been accounted for in the price adjustment provisions
where applicable, in accordance with th&,PC¥pursuant to GC
Sub-Clause 11.2.

41. Force Majeure

41.1

Force Majeurel shall mean any,cvent beyond the reasonable
control of the Employer ofyof the Contractor, as the case may
be, and which is unavoidableynotwithstanding the reasonable
care of the Party affected, and shall include, without
limitation, the following;

(a) war, hostilitiesyor warlike operations whether a state of
war be declaved or not, invasion, act of foreign enemy
and"eivil war

(b)rebellion, revolution, insurrection, mutiny, usurpation of
civil- or military government, conspiracy, riot, civil
commotion and terrorist acts

(¢) confiscation, nationalization, mobilization,
commandeering or requisition by or under the order of
any government or de jure or de facto authority or ruler
or any other act or failure to act of any local state or
national government authority

(d) strike, sabotage, lockout, embargo, import restriction,
port congestion, lack of usual means of public
transportation and communication, industrial dispute,
shipwreck, shortage or restriction of power supply,
epidemics, quarantine and plague

(e) earthquake, landslide, volcanic activity, fire, flood or
inundation, tidal wave, typhoon or cyclone, hurricane,
storm, lightning, or other inclement weather condition,
nuclear and pressure waves or other natural or physical
disaster

(f) shortage of labour, materials or utilities where caused by
circumstances that are themselves Force Majeure.

41.2

If either Party is prevented, hindered, or delayed from
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performing any of its obligations under the Contract by an
event of Force Majeure, then it shall notify the other in
writing of the occurrence of such event and the
circumstances thereof within fourteen (14) days after the
occurrence of such event.

41.3

The Party who has given such notice shall be excused from
the performance or punctual performance of its obligations
under the Contract for so long as the relevant event of
Force Majeure continues and to the extent that such Party’s
performance is prevented, hindered, or delayed. The/Time
for Completion shall be extended in accordance with GC
Clause 8.

41.4

The Party or Parties affected by the event of Force Majeure
shall use reasonable efforts to mitigate” the *effect thereof
upon its or their performance of the<Contract and to fulfil
its or their obligations under the %Contract, but without
prejudice to either Party’s right to'jterminate the Contract
under GC Clauses 45 (Suspension), 46 (Termination for
Employer’s  Convenience), / 47  (Termination  for
Contractor’s Default), and 48 (Termination by Contractor).

41.5

No delay or non-pesformance by either Party hereto caused
by the occurrencevef any event of Force Majeure shall

(a) constitutena default or breach of the Contract, or

(b) give rise to any claim for damages or additional cost or
eéxpenSe occasioned thereby, subject to GC Sub-
Clauses 36.2 (Care of Products and/or Services), 41.3,
and 42.4 (War Risks) if and to the extent that such
delay or non-performance is caused by the occurrence
of an event of Force Majeure

41.6

If the performance of the Contract is substantially prevented,
hindered, or delayed for a single period of more than sixty
(60) days or an aggregate period of more than one hundred
and twenty (120) days on account of one or more events of
Force Majeure during the currency of the Contract, the
Parties will attempt to develop a mutually satisfactory
solution. Failing which, either Party may terminate the
Contract by giving notice to the other, but without prejudice
to either Party’s right to terminate the Contract under GC
Sub-Clause 42.5 (War Risks).

41.7

In the event of termination pursuant to GC Sub-Clause 41.6,
the rights and obligations of the Employer and the Contractor
shall be as specified in GC Sub-Clauses 46.2 and 46.3.

41.8

Notwithstanding GC Sub-Clause 41.5, Force Majeure shall
not apply to any obligation of the Employer to make
payments to the Contractor herein.

192




42. War Risks

42.1

“War Risks” shall mean any event specified in paragraphs (a)
and (b) of GC Sub-Clause 41.1 and any explosion or impact
of any mine, bomb, shell, grenade or other projectile, missile,
munitions or explosive of war, occurring or existing in or
near the country (or countries) where the Site is located

42.2

Notwithstanding anything contained in the Contract, the
Contractor shall have no liability whatsoever for or with
respect to

(a) destruction of or damage to Facilities, or anyspatt
thereof.

(b) destruction of or damage to property of the.Employer or
any third Party; or

(c) injury or loss of life

if such destruction, damage, injury or16ss of life is caused by
any War Risks, and the Employersshall’indemnify and hold
the Contractor harmless fromsand, against any and all claims,
liabilities, actions, lawsdits, damages, costs, charges or
expenses arising in consequence of or in connection
with the same.

42.3

If the Products and/er Services or any other property of the
Contractor mised, oryintended to be used for the purposes of
the Productshand/or Services shall sustain destruction or
damage by teason of any War Risks, the Employer shall pay
the«Contractor for:

(a),Anypart of the Products and/or Services so destroyed or
damaged to the extent not already paid for by the Employer
and so far as may be required by the Employer, and as may
be necessary for completion of the Facilities;

(b) Replacing or making good any Contractor’s Equipment
or other property of the Contractor so destroyed or damaged.

(c¢) Replacing or making good any such destruction or
damage to the Products and/or Services or any part thereof.

If the Employer does not require the Contractor to replace or
make good any such destruction or damage to the Products
and/or Services, the Employer shall either:

e Request a change in accordance with GC Clause 43,
excluding the performance of that part of the Products
and/or Services thereby destroyed or damaged; or,

e Where the loss, destruction, or damage affects a
substantial part of the Products and/or Services,
terminate the Contract pursuant to GC Clause 46.

If the Employer requires the Contractor to replace or make
good any such destruction or damage to the Products and/or
Services, the Time for Completion shall be extended in
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accordance with GC Clause 44.

42.4 | Notwithstanding anything contained in the Contract, the
Employer shall pay the Contractor for any increased costs or
incidentals to the execution of the Contract that are in any
way attributable to, consequent on, resulting from, or in any
way connected with any War Risks, provided that the
Contractor shall as soon as practicable notify the Employer
in writing of any such increased cost.

42.5 | If during the performance of the Contract any War/Risks
shall occur that financially or otherwise materially affeet the
execution of the Contract by the Contractor, the Contractor
shall use its reasonable efforts to execute thesContract with
due and proper consideration given to the safety Of its and its
Sub-Contractors’ personnel engaged in the” work on the
Facilities.

Provided, however, that if the execution of the work on the
Facilities becomes impossiblefortis” substantially prevented
for a single period of ‘mere than sixty (60) days or an
aggregate period of more than‘one hundred and twenty (120)
days on account of any War Risks, the Parties will attempt to
develop a mutually Satisfactory solution. Failing which,
either Party hay terminate the Contract by giving notice to
the other.

42.6 | In the event of termination pursuant to GC Sub-Clauses 42.3
or 42.55the rights and obligations of the Employer and the
Contractor shall be specified in GC Sub-Clauses 26.2 and
46.3)(Termination for Employer’s Convenience).

H. CHANGE IN CONTRACT ELEMENTS

43. Change in the 434l Introducing a Change

Facilities
43.1.1 | Either Party may seek to vary any obligation of the
Contract by making application to the other Party.
No amendment or other variation of the Contract
shall be effective unless it is in writing, is dated,
expressly refers to the Contract, and is signed by a
duly authorized representative of each party to the
Contract

43.1.2 | Subject to GC Sub-Clauses 43.2.5 and 43.2.7, the
Employer shall have the right to propose, and
subsequently require, that the Project Manager order
the Contractor from time to time during the
performance of the Contract to make any change,
modification, addition, or deletion to, in, or from the
SOR (interchangeably called “Change”), provided
that such Change falls within the general scope of the
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SOR and does not constitute unrelated work, and that
it is technically practicable, taking into account both
the state of advancement of the work against the
Agreed and Finalized Project Plan and the technical
compatibility of the Change envisaged with the
nature of the SOR as originally specified in the
Contract.

A Change may involve, but is not restricted to, the
substitution of updated Products and/or Services,and
related Services in accordance with GC Clause 23
(Product Upgrades).

43.1.3

The Contractor may from time to time dufing its
performance of the Contract propose to the
Employer (with a copy to the ProjectManager) any
Change that the Contractor cofisidets necessary or
desirable to improve the quality or efficiency. The
Employer may at its dis€retion approve or reject
any Change proposedibyithe Contractor.

43.1.4

Notwithstanding GG Sab-Clauses 43.1.2 and 43.1.3,
no change madg necessary because of any default of
the Contractorrin“the performance of its obligations
undes the Contract shall be deemed to be a Change,
andysuch change shall not result in any adjustment of
the” Centract Price or the Time for Operational
Acceptance.

4311.5

The procedure on how to proceed with and execute
Changes is specified in GC Sub-Clauses 43.2 and
43.3 (Changes Originating from Employer and
Contractor), and further details and forms are
provided in the Sample Forms Section in the
Bidding Documents.

43.1.6

Moreover, the Employer and Contractor will agree,
during the development of the Agreed and Finalized
Project Plan, to a date prior to the scheduled date for
Operational Acceptance after which the SOR shall
be "frozen." Any Change initiated after this time will
be dealt with after Operational Acceptance.

43.2

Changes Originating from Emplovyer

43.2.1

If the Employer proposes a Change pursuant to GC
Sub-Clause 43.1.2, it shall send to the Contractor a
—Request for Change Proposal, requiring the
Contractor to prepare and furnish to the Project
Manager as soon as reasonably practicable a
—Change Proposal, which shall include the
following:
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(a) brief description of the Change.

(b) impact on the Time for Operational Acceptance.
(c) detailed estimated cost of the Change.

(d) effect on Functional Guarantees (if any);

(e) effect on any other provisions of the Contract

43.2.2

Prior to preparing and submitting the —Change
Proposal, the Contractor shall submit to the Project
Manager a —Change Estimate Proposal, whichsshall
be an estimate of the cost of preparing and
submitting the Change Proposal, plus” a ’first
approximation of the suggested appreaeh and cost
for implementing the changes. Upen receipt of the
Contractor’s Change Estimaté, Proposal, the
Employer shall do one of the follewing:

(a) accept the Contractor’s estimate  with
instructions to the,Contractor to proceed with the
preparation ofithe Change Proposal.

(b) advise the Contractor of any part of its Change
Estimate /Proposal that is unacceptable and
requestthe@ontractor to review its estimate.

(c)sadwise'the Contractor that the Employer does not
mtend to proceed with the Change

43.2.3

Upen receipt of the Employer’s instruction to
proceed under GC Sub-Clause 43.2.2(a), the
Contractor shall, with proper expedition, proceed
with the preparation of the Change Proposal, in
accordance with GC Sub-Clause 43.2.1. The
Contractor, at its discretion, may specify a validity
period for the Change Proposal. If the Employer and
Contractor have not reached an agreement within
this wvalidity period in accordance with GC Sub-
Clause 43.2.6, then GC Sub-Clause 43.2.7 shall

apply.

43.2.4

The pricing of any Change shall, as far as
practicable, be calculated in accordance with the
rates and prices included in the Contract. If the
nature of the Change is such that the Contract rates
and prices are inequitable, the parties to the
Contract shall agree on other specific rates to be
used for valuing the Change.

43.2.5

If, before or during the preparation of the Change
Proposal, it becomes apparent that the aggregate
effect of compliance with the Request for Change
Proposal and with all other Change Orders that have
already become binding upon the Contractor under
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this GC Clause would increase or decrease the
Contract Price as originally set forth in Article 2
(Contract Price) of the Contract by more than the
percentage stated in ITB Clause 42, the Contractor
may give written notice of objection to this Request
for Change Proposal prior to furnishing the Change
Proposal. If the Employer accepts the Contractor’s
objection, the Employer shall withdraw the proposed
Change and shall notify the Contractor in writing of
its acceptance.

The Contractor’s failure to object to a Request for
Change Proposal shall neither affect it§ tight to
object to any subsequent requestedChaniges or
Change Orders nor affect its right to’censider, when
making such subsequent objectioms,‘the percentage
increase or decrease in the Contract Price that any
Change not objected to by the Contractor represents.

43.2.6

Upon receipt of the<€Change/Proposal, the Employer
and the Contraefor shall mutually agree upon all
matters contained ifythe Change Proposal. Within
fourteen (14)4days of such an agreement, the
Employer _shall#if it intends to proceed with the
Change,/issue-th€ Contractor a Change Order. If the
Employer ’is unable to reach a decision within
fourteen (14) days, it shall notify the Contractor with
details of when the Contractor can expect a decision.

If"the Employer decides not to proceed with the
Change for any reason, it shall notify the Contractor
accordingly within the said fourteen (14) days.
Under such circumstances, the Contractor shall be
entitled to reimbursement of all costs reasonably
incurred in the preparation of the Change Proposal,
provided that these costs do not exceed the amount
specified in the Contractor's Change Estimate
Proposal submitted in accordance with GC Sub-
Clause 43.2.2.

43.2.7

If the Employer and the Contractor cannot reach an
agreement on the price for the Change, an equitable
adjustment to the Time for Operational Acceptance,
or any other matters identified in the Change
Proposal, the Change will not be implemented.
However, this provision does not limit the rights of
either party under GC Clause 52 (Disputes and
Arbitration).

43.3

Changes Originating from Contractor
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43.3.1 | If the Contractor proposes a Change pursuant to GC
Sub-Clause 43.1.3, the Contractor shall submit to
the Project Manager a written —Application for
Change Proposal, giving reasons for the proposed
change and including the information specified in
GC Sub-Clause 43.1.3. Upon receipt of the
Application for Change Proposal, the Parties shall
follow the procedures outlined in GC Clauses 43.2.6
and 43.2.7 except that the words —Change Proposal
shall be read, for the purposes of this GC_Sub-
Clause 43.3 as —Application for Change Proposal.
However, should the Employer choose” not to
proceed or the Employer and the Contracter cannot
come to agreement on the changey during any
validity period that the Contractonymay. specify in its
Application for Change Proposal;”the Contractor
shall not be entitled to recover the costs of preparing
the Application for ChangéyProposal, unless subject
to an agreement b€tween-/the Employer and the
Contractor to the‘contrary.

44. Extension of
Time for
Completion

44.1

The Time(s) for Completion specified in the PC pursuant to
GC Sub- Clause 8.2 ‘shall)be extended if the Contractor is
delayed or mmpeded~in” the performance of any of its
obligations™under the Contract by reason of any of the
following:

(a)» any Change in the SOR as provided in GC Clause 43.

(b)_any- occurrence of Force Majeure as provided in GC
Clause 41, unforeseen conditions as provided in GC
Clause 39, or other occurrence of any of the matters
specified or referred to in paragraphs (a), (b), and (c) of
GC Sub-Clause 36.2.

(c) any suspension order given by the Employer under GC
Clause 45 hereof or reduction in the rate of progress
pursuant to GC Sub-Clause 45.2; or

(d) any changes in laws and regulations as provided in GC
Clause 40; or
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(e) any default or breach of the Contract by the Employer,
or any activity, act or omission of the Employer, or the
Project Manager, or any other contractors employed by
the Employer; or

(f) any delay on the part of a sub-contractor, provided such
delay is due to a cause for which the Contractor himself
would have been entitled to an extension of time under
this sub-clause; or

(g) delays attributable to the Employer or caused 'by
customs; or

(h) any other matter specifically mentioned imthe €ontract

by such period as shall be fair and redsonable in all the
circumstances and as shall fairly reflect the delay or
impediment sustained by the Contragtor.

44.2

Except where otherwise~Specifieally provided in the
Contract, the Contractor Shall submit to the Project Manager
a notice of a claim for am”extension of the Time for
Completion, together“with particulars of the event or
circumstance justifyiiig” /such extension as soon as
reasonably ptactieable “after the commencement of such
event or cireumstance. As soon as reasonably practicable
after reeeipt ofjsuch notice and supporting particulars of the
claim, the'\Employer and the Contractor shall agree upon the
period ofssuch extension. In the event that the Contractor
does, not accept the Employer’s estimate of a fair and
teaspnable time extension, the Contractor shall be entitled to
refer the matter to an Arbitrator, pursuant to GC Sub-Clause
52.1.
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The Contractor shall at all times use its reasonable efforts to
minimize any delay in the performance of its obligations
under the Contract.

44.4

In all cases where the Contractor has given a notice of a
claim for an extension of time under GC 44.2, the Contractor
shall consult with the Project Manager in order to determine
the steps (if any) which can be taken to overcome or
minimize the actual or anticipated delay. The Contractor
shall there after complying with all reasonable instructions
which the Project Manager shall give in order to minimize
such delay. If compliance with such instructions shall cause
the Contractor to incur extra costs and the Contractor is
entitled to an extension of time under GC 44.1, the amount
of such extra costs shall be added to the Contract Price.
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45. Suspension

45.1

The Employer may request the Project Manager, by notice
to the Contractor, to suspend the performance of any or all
of its obligations under the Contract. Such notice shall
specify the obligations to be suspended, the effective date
of the suspension, and the reasons for it. The Contractor
shall then suspend performance of those obligations, except
for those necessary for the care or preservation of the
Facilities, until ordered in writing to resume such
performance by the Project Manager.

If, due to a suspension order given by the Project Mamager;
other than due to the Contractor’s default or breach ‘of the
Contract, the Contractor’s performance of any obligations
is suspended for an aggregate period of more than ninety
(90) days, then at any time thereafter, and provided that
such performance is still suspended, theyContractor may
give notice to the Project Manager tequiring that the
Employer, within twenty-eight (28)\days of receipt of the
notice, either:

e Order the resumption of|such performance, or

e Request and subsequently order a change in
accordance with GC Clause 43 (Change in the
Facilities)/mexeluding the performance of the
suspendedigbligations from the Contract.

If the Employer fails to do so within this period, the
Contractor may, by further notice to the Project Manager,
eleCt toytreat the suspension as:

e, A deletion of the affected part of the Facilities in
accordance with GC Clause 43, or

e Termination of the Contract under GC Clause 46, if
it affects the whole of the Facilities.

45.2

If

(a) the Employer has failed to pay the Contractor any sum
due under the Contract within the specified period, has
failed to approve any invoice or supporting documents
without just cause pursuant to the Appendix to the
Contract titled Terms and Procedures of Payment, or
commits a substantial breach of the Contract, the
Contractor may give a notice to the Employer that
requires payment of such sum, with interest thereon as
stipulated in GC Sub-Clause 12.3, requires approval of
such invoice or supporting documents, or specifies the
breach and requires the Employer to remedy the same,
as the case may be. If the Employer fails to pay such
sum together with such interest, fails to approve such
invoice or supporting documents or give its reasons for
withholding such approval, or fails to remedy the breach
or take steps to remedy the breach within fourteen (14)

200




days after receipt of the Contractor’s notice or

(b) the Contractor is unable to carry out any of its
obligations under the Contract for any reason
attributable to the Employer, including but not limited to
the Employer’s failure to provide possession of or
access to the Site or other areas in accordance with GC
Sub-Clause 10.2 (Employer’s Responsibilities), or
failure to obtain any governmental permit necessary for
the execution and/or completion of the Facilities,

then the Contractor may by fourteen (14) days’ notice/to,the
Employer suspend performance of all or any, of “its
obligations under the Contract or reduce the rate ofiprogress.
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If the Contractor’s performance of itsy obligations is
suspended or the rate of progress is reduced pursuant to this
GC Clause 45, then the Time for«Completion shall be
extended in accordance with GE Sub- Clause 44.1
(Extension of Time for Completion), and any and all
additional costs or expenses ineurred by the Contractor as a
result of such suspension ‘ot reduction shall be paid by the
Employer to the Contractor in"addition to the Contract Price,
except in the case of guspension order or reduction in the rate
of progress by reason of the Contractor’s default or breach of
the Contract.
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During/the\period of suspension, the Contractor shall not
remove( from the Site any Products and/or Services or part
thereof, “of any Contractor’s Equipment, without the prior
written’consent of the Employer.

46.

Termination
for
Employer’s
Convenience

46.1

The Employer may, at any time, terminate the Contract for
any reason by giving the Contractor a notice of termination
that refers to this GC Clause 46.

46.2

Upon receipt of the notice of termination under GC Sub-
Clause 46.1, the Contractor shall either as soon as practical
or upon the date specified in the notice of termination:

(a) cease all further work, except for such work as the
Employer may specify in the notice of termination for
the sole purpose of protecting that part of the SOR
already executed, or any work required to leave the
Site in a clean and safe condition.

(b) terminate all subcontracts, except those to be assigned
to the Employer pursuant to GC Sub-Clause 46.2(d)(ii)
below.

(c) remove all Contractor’s Equipment from the Site,
repatriate the Contractor’s and its Sub-Contractors’
personnel from the Site, remove from the Site any
wreckage, rubbish and debris of any kind; and
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(d) subject to the payment specified in GC Sub-Clause
46.3, shall:

(i) deliver to the Employer the parts of the SOR
executed by the Contractor up to the date of
termination.

(ito the extent legally possible, assign to the
Employer all right, title and benefit of the
Contractor to the Products and/or Services, as of
the date of termination, and, as may be requiredby
the Employer, in any subcontracts concluded
between the Contractor and its Sub- Contragtors;
and

(iii) deliver to the Employer all nén-proprietary
drawings, specifications and .other” documents
prepared by the Contractor or4its Sub-Contractors
as of the date of termination in connection with the
Products and/or Services:

46.3

In the event of termination of the Contract under GC Sub-
Clause 46.1, the Employershall pay to the Contractor the
following amounts:

(a) the Contract Price,\properly attributable to part or whole
of the Products” and/or Services executed by the
Contracter as,of the date of termination.

(b) the eostssreasonably incurred by the Contractor in the
removal of the Contractor’s Equipment from the Site
and in the repatriation of the Contractor’s and its Sub-
Contractors’ personnel.

(¢) any amounts to be paid by the Contractor to its Sub-
Contractors in connection with the termination of any
subcontracts, including any cancellation charges.

(d) costs incurred by the Contractor in protecting the
Products and/or Services and leaving the Site in a clean
and safe condition pursuant to GC Sub-Clause 47.1
(Termination for Contractor’s Default); and

(e) the cost of satisfying all other obligations, commitments
and claims that the Contractor may in good faith have
undertaken with third Parties in connection with the
Contract and that are not covered by GC Sub-Clauses
46.3(a) through (d) above
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47.

Termination
for
Contractor’s
Default

47.1

The Employer, without prejudice to any other rights or
remedies it may possess, may terminate the Contract
forthwith in the following circumstances by giving a notice
of termination and its reasons therefore to the Contractor,
referring to this GC Sub-Clause 47.1:

(a) if the Contractor becomes bankrupt or insolvent, has a
receiving order issued against it, compounds with its
creditors, or, if the Contractor is a corporation, a
resolution is passed or order is made for its windinghdp,
(other than a voluntary liquidation for the purposes of
amalgamation or reconstruction), a receiver is appeinted
over any part of its undertaking or assets,\Or/if the
Contractor takes or suffers any other analggous action in
consequence of debt;

(b) if the Contractor assigns or transfersythetContract or any
right or interest therein in violation)of the provision of
GC Clause 49 (Assignment); or

(c) if the Contractor, in th€¢ judgment of the Employer has
engaged in corrupt, fraudulent, coercive or collusive
practices in competing for" or in executing the Contract,
including but not imited to will full misrepresentation of
facts concerning @wnership of Intellectual Property
Rights in, of proper authorization and/or licenses from
the owner, toyoffer the hardware, software, or materials
provided under the Contract.

47.2

If thexContractor
(a) has abandoned or repudiated the Contract.

(b) has without valid reason failed to commence work on the
Products and/or Services promptly.

(c) persistently fails to execute the Contract in accordance
with the Contract or persistently neglects to carry out its
obligations under the Contract without just cause

(d) refuses or is unable to provide sufficient Documentation,
Services, or labours to execute and complete the Products
and/or Services in the manner specified in the Agreed
and Finalized Project Plan furnished under GC Clause 19
at rates of progress that give reasonable assurance to the
Employer that the Contractor can attain Operational
Acceptance of the Products and/or Services by the Time
for Operational Acceptance as extended;

then the Employer may, without prejudice to any other rights
it may possess under the Contract, give a notice to the
Contractor stating the nature of the default and requiring the
Contractor to remedy the same. If the Contractor fails to
remedy or to take steps to remedy the same within fourteen
(14) days of its receipt of such notice, then the Employer
may terminate the Contract forthwith by giving a notice of
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termination to the Contractor that refers to this GC Sub-
Clause 47.2.

47.3

Upon receipt of the notice of termination under GC Sub-
Clauses 47.1 or 47.2, the Contractor shall, either immediately
or upon such date as specified in the notice of termination:

(a) Cease all further work, except for such work as the
Employer may specify in the notice of termination for the
sole purpose of protecting the part of the Products and/or
Services already executed, or any work required to leave the
Site in a clean and safe condition.

(b) Terminate all subcontracts, except those to be assigned to
the Employer pursuant to GC Sub-Clause 47.3(d) below.

(c) Deliver to the Employer the parts of the Rroducts and/or
Services executed by the Contractorqup nto the date of
termination.

(d) To the extent legally possible; assign to the Employer all
rights, title, and benefit of the, Centractor to the Products
and/or Services or Subsystems as of the date of termination,
and, as may be required”by the Employer, in any
subcontracts concludgd between the Contractor and its Sub-
Contractors.

(e) Deliversto the Employer all drawings, specifications, and
other documents prepared by the Contractor or its Sub-
Contractorstas/of the date of termination in connection with
the®Products and/or Services.
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The) Employer may enter upon the Site, expel the
Centractor, and complete the Products and/or Services
either by itself or by employing any third party. Upon
completion of the Products and/or Services or at such
earlier date as the Employer deems appropriate, the
Employer shall notify the Contractor that the Contractor’s
Equipment will be returned to the Contractor at or near the
Site and shall return such Equipment to the Contractor in
accordance with the notice. The Contractor shall thereafter,
without delay and at its own cost, remove or arrange for
the removal of the Equipment from the Site.

47.5

Subject to GC Sub-Clause 47.6, the Contractor shall be
entitled to be paid the Contract Price attributable to the
portion of the Products and/or Services executed as of the
date of termination, and for any costs incurred in protecting
the Products and/or Services and in leaving the Site in a clean
and safe condition pursuant to GC Sub-Clause 47.3. Any
sums due from the Contractor to the Employer that have
accrued prior to the date of termination shall be deducted
from the amount to be paid to the Contractor under this
Contract.
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47.6

If the Employer completes the Products and/or Services, the
cost of completing them shall be determined. If the sum the
Contractor is entitled to be paid pursuant to GC Sub-Clause
47.5, plus the reasonable costs incurred by the Employer in
completing the Products and/or services, exceeds the
Contract Price, the Contractor shall be liable for such excess.

If such an excess is greater than the sums due to the
Contractor under GC Sub-Clause 47.5, the Contractor shall
pay the balance to the Employer. Conversely, if the excess is
less than the sums due to the Contractor under GG~Sub=
Clause 47.5, the Employer shall pay the balance te the
Contractor. The Employer and the Contractor shall” agree in
writing on the computation described above and the manner
in which any sums shall be paid.

48.

Termination
by Contractor

48.1

If:

(a) the Employer has failed to paysthe”Contractor any sum
due under the Contract within'\the' specified period, has
failed to approve any .ifivoice or supporting documents
without just cause pursuant te the Appendix to the Contract
titled Terms and Procedures of Payment, or commits a
substantial breach of'thesContract, the Contractor may give
notice to the Employer requiring payment of such sum, with
interest théreon, as” stipulated in GC Sub-Clause 12.3,
approval of ‘such invoice or supporting documents, or
specifying, thebreach and requiring the Employer to remedy
the"same, as the case may be. If the Employer fails to pay
stich sum together with interest, fails to approve such
invoice or supporting documents or give its reasons for
withholding such approval, or fails to remedy the breach or
take steps to remedy the breach within fourteen (14) days
after receipt of the Contractor’s notice, or

(b) the Contractor is unable to carry out any of its
obligations under the Contract for any reason attributable to
the Employer, including but not limited to the Employer’s
failure to provide possession of or...
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Access to the Site or other areas or failure to obtain any
governmental permit necessary for the execution and/or
completion of the Products and/or Services:

Then the Contractor may give notice to the Employer of
such events, and if the Employer has failed to pay the
outstanding sum, to approve the invoice or supporting
documents, to give its reasons for withholding such
approval, or to remedy the breach within twentyreight
(28) days of such notice, or if the Contractor‘is, still
unable to carry out any of its obligations under the
Contract for any reason attributable to the\Employer
within twenty-eight (28) days of the ssaidynotice, the
Contractor may by a further notice™to the Employer
referring to this GC Sub-Clause 48.1(b), forthwith
terminate the Contract.

48.2 The Contractor may termihate) the” Contract forthwith by
giving notice to the Empleyer/to that effect, referring to
this GC Sub-Clause 48,2, if the Employer:

e Becomes banktuptor insolvent,

o Has a‘rec@iving Order issued against it,

e Compoeunds with its creditors, or

o H"“a ¢6rporation passes a resolution or an order is
made for its winding up (other than a voluntary
liquidation for the purposes of amalgamation or
reconstruction),

e A receiver is appointed over any part of its
undertaking or assets, or

o Takes or suffers any other analogous action in
consequence of debt.

48.3 If the Contract is terminated under GC Sub-Clauses 48.1(b)

or 48.2, the Contractor shall immediately:

(a) Cease all further work, except for work necessary to
protect the part of the Products and/or Services already
executed or work required to leave the Site in a clean and
safe condition.

(b) Terminate all subcontracts, except those to be assigned
to the Employer pursuant to GC Sub-Clause 48.3(d)(i1);

(c) Remove all Contractor’s Equipment from the Site and
repatriate the Contractor’s and its Sub-Contractors’
personnel from the Site; and

(d) Subject to the payment specified in GC Sub-Clause
48.4, shall:
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(1) Deliver to the Employer the parts of the Products and/or
Services executed by the Contractor up to the date of
termination.

(i1) To the extent legally possible, assign to the Employer all
rights, title, and benefit of the Contractor to the Products
and/or Services, or Subsystems as of the date of termination,
and as may be required by the Employer, in any
subcontracts concluded between the Contractor and its Sub-
Contractors; and

(iii)) To the extent it is legally possible, deliver towthe
Employer all drawings, specifications, and other documents
prepared by the Contractor or its Sub-Contractors,as of the
date of termination in connection with the Produets and/or
Services.

48.4

If the Contract is terminated under G& Sub~Clauses 48.1 or
48.2, the Employer shall pay the Contractor:

e All payments specifiedsin GC/'Sub-Clause 46.3; and

o Reasonable compensation for all losses, except for
loss of profit, or pdamages sustained by the
Contractor ariging out of, in connection with, or as a
consequenge,of stich termination.

48.5

Terminatiomyby‘the Contractor pursuant to this GC Clause
48 is without prejudice to any other rights or remedies of
the_Contractor that may be exercised in lieu of or in
additionte’ rights conferred by GC Clause 48.

48.6

Ih GC Clauses 46 to 48, the expression —portion of the
Products and/or Services executed shall include all work
executed, Services provided, and all Products and/or
Services, acquired (or subject to a legally binding
obligation to purchase) by the Contractor and used or
intended to be used for the purpose of the Contractor and
used or intended to be used for the purpose of the Products
and/or Services, up to and including the date of
termination.

48.7

In GC Clauses 46 to 48, in calculating any monies due
from the Employer to the Contractor, account shall be
taken of any sum previously paid by the Employer to the
Contractor under the Contract, including any advance
payment paid pursuant to the Appendix to the Contract
titled Terms and Procedures of Payment.
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49. Assignment

49.1

Neither the Employer nor the Contractor shall, without the
express prior written consent of the other Party, which
consent shall not be unreasonably withheld, assign to any
third Party the Contract or any part thereof, or any right,
benefit, obligation or interest therein or there under, except
that the Contractor shall be entitled to assign either
absolutely or by way of charge any monies due and
payable to it or that may become due and payable to it
under the Contract.

50. Export
Restrictions

50.1

Notwithstanding any obligation under the Contract “to
complete all export formalities, any export restfictions
attributable to the Employer, the country of the,Employer,
or the use of the Products and/or Services goybe supplied
which arise from trade regulations of a gountry supplying
those Products and/or Services, and 4yhich substantially
impede the Contractor from meeting its obligations under
the Contract, shall release theéwContractor from the
obligation to provide deliveries./or services. This is
provided that the Contractor] can demonstrate to the
satisfaction of the Employerand the Government of Sri
Lanka (GoSL) that<6it has completed all necessary
formalities in a timely”manner, including applying for
permits, authorizationsy” and licenses required for the
export of the Products and/or Services under the terms of
the Contract. ¥Fermination of the Contract on this basis
shall be“conSidered a termination for the Employer’s
convenience pursuant to GC Clause 46.

I. CLAIMS, DISPUTES AND ARBITRATION

51. Contractor’s
Claims

51.1

If the Contractor considers himself to be entitled to any
extension of the Time for Completion and/or any
additional payment, under any clause of these General
Conditions or otherwise in connection with the Contract,
the Contractor shall submit a notice to the Project
Manager, describing the event or circumstance giving rise
to the claim. The notice shall be given as soon as
practicable, and not later than twenty-eight (28) days after
the Contractor became aware, or should have become
aware, of the event or circumstance.
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51.2

If the Contractor fails to give notice of a claim within the
specified period of twenty-eight (28) days, the Time for
Completion shall not be extended, the Contractor shall not
be entitled to additional payment, and the Employer shall
be discharged from all liability in connection with the
claim. Otherwise, the following provisions of this Sub-
Clause shall apply:

(a) The Contractor shall also submit any other notices
required by the Contract and provide supporting
particulars for the claim, as relevant to the eventy or
circumstance.

(b) The Contractor shall keep such contemporatry secords as
may be necessary to substantiate any claim, either
on the Site or at another location acceptable to the
Project Manager. Without admitting the Employer’s
liability, the Project Manageg, may, after receiving
any notice under this (Sub-Clause, monitor the
record-keeping and/or “instruct the Contractor to
keep further contemporary records. The Contractor
shall permit the Project Manager to inspect all these
records and shall, if instructed, submit copies to the
Project Managert!

(c)Ai) Within forty-two (42) days after the Contractor
becemes aware (or should have become aware) of
the”event or circumstance giving rise to the claim,
or within such other period as may be proposed by
the Contractor and approved by the Project
Manager, the Contractor shall send to the Project
Manager a fully detailed claim. This claim must
include full supporting particulars of the basis of
the claim and of the extension of time and/or
additional payment claimed. If the event or
circumstance giving rise to the claim has a
continuing effect:

1. This fully detailed claim shall be considered
interim.

i1. The Contractor shall send further interim
claims at monthly intervals, detailing the
accumulated delay and/or amount claimed,
along with such further particulars as the
Project Manager may reasonably require.

iii. The Contractor shall send a final claim within
twenty-eight (28) days after the end of the
effects resulting from the event or
circumstance, or within such other period as
may be proposed by the Contractor and
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1.

approved by the Project Manager.

(d) Within forty-two (42) days after receiving a claim
or any further particulars supporting a previous
claim, or within such other period as may be
proposed by the Project Manager and approved by
the Contractor, the Project Manager shall respond
with approval, disapproval, and detailed comments.
The Project Manager may also request any
necessary further particulars but shall nevertheless
give a response on the principles of the claim
within such time.

(e) Each payment certificate shall includ&amounts for
any claim that have been reasonably,substantiated
as due under the relevant “4provisions of the
Contract. Unless and until the particulars supplied
are sufficient to substantiateyth€”whole of the claim,
the Contractor shall.enlybe.entitled to payment for
such part of the claim as has been substantiated.

(f) (The Project ,Manager shall agree with the
Contractor orfestimate:

The extensiony(if-any) of the Time for Completion
(before/or after its expiry) in accordance with GC
Clausend44 (Extension of Time for Completion),
and/or

The' additional payment (if any) to which the
Contractor is entitled under the Contract.

(g) The requirements of this Sub-Clause are in addition
to those of any other Sub-Clause which may apply
to a claim. If the Contractor fails to comply with
this or another Sub-Clause in relation to any claim,
any extension of time and/or additional payment
shall take into account the extent (if any) to which
the failure has prevented or prejudiced proper
investigation of the claim, unless the claim is
excluded under the second paragraph of this Sub-
Clause.

(h) In the event that the Contractor and the Employer
cannot agree on any matter relating to a claim,
either Party may refer the matter to the Disputes
and Arbitration procedures pursuant to GC Clause
52.
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52. Disputes and
Arbitration

52.1

Adjudication
(a) The parties, within fourteen (14) days of the Effective
Date, will agree and appoint an Adjudicator.

If any dispute of any kind whatsoever shall arise
between the Employer and the Contractor in
connection with or arising out of the Contract,
including without prejudice to the generality of the
foregoing, any question regarding its existence,
validity or termination, or the operation of the
Products and/or Services (whether during the progress
of implementation or after its achieving Operational
Acceptance and whether before or after the
termination, abandonment, or breach of the Contract),
the Parties shall seek to resolve any such dispute or
difference by mutual consultation. If the Parties fail to
resolve such a dispute or difference by mutual
consultation, within fourteen (14) days after one Party
has notified the other in writing of the dispute or
difference, then, if the Contract in Appendix includes,
and names an Adjudicator, the dispute shall be
referred in writing by either Party to the Adjudicator,
with a copy to the other Party. If there is no
Adjudicator specified in the Contract, the mutual
consultation period stated above shall last
twenty-eight (28) days (instead of 14), upon expiry of
which either Party may move to the notification of
arbitration pursuant to GC Sub- Clause 52.2(a).

(b) The Adjudicator shall give his or her decision in
writing to both Parties within twenty-eight (28) days
of a dispute being referred to the Adjudicator. If the
Adjudicator has done so, and no notice of intention to
commence arbitration has been given by either the
Employer or the Contractor within fifty-six (56) days
of such reference, the decision shall become final and
binding upon the Employer and the Contractor. Any
decision that has become final and binding shall be
implemented by the Parties forthwith.

(c) The Adjudicator shall be paid an hourly fee at the rate
specified in Appendix 2 (Adjudicator) to the Contract,
plus reasonable expenditures incurred in the execution
of duties as Adjudicator, and these costs shall be
divided equally between the Employer and the
Contractor.

(d) Should the Adjudicator resign or die or should the
Employer and the Contractor agree that the
Adjudicator is not fulfilling his or her function in
accordance with the provision of the Contract, a new
Adjudicator shall be jointly appointed by the
Employer and the Contractor. Failing agreement
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between the Parties within twenty-eight (28) days, the
new Adjudicator shall be appointed at the request of
either Party by the Appointing Authority specified in
the Appendix to the Contract titled Adjudicator, or, if
no Appointing Authority is specified in the Contract,
shall, from this point onward and until the Parties may
otherwise agree on an Adjudicator or an Appointing
Authority, be implemented as if there is no
Adjudicator.

52.2

Arbitration

(a) If either the Employer or the Contraétoris dissatisfied
with the Adjudicator’s decision, orif the Adjudicator
fails to give a decision within twenty-eight (28) days
of a dispute being referred toy him or her, then the
Employer or the Contracter may, within fifty-six (56)
days of such reference, give notice to the other Party,
with a copy for information to the Adjudicator, of its
intention to commence arbitration, as provided below,
as to the matter4n /dispute, and no arbitration in
respect of this matter may be commenced unless such
notice'1$\given.

(b) Anyadispute in respect of which a notice of intention
to |, commence arbitration has been given, in
aceordance with GC Sub-Clause 52.2(a), shall be
finally settled by arbitration. Arbitration may be
commenced prior to or after delivery of the Products
and/or Services.

(c) Arbitration proceedings shall be conducted in
accordance with the rules of procedures specified in
the PC

523

Notwithstanding any reference to the Adjudicator or
arbitration in this clause,

(a) the parties shall continue to perform their respective
obligations under the Contract unless they otherwise
agree;

(b) the Employer shall pay the Contractor any money due
to the Contractor.
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Section VIII: Particular Conditions
PARTICULAR CONDITIONS

The following Particular Conditions (PC) shall supplement or amend the General Conditions (GC).
Whenever there is a conflict, the provisions in PC shall prevail over those in GC. For the purposes of
clarity, any referenced GC Clause numbers are indicated in the left column of PC.

1. Definitions

Effective Date: Date of the letter of acceptance.

Contract is valid until end of the support and
maintenance period.

Sri Lanka CERT (Pvt) Ltd,

Room No.4-112,

BMICH

The Employer is: Colombo 07

Sri Lanka

Telephone: +94 11 2691692

E-mail : procurement@cert.govdk

Contract Period is:

The Employer’s Country is | Sri Lanka

The Post-Warranty Not Applicable
Services Period is

Manager — Information Security (Sri Lanka CERT)

The Project Manager is:
Sri Lartka CERT (Pvt) Ltd,
Room No.4<112,
The Project Site is BMICH
Colombo 07
Sr1 Lanka
5. Law and Language
51 Geverning Law: The Contract shall be interpreted in accordance with the
' laws of the Democratic Socialist Republic of Sri Lanka.
5.2 The ruling language is English
53 The language for communications is English

8. Time for Commencement

Date of Commencement: 5 working days from the Effective Date.

The Contractor Shall Complete design, develop and
8.1 implementation works within 30 dates from the Date of
Commencement

Support and maintenance period shall be one (1) year from the
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date of Operational Acceptance. (After final Operational
Acceptance)

11. Contract Price

11.2

The Contract Price is not adjustable

13. Securities

13.2 (a) Not applicable

13.2 (b) Not applicable
Performance Security: The Performance Security shall be denominated
in the currency quoted by the Contractor in its price schedule ogqin Sri

13.3(a) Lankan Rupees, for an amount equal to ten percent (10%) of the/Contract
Price. The Performance Security shall be submitted within fourteen (14)
days of the notification of contract award.
Performance Security: The Performance Security shalljnot be reduced

13.3(d) and remain valid until 28 days beyond the inténded completion date of
the service contract.

23. Product Upgrades

234 The bidder shall provide the Employes with all updates and bug fixes,
immediately after they are availablejito the proposed solution during the
Contract Period, at no additional cost.

23.3 & 23.5 | All the product updates/releasesand patches shall be implemented by the

contractor within the g#easonable timeframe. Any critical
updates/patches/releasesyshall be implemented with immediate effect after
necessary testing and validation of such updates/patches/releases in the test
environment and'contractor shall ensure that there is no impact on the
performance,(security, availability, operations of the systems.
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26. Completion

26.2

The acceptance testing shall be carried out by employer as per the timelines
indicated in the implementation schedule in Section VI (Schedule of
Requirements) or as per the timelines agreed during the project planning
stage. In case of any unforeseen delays identified by the employer in
completion of the acceptance testing or issuing installation certificate,
employer shall notify the contractor within reasonable time period with the
specific reasons for delays and accordingly a revised timeline shall be agreed
for completion of acceptance testing or issuing the installation certificate.

26.3

The timelines for conducting the acceptance testing and issuing the
installation certificate shall be read in conjunction with PC 26.2 aboye.
Employer may decide to put the systems into operations/usage even ifi ¢ase
of any major or minor issues identified during acceptance testing, are
pending for resolution by the contractor and usage of syste¢ms by the
employer doesn’t absolve the contractor from its responsibility,to address
the pending issues identified during the acceptance testing. The certificate of
installation or acceptance of systems shall be performedfonly after resolution
of all the issued identified during the operational acceptane€ testing.

28. Completion Time Guarantee

28.2 Liquidated damages shall be assessed at 05% pér week of the Total Contract
Price, exclusive of all Recurrent Costs, The maximum liquidated damages
are Ten percent (10%) of the Contragt Price.

29. Defect Liability

293 Not applicable

29.10 During the Contract Period (Operation Period), the Contractor must

commence the workwecessary to remedy defects or damage within the times
specified in th€*‘Service Level Agreement (SLA)” : Section VI Schedule of
Requirementsjwand compliance to “Migration support” and “Post-transfer
permanefit, data deletion” shall be in accordance with the SOR, despite the
damagesyand penalties will be claimed in accordance with the SLA.

38. Insurance

38.1.

Not applicable

52.'Disputes-and Arbitration

52.2 (c)

If any dispute of any kind whatsoever shall arise between the Employer and
the Contractor in connection with or arising out of the Contract, including
without prejudice to the generality of the foregoing, any question regarding
its existence, validity, or termination, or the operation of the subject matter of
this contract (whether during the progress of implementation or after
achieving Operational Acceptance and whether before or after the
termination, abandonment, or breach of the Contract), the parties shall seek to
resolve any such dispute or difference by mutual consultation. If the parties

fail to resolve such a dispute or difference by mutual consultation, within
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thirty (30) days after one party has notified the other in writing of the dispute
or difference, either party may give Notice to the other party, of its intention
to commence arbitration, as provided below, indicating the matter in dispute.
No arbitration in respect of this matter may be commenced unless such notice
is given.

Any dispute, in respect of which a notice of intention to commence
arbitration has been given, in accordance with the above, shall be finally
settled by arbitration.

The following rules of procedure for arbitration shall be applicable (a) if the
Contractor is foreign (including a Joint Venture when at least one partner is
foreign) or (b) if the Contractor is a national of the Employer’s country

(a) Dispute for resolution by arbitration shall be in accordance with ‘the
UNCITRAL Arbitration Rules as application at the tinie“of ‘the
dispute.

(b) The arbitration shall be heard in Colombo, Sri (Lanka before an
arbitrator mutually agreeable to the parties; fprovided, that if the
parties cannot agree on the choice of arbitrator Within 10 days after
the first party seeking arbitration has given written notice, then the
arbitration shall be heard by three arbitrators, one chosen by each
party, and the third chosen by those.two)arbitrators. The arbitrators
will be selected from a panel of personS having experience with and
knowledge of information” technology and at least one of the
arbitrators selected will be an attorney. After sending the letter of]
intention to initiate arbitration, if the other party does not respond or
does not cooperatetin the appointment of arbitrators, the Arbitration
Act, No. 1 of 1995, shall apply. A hearing on the merits of all
claims for which arbitration is sought by either party shall be
commenced not later than 60 days from the date demand for
arbitration is made by the first party seeking arbitration. The
arbitrator(s) must render a decision within 10 days after the
conclusion of such hearing. Any award in such arbitration shall be
final and binding upon the parties and the judgment thereon may be
entered in any court of competent jurisdiction. The language of the
arbitration proceedings shall be in English.

The arbitrators shall apply the substantive laws of Sri Lanka, without reference
to provisions relating to conflict of laws. The arbitrators shall not have the
power to alter, modify, amend, add to, or subtract from any term or provision
of this Agreement, nor to rule upon or grant any extension, renewal, or
continuance of this Agreement. The arbitrators shall have the authority to
grant any legal remedy available had the parties submitted the dispute to a
judicial proceeding.
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SECTION IX: Contract Forms



1. Contract Agreement

THIS CONTRACT AGREEMENT is made the/nth/day of [month& Year]. BETWEEN

(1) [Name of Employer], a corporation incorporated under the laws of [country of Employer]and having its
principal place of business at [address of Employer] (hereinafter called “the Employer”), and

(2) [Name of Contractor], a corporation incorporated under the laws of [country of Contractor] and having
its principal place of business at /address of Contractor] (herein after called “the Contractor”).

WHEREAS the Employer desires to engage the Contractor to supply, install, achieve Operational Acceptance
of, and support the following Information Technology Products and/ or Services [brief description of ‘the
Information Technology Sofiware, Products and/or Services](“the IT Software, Products,/ and/or
Services”),andtheContractorhasagreedtosuchengagementuponandsubjecttothetermsandconditionsappearing
below in this Contract Agreement.

NOWITISHEREBYAGREED

As follows:
1. Definitions 1.1 Contract Documents (Reference GCC Clatse 2)

Contract Documents The following documents shall constitutepthe Contract between the
Employer and the Contractor, and€gach shall be read and construed
as an integral part of the Contract;

b) This Contract Agreemént and“the Appendices attached to the
Contract Agreement

c) Schedule of Requirements (including Implementation Schedule)
d) Particular Conditions of Contract

e) General Conditions of Contract

f) TheyContractor’s bid and original Price Schedules

g) Addenda/clarifications issued by the employer

[Add here: any other documents. Check consistency with

G(C 2.2 and amend as appropriate]

L.2 Order of Precedence (Reference GCC Clause 2)

In the event of any ambiguity or conflict between the Contract
Documents listed above, the order of precedence shall be as follows:

1. The provisions of Appendix 14 shall prevail over all provisions
of the Contract Agreement and the other Appendices attached to
the Contract Agreement.

2. The remaining Contract Documents listed in Article 1.1
(Contract Documents) shall follow in the order they are listed.

1.3 Definitions (Reference GCC Clause 1)

Capitalized words and phrases used in this Contract Agreement shall have
the meanings ascribed to them in the General Conditions of Contract.

Article 2 2.1 Contract Price (GCC Clause 11)

Contract Price and

Terms of Payment The Employer hereby agrees to pay the Contractor the Contract Price

in consideration of the performance by the Contractor of its obligations
under the Contract. The Contract Price shall be the aggregate of:
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Article 3.

Effective Date for
Determining Time for
Operational
Acceptance

Articled.

Communication

Article5:

2.2

23

3.1

32

4.1

4.2

5.1

5.2

e [Amount of local currency in words]
e [Amount in figures]
as specified in the Grand Summary Price Schedule.

The Contract Price shall be understood to reflect the terms and
conditions outlined in the detailed price schedules, including the terms
and conditions of the associated Incoterms, as well as any applicable
taxes, duties, and related levies, if and as identified.

Terms of Payment (GCC Clause 12

The terms and procedures of payment according to which the Employer
will reimburse the Contractor are given in the Appendix (Terms and
Procedures of Payment) hereto.

In the event that the amount payable under 2.2 is adjusted{ in
accordance with GC 11.2 or with any of the other terms /0f,the
Contract, the Employer shall arrange for the documentary crédit, to’be
amended accordingly.

Effective Date (GCC Clause 1.1)

The time allowed for supply, installation, and/achieving Operational
Acceptance of the IT Software, Produets@and/er’ Services shall be
determined from the date when the following conditions have been
fulfilled:

(a) This Contract Agreement has been duly executed for and on behalf
of the Employer and the Contractor”

(b) The Contractor has submitted*to the Employer the advance
payment security/fand ‘performance security, in accordance with
GCC Clause 13.2 ahdyGCC Clause 13.3.

(c) The Employer-has“paid the Contractor the advance payment, in
accordarice with GCC Clause 13.2.

Each party shall wse its best efforts to fulfil the above conditions for
which“itiis/fesponsible as soon as practicable.

If the, conditions listed under 3.1 above are not fulfilled within two (2)
months”from the date of this Contract Agreement for reasons not
attributable to the Contractor, the parties shall discuss and agree on an
equitable adjustment to the Contract Price, the Time for Achieving
Operational Acceptance, and/or other relevant conditions of the Contract.

The address of the Employer for notice purposes, pursuant to GC 4.1,
is:
[Insert address].

The address of the Contractor for notice purposes, pursuanttoGC4.1 is:
[Insert address]

The applicable Appendixes listed below shall be deemed to form an
integral part of this Contract Agreement.

References in the Contract to any Appendix shall mean the applicable
Appendices listed below and attached to this Contract Agreement. The
Contract shall be read and construed accordingly.
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APPENDIXES [Employer to list al appendices and add the statement (not applicable) if that particular
Appendix does not apply to this contract]

Appendix 1. Contractor’s Representative[referGC18.2(b)]

Appendix 2. Adjudicator [referGC52(b)]

Appendix 3. List of Approved Sub-Contractors[referGC20.1]

Appendix 4. Categories of Software [refer GC Definition &Section IV Form]

Appendix5. Custom Materials [refer GC Definition & Section IV Form]
Appendix6. Revised Price Schedules (if any)

Appendix 7. Terms and Procedures for Payment [refer GC12.1]
Appendix8. Agreed and Finalized Project Plan [referGC19.1]

Appendix 9. List of Documents for Approval and Review[referGC21.3(a)]
Appendix10. Functional Guarantees[referGC30.1]

Appendix 11. Insurance Requirements [referGC38.1]

Appendix12. Price Adjustment[referI TBGC11.2]

Appendix13. Software License Agreement[referGC16.3]

Appendix 14. Schedule of Requirements [refer GC 19.1]

Appendix 15. Minutes of Contract Finalization Discussions and Agreed-to Contract Amendments

IN WITNESS WHERE OF the Employer and the Contractor have caused, this;Agreement to be duly executed

by their duly authorized representatives the day and year first above written.

For and on behalf of the Employer for and,on behalf of the Contractor

Signed: Signed:

in the capacity of [: title or other appropriate Vin the capacity of [: title or other appropriate
designation] designation]

in the presence of in the presence of

CONTRACTAGREEMENT dated the [ mumber] day of [: month], [: year]
BETWEEN [ name of Employer], themployer
And

[: name of Contractor], the Contractor

220



Appendix 1. Contractor’s Representative

In accordance with GCC Clausel.1(b)(iv), the Contractor’s Representative:

Name: [-name and provide title and address further below or state “to be nominated within
fourteen (14) days of the Effective Date”]

Title: [if appropriate, title]

In accordance with GCC Clause 4.3, the Contractor’s addresses for notices under the Contract are: Address of&

the Contractor’s Representative: [as appropriate, personal delivery, postal, cable,

Telegraph, telex, facsimile, electronic mail, and/ or EDI addresses.] @
Fullback address of the Contractor: [as appropriate, personal delive@ al, cable,
telegraph, telex, facsimile, electronic mail, and/or EDI addresses.] O
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Appendix 2. Adjudicator

Specified in Particular Conditions 52

Appendix 3. List of Approved Sub-Contractors

Not Applicable

Appendix 4. Categories of Software
Not Applicable &
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Appendix 5. Custom Documentation

The follow table specifies the Custom Materials the Contractor will provide under the Contract.

Custom Materials
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Appendix 6. Revised Price Schedules

The attached Revised Price Schedules (if any) shall form part of this Contract Agreement and, where
differences exist, shall supersede the Price Schedules contained in the Contractor’s Bid. These Revised Price
Schedules reflect any corrections or adjustments to the Contractor’s bid price.
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Appendix 7. Terms and Procedures for Payment

7.1 Advance Payment
Not applicable

7.2 Terms of payment

Item
No

Milestone

Deliverables & Acceptance Conditions

Timeline from
Date of Award

Payment
(% of
Total

Contract
Price)

Data Migration,
Installation,
Configuration &
Tune-up and
Platform
Operational
Acceptance

Full deployment of the CTl, EASM, Deep
& Dark Web Monitoring, Takedown, and
Reporting modules in a cloud-native SaaS
environment. All 250 government
organizations onboarded as Child
Tenants with automated asset discovery
initiated. MFA, RBAC, audit logging, and
per-tenant alert configuration verified
operational. Parent Tenant dashboard
confirmed functional. Formal Operational
Acceptance Certificate issued by Sri
Lanka CERT following suceessful
Operational Acceptance Testing (OAT).

Within 30 days
of Date of
Award

30%

User/Analyst
Training
Completed

In-person onboarding user/analyst
training deliveted on-site at Sri Lanka
CERT premises for minimum 20 MATH
Lab analysts, covering all modules
specifiedyin Table 7 Section C (Training).
Training manuals, user guides, and all
soft capy and hard copy documentation
delivered and accepted. Written
confirmation of training completion
signed by Sri Lanka CERT Project
Manager.

Within 14 days
of Date of
Award

10%

ELK SIEM
Integration
Accepted

Full integration of the platform with Sri
Lanka CERT NCSOC ELK SIEM tested and
confirmed operational. 10C feeds verified
as filtered for Sri Lankan government
context relevance.

OpenCTl integration confirmed. Push and
pull mechanisms tested and
documented. MCP integration configured
and tested. Integration acceptance
signed off in writing by Sri Lanka CERT.

Within 35 days
of Date of
Award

10%
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Operational Operational playbooks tailored to the Sri | Operational 10%
Playbooks Lankan government context delivered Acceptance
Delivered & First covering all scenarios specified in Table 7 | Testing (OAT) +
SLA Review Section C. First quarterly SLA 1 month
Passed performance review conducted by Sri
Lanka CERT. Bidder must demonstrate
zero unresolved P1 breaches and no
more than two unresolved P2 breaches
during the preceding quarter. Payment
withheld if SLA review is not passed.
Second SLA Second quarterly SLA performance Operational 10%
Review Passed review. Bidder demonstrates continued Acceptance
platform availability 2 99.5%, timely alert | Testing (OAT) +
delivery, and zero outstanding 9 months
unresolved P1 or P2 incidents. Sri Lanka
CERT Project Manager issues written
confirmation of satisfactory
performance. Any outstanding penalty
deductions under Section 6.2 and 6.3 will
be applied against this instalment before
release.
Operationalisation | The contractor is required to provide | Date of Award 20%
of the solution by | operational support during the + 12 months
providing Cyber subscription period.
Threat
Intelligence,
Attack Surface
Management,
Deep & Dark Web
Monitoring,
Takedowns and
Analysis &
Reports.
Migration Support | Complete export of all Purchaser and Date of Award 10%
& Post-Transfer Childenant data in machine-readable + 12 months +
Permanent Data open formats delivered and verified by 30 days
Deletion Sri Lanka CERT. Written deletion
certification provided within 5 business
days of confirmed export. Permanent
deletion of all data from production
systems, backups, DR copies, and sub-
processor systems confirmed in writing
by the Bidder.
Total 100%

If the Contractor fails to deliver any or all of the milestones and related Services within the period specified in
the above table, the Employer may without prejudice to all its other remedies under the Contract, deduct from
the Contract Price, as liquidated damages until completion of the first milestone, a sum equivalent to the
amount indicated in the Particular Conditions.
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Appendix 8. Agreed and Finalized Project Plan

[Agreed and Finalized Plan to be inserted]
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Appendix 9. List of Documents for Approval and Review

Pursuant to GC Sub-Clause 21.3, the Contractor shall prepare, or cause its Sub-Contractor to prepare, and present
to the Project Manager the following documents for review:
As stipulated in Clause 6: Review Committees and Review Procedures, Section VI: Schedule of Requirements.
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Not applicable

Appendix 10. Functional Guarantees



Appendix 11. Insurance Requirements

Insurance to be taken out by the Contractor
In accordance with the provisions of GCC Clause 38.1, the Contractor shall at its expense take out and maintain in effect, or
cause to be taken out and maintained in effect, during the performance of the Contract, the insurances set forth below in the
sums and with the deductibles and other conditions specified. The identity of the insurers and the form of the policies shall be
subject to the approval of the Employer, such approval not to be unreasonably withheld.

(a) Cargo Insurance

Covering loss or damage occurring, while in transit from the Contractor’s or manufacturer’s works or
stores until arrival at the Site, to the Facilities (including spare parts there for) and to the constructiof
equipment to be provided by the Contractor or its Sub-Contractors.

Amount  Deductible limits Parties insured Erom Io
a. [in currency(ies)] [names] [place] [place]

(¢) Third Party Liability Insurance

Covering bodily injury or death suffered by third parties (including the Employer’s personnel) and loss of or damage to
property (including the Employer’s property and any parts of the Facilities“that/have been accepted by the Employer)
occurring in connection with the supply and installation of the Facilities.

a. [in currency(ies)] [names] [place] [place]

(d)Automobile Liability Insurance

Covering use of all vehicles used by the Contractor or its-Sub=Goéntractors (whether or not owned by them) in connection with
the supply and installation of the Facilities. Comprehensiye insurance in accordance with statutory requirements.

(e) Workers’ Compensation

In accordance with the statutory requirements applicable in any country where the Facilities or any part thereof is executed.

(f) Employer’s Liability

In accordance with the statutory sequisements applicable in any country where the Facilities or any part thereof is executed.

The Employer shall be namedtas co-insured under all insurance policies taken out by the Contractor pursuant
to GC Sub-Clause 384, except for the Third Party Liability, Workers’ Compensation, and Employer’s
Liability Insurances;and the Contractor’s Sub-Contractors shall be named as co-insureds under all insurance
policies taken out“bygsthe Contractor pursuant to GC Sub-Clause 38.1, except for the Cargo, Workers’
Compensation) and Employer’s Liability Insurances. All insurers’ rights of subrogation against such co-
insureds fofless€s or claims arising out of the performance of the Contract shall be waived under such
poligies.
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Appendix 12. Price Adjustment



Appendix 13. Software License Agreement
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Appendix 14. Schedule of Requirements

ched or inserted]



Appendix 15. Minutes of Contract Finalization Discussions and Agreed Contract
Amendments

The attached Contract amendments (if any) shall form part of this Contract Agreement and, where differences
exist, shall supersede the relevant clauses in the GC, PC, Schedule of Requirements, or other parts of this
Contract as defined in GCC Clause 1.1.
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2 Performance and Advance Payment Security Forms

2.1 Letter of Acceptance
Employer: [insert the name of the Employer]
Contract title: [/insert the name of the contract]

IFB No:/insert IFB reference number |

Date: [insert Date]

To: [insert Name of Bidder]

This is to notify you that your Bid dated [insert Date] for execution ofsthe” finsert brief description of the Information
System] for the Contract Price in the aggregate of [insert amount inyfigures] ([insert amount in words]), as corrected
and modified in accordance with the Instructions to Bidders is hereby accepted by our Agency.

You are requested to furnish the Performance Security ‘within 14 days in accordance with the Conditions of Contract,
using the Performance Security Form, included in Section/IX, - Contract Forms, of the Bidding Document.

Authorized Signature:
Name and Title of Signatory: [inSertdqName and Title]
Name of Agency: [insert Employer Name]

Attachment: Conttact Agreement
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2.2 Performance Security Form (Bank Guarantee)

[Bank’s Name, and Address of Issuing Branch or Office]

Beneficiary: [Name and Address of Employer]

Date: [date]

PERFORMANCE GUARANTEE No.: [Performance Guarantee Number]|

We have been informed that on /date of award] you awarded Contract No. [Contract number] for [title’and/or brief
description of the Contract] (hereinafter called "the Contract") to [complete name of Contractor] (heteinafter called "the
Contractor"). Furthermore, we understand that, according to the conditions of the Contract, a performanee guarantee is
required. At the request of the Contractor, we hereby irrevocably undertake to pay you any ‘sum(s) not exceeding
[amount(s) in figures and words] upon receipt by us of your first demand in writing declatingithe Contractor to be in
default under the Contract, without cavil or argument, or your needing to prove or to show gréunds or reasons for your
demand or the sum specified therein. On the date of your issue, to the Contractor, the.Opezational Acceptance Certificate
for the IT Software, Products and/or Services, the value of this guarantee will be teduced to any sum(s) not exceeding
[amount(s) in figures and words]. This remaining guarantee shall expire nd later than /number and select: of months/of
years (of the Warranty Period that needs to be covered by the remaining guarantee)] from the date of the Operational
Acceptance Certificate for the IT Software, Products and/or Services, and any demand for payment under it must be
received by us at this office on or before that date. This guaranfee )is_subject to the Uniform Rules for Demand
Guarantees, ICC Publication No. 758, except that subparagraph (ii)%f Sub-article 20(a) is hereby excluded.

[Signature(s)]

2 The Bank shall insert the amount(s) specified and denominated in the PC for GCC clauses 13.3(a) and 13.3(d)
respectively, either in the currency (ies) of the Contraetor a freely convertible currency acceptable to the Employer.

3 In this sample form, the formulation ofithis paragraph reflects the usual PC provisions for GCC Clause 13.3. However,
if the PC for GCC Clauses 13.3(a) and 13.3(d) varies from the usual provisions, this paragraph, and possibly the
previous paragraph, need to be adjusted to precisely reflect the provisions specified in the PC.
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2.3 Advance Payment Security Form (Bank Guarantee)

[Bank’s Name, and Address of Issuing Branch or Office]
Beneficiary: [Name and Address of Employer]
Date: [date]

ADVANCE PAYMENT GUARANTEE No.: [Advance Payment Guarantee Number]

We have been informed that on [date of award] you awarded Contract No. [Contract number] for_[title and/or brief
description of the Contract] (hereinafter called "the Contract") to [complete name of Contractor] (heteinafter called "the
Contractor"). Furthermore, we understand that, according to the conditions of the Contract, an adyance payment in the
sum of [amount in numbers and words, for each currency of the advance payment] is to be made to the Contractor against
an advance payment guarantee. At the request of the Contractor, we hereby irrevocably undertake to pay you any sum or
sums not exceeding in total the amount of the advance payment referred to above, upon reeeipt by us of your first demand
in writing declaring that the Contractor is in breach of its obligations under the Contract because the Contractor used the
advance payment for purposes other than toward the proper execution of the/Contract. Tt is a condition for any claim and
payment to be made under this guarantee that the advance payment referredyto above must have been received by the
Contractor on its account [number and domicile of the account]. This guarantee is subject to the Uniform Rules for
Demand Guarantees, ICC Publication No. 758.

[Signature(s)]
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3.2 Operational Acceptance
Certificate

Date: [date]

IFB No CERT/GOSL/SER/ICB/2026/08

Contract: Procurement of Cyber Threat Intelligence and Attack Surface Management Solution for Malware Analysis and
Threat Hunting Lab

To: [name and address of Contractor]
Dear Sir or Madam:

Pursuant to GCC Clause 27 (Commissioning and Operational Acceptance) of the Confract entered into between
yourselves and the [name of Employer] (hereinafter the “Employer”) dated [date of ‘Contract], relating to the [brief
description of the Information Technology Software, Products and/or Servige€s], we hercby notify you the IT Software,
Products and/or Services (or the Subsystem or major component identified /below) successfully completed the
Operational Acceptance Tests specified in the Contract. In accordance with thé terms of the Contract, the Employer
hereby takes over the IT Software, Products and/or Services (or the Stbsystem or major component identified below),
together with the responsibility for care and custody and the risk of lossthefeof on the date mentioned below.

1. Description of the IT Software, Products and/or Services (or Subsystem"or major component): [description]

2. Date of Operational Acceptance: [date] This letter shall,noticelieve you of your remaining performance obligations
under the Contract nor of your obligations during the WargantyyPeriod.

For and on behalf of the Employer
Signed: Date:

in the capacity of: [state: “Project Manager” orhigher-level authority
in the Employer’s organization]
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